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TFvuXyB7..ZQMJh - TRON TRC-20 - 20

SECTION 1 — TARGET IDENTIFICATION & WALLET METADATA

What is this address and what do we know before any analysis?

Wallet Address
Blockchain

Address Format
Multi-Signature

First Activity

First USDT Activity
Last Activity

Wallet Age

USDT Received (Total)
USDT Sent (Total)

Net USDT Balance
Other Holdings
Explorer Labels
Sanctions Screening
Jurisdiction Indicators

Case Number

IN PLAIN ENGLISH

TFvuXyB7AhCV73jZcC9uukZDqrqCvsZQMIh

TRON — Mainnet

Base58Check, prefix T — standard TRON externally owned account; TRC-20 capable

None detected. No multi-sig permission contract observed in transaction data.

2024-11-04 16:36 UTC — 10 TRX activation from TMx8k9PvF6QDWrHuVgfRbbkoHAdibfQgLv

2024-12-17 02:10 UTC — coordinated 100 USDT test sends from all four primary feeders simultaneously (Anomaly A1)
2026-04-15 08:06 UTC — micro-TRX dust inbound; address still active

538 days (2024-11-04 to 2026-04-26)

$220,097,578.28 USDT across 37 inbound USDT transfers from 4 primary senders

$75,000,100.00 USDT — includes $60M outflow to unknown address on 2025-03-15 (frequently missed in automated analysis)
$145,097,478.28 USDT (confirmed vs. Arkham snapshot: $145,097,526.42)

~148,993 TRX (~$48); 136,959,514 stUSD (received 2026-03-25 — token identity unverified); 10 varieties of dust/spam tokens
Arkham Intelligence: “USDT Whale”. No exchange, service, or entity tag from any explorer.

OFAC SDN: No hit. EU Consolidated: No hit. UN Sanctions: No hit.

None determinable on-chain. OSINT counterparty data suggests Chinese / Southeast Asian nexus.

KBF-2026-002 - Investigator: Kallisti Blockchain Forensics - Date: 2026-04-26

This TRON wallet was activated in November 2024 and has received $220 million in USDT from four anonymous counterparties. It has sent $75 million out — including a $60
million transfer that prior automated reporting missed entirely. The wallet currently holds $145 million in USDT and has no direct links to any sanctioned entity. The owner is

unknown.

Si TRONSCAN Explorer tronscan.org/#/address/TFvuXyB7AhCV7jZcC9uukZDqrqCvsZQMJIh

S2 Arkham Intelligence platform.arkhamintelligence.com

S3 OFAC SDN List sanctionssearch.ofac.treas.gov
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SECTION 2 — FINANCIAL OVERVIEW
What is the scale, composition, and net position of this wallet?
DEPLOYMENT OF LIFETIME USDT RECEIVED
M stillHeld
$145.1M 65.9%
B Sentout
$75.0M 34.1%
LIFETIME USDT RECEIVED $220.1M
$220,097,578 TFvuXyB7..ZQMJh $75,000, 100
— —

USDT RECEIVED — 4 COUNTERPARTIES

METRIC

USDT Received
(lifetime)

USDT Sent (lifetime)
Net USDT Balance
stUSD Received

TRX (native)

Spam / dust tokens

IN PLAIN ENGLISH

VALUE

$220,097,578

$75,000,100
$145,097,478
136,959,514 stUSD

~148,993 TRX
(~$48)

10 varieties

TARGET — $145.1M HELD USDT SENT — 2 DESTINATIONS

NOTES

37 inbound USDT transfers; 4 primary senders

Includes $60M outflow to unknown address — missed by automated tools
Confirmed vs Arkham snapshot; <$1 variance
Single transfer 2026-03-25 from TWd4WrZ9...; token identity unverified — do not treat as liquid asset

Accumulated fee-subsidy dust; not purposefully held

Gas97com, hal38com, LowPricedEnergy, TRC20Ucom, Gas711com, Pay.bi, hash.ist, HX28com, GasFree4uCOM,
TRC20AdsCOM, AML token

This wallet received $220 million and sent out $75 million, keeping $145 million. The outflows are substantially larger than commonly reported: a $60 million transfer was made
in March 2025 that prior automated analysis missed entirely. The wallet also received a large quantity of an unverified token called “stUSD” in March 2026 — the nature and value
of that token requires verification before it can be treated as an asset.

ative and informational purposes only. Attribution assessments are analytical opinions, not legal

KBF-2026-002 Page 2
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SECTION 3 — ASSET PORTFOLIO & COIN PROVENANCE

What assets are held and where do the funds originate?

Asset Holdings

ASSET CONTRACT

USDT (TRC-  TR7NHQjeKQxGTCi8q8ZY4pL8otSzgiLi6t
20)

stUSD TJIfvYolmUpK83IXvYvngz6tP96ZmcTDRde
(TRC-20)

TRX (native) Native

Dust tokens Various
(x10)

USDT Provenance by Sender

SENDER ADDRESS

TKJa5yhD6SX42CbZjwuArnclo3MI5ZNeug
TG1lbehizYfNrrzAoNS1tSL86pPEbgh53LEN
TPXEkQLTytwww2SrRY63vMrCmwy3t8theN
TNS17kGeCNke3PRrj7tteuyiwbR4q8Ls1B

Other (misc. minor)

BALANCE

$145,097,478

136,959,514
units

~148,993 TRX
(~$48)

~$0

%

PROVENANCE STATUS

PORTFOLIO
~100% Primary asset; 4 unattributed feeders; one feeder flagged for fraud warning
= Identity unverified. Do not treat as liquid. Possibilities: synthetic USD,

bridged asset, or promotional token. Contract requires independent
verification.

<0.01% Fee-subsidy accumulation; not purposefully held

~0% Address-poisoning / airdrop spam; no economic value (see 512)
USDT CONTRIBUTED % OF TOTAL IN ATTRIBUTION

$86,160,100 39.1%
$66,430,100 30.2%
$39,220,100 17.8%
$28,280,100 12.8%

$7,178 <0.01% UNATTRIBUTED

All four primary feeders are unattributed — no exchange label, no entity name, no public footprint on any explorer. The feeder TNS17k.. has been publicly associated in
Chinese-language Telegram channels with a “guarantee service” suspected of fraud and potential fund absconding (“B2E&”). This cannot be confirmed from on-chain data

alone and is classified as an indirect risk indicator.

stUSD Investigation Note

The 136.9M stUSD received on 2026-03-25 from TWd4WrZ9wn84f5x1hZhL4DHvk738ns5jwb does not correspond to any audited major protocol. Investigators must
independently verify: (1) whether the token contract is a legitimate wrapped or synthetic USD; (2) whether the sender is the same entity as the wallet’s USDT feeders; (3)
whether this receipt represents a real economic transfer or a fictitious inflation of apparent holdings.

IN PLAIN ENGLISH

Nearly all the $145 million held is plain USDT stablecoin — a legitimate token. The problem is we cannot verify where the money originally came from, because all four suppliers
are anonymous wallets. There is also a large quantity of an unverified token called “stUSD” that arrived recently — this needs independent verification before placing any value on

it.
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SECTION 4 — ACTIVITY LIFECYCLE ANALYSIS
How has wallet behaviour evolved over time?
PHASE PERIOD KEY EVENTS usot usoT
IN ouT
Activation 2024-11-04 10 TRX received from activator address TMx8k9.. ; wallet registered on-chain = -
Coordinated Test 2024-12-17 All 4 feeders send exactly 100 USDT within 3 minutes of each other (02:10-02:12 UTC). Negligible $400 =
probability of coincidence. Anomaly Al.
Initial 2024-12-17 $21.6M (TPXfkQL), $12.0M (TG1behi), $7.7M (TNS17k) received. All 4 feeders active. Wallet grows to $41.5M -
Accumulation 2025-03-04 ~$41M.
First Major 2025-03-15 100 USDT test — $60,000,000 sent to TWvr9cZLK9995... (unknown entity). Zero-value test calls to = $60.0M
Outflow second address. Largest single transaction. Anomaly A2.
Re-Accumulation 2025-10-23 Largest single accumulation day: 2025-10-23 ($22.96M + $8.61M + $36.04M = $67.6M in one day). $178.6M -
2026-02-16 Wallet rebuilt to over $145M.
Second Outflow 2026-02-12 10,000 USDT test — $14,990,000 to TKBs4Fwyz7... (suspected CEX hot wallet). Same test-then-execute - $15.0M
pattern as March 2025.
stUSD Receipt 2026-03-25 136,959,514 stUSD received from unknown address. Token identity unverified. No further USDT outflows - -

ACTIVITY BY HOUR (UTC) — USDT TRANSFERS

N

™ Thu
Fri
.

0

00-02  02-04 04-06  06-08

IN PLAIN ENGLISH

Hour distribution (UTC) - 47 USDT transfers classified

10-12  12-14  14-16  16-18  18-20 20-22  22-00 Sun

through report date.

ACTIVITY BY DAY OF WEEK
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(3]
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Wed
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o

tA’I
o

o

Day-of-week - strong Tuesday bias; Asian business hours

The wallet operated in distinct phases: initial testing, a $60M outflow, then a rebuild to $145M, then a $15M outflow. Activity clusters in Asian business hours (08:00-16:00 UTC =
16:00-00:00 CST/HKT) and heavily on Tuesdays — consistent with a Chinese or Southeast Asian operator working regular weekday hours.

ative and informational purposes only. Attribution assessments are analytical opinions, not legal

KBF-2026-002
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SECTION 5 — TRANSACTION MICROSTRUCTURE & FULL TX LEDGER

What do individual transactions reveal about operational patterns?

Microstructure Observations

PATTERN

Round-number
transfers

Test-before-
execute

Coordinated initial
test (A1)

Zero-value probe
calls

Fee-subsidy
dusting

No DeFi / no
contracts

OBSERVATION FLAG

All substantive inflows are whole-dollar round numbers: $21.56M, $12.02M, $7.69M, $36.04M, $22.96M, $8.61M, $20.23M,
$8.64M, $6.6M, $4.77M, $8.55M, $8.09M etc. Wholesale settlement pattern, not retail or automated trading.

Both major outflows follow identical sequence: small test amount first, large transfer minutes later. 2025-03-15: 100 USDT —
$60M (same address). 2026-02-12: 10,000 USDT — $14.99M (same address). Deliberate operational security protocol.

0On 2024-12-17 02:10-02:12 UTC, all four primary feeders simultaneously sent exactly 200 USDT to the target. Probability of

coincidence: negligible. Confirms all four feeders are controlled by the same entity or tightly coordinated group.

Two zero-value USDT transfers to  TWvrxbCvRvvy3tL5.. on 2025-03-15 before the $60M outflow. Contract address-probing
behaviour — testing connectivity or setting up address-poisoning infrastructure.

Multiple micro-TRX sends (0.000001-0.00001 TRX) from rotating third-party addresses cover network fees. Wallet never self-
funds TRX — deliberate choice to minimise on-chain footprint.

Only two methods used across entire 538-day history: transfer (0xa9059cbb) for USDT, TransferContract for TRX. Zero
DeFi, swap, stake, lend, or bridge interactions.

IN PLAIN ENGLISH

The transaction patterns reveal a disciplined, security-conscious operator. Every major payment is preceded by a test transfer. All four major suppliers activated the wallet on the
same day within minutes — they are coordinated or controlled by the same person. The wallet's sole function is to accumulate and periodically dispatch large sums of USDT. There
is no casual or incidental use.

Full USDT Transfer Ledger — Part 1 of 2 (2024-12-17 to 2025-03-15)

DATE (UTC)
2024-12-17
2024-12-17
2024-12-17
2024-12-26
2024-12-26
2025-01-08
2025-01-08
2025-02-16
2025-02-16
2025-02-25
2025-03-04
2025-03-04
2025-03-04
2025-03-15

2025-03-15

COUNTERPARTY (TRUNCATED) AMOUNT (USDT) DIR. NOTES

TKJaby / TGlbehi / TPXfkQL / TNS17k - Target 100 each IN Coordinated 4-feeder test within 3 min — Anomaly A1
TGlbehizYfNrrzAoNS1tSL86pEbgh53LtN $12,020,000 IN First major inflow
TPXEkQLTytwww2SrRY63vMrCmwy3t8theN $21,560,000 IN Largest single inflow from TPXfkQL
TNS17kGeCNke3PRrj7tteuyiwbR4q8Ls1B $7,690,000 IN

TGlbehizYfNrrzAoNS1tSL86pEbgh53LtN $1,120,000 IN

TKJa5yhD6SX42ChZjwuArnclo3MI5ZNeug $500, 000 IN

TPXEkQLTytwww2SrRY63vMrCmwy3t8theN $1,700,000 IN

TGlbehizYfNrrzAoNS1tSL86pEbgh53LtN $7,320,000 IN

TPXEkQLTytwww2SrRY63vMrCmwy3t8theN $3,140,000 IN

TPXEkQLTytwww2SrRY63vMrCmwy3t8theN $5,450,000 IN

TNS17kGeCNke3PRrj7tteuyiwbR4q8Ls1B $230,000 IN

TGlbehizYfNrrzAoNS1tSL86pEbgh53LtN $4,030,000 IN

TPXEkQLTytwww2SrRY63vMrCmwy3t8theN $2,100,000 IN

Target -» TWvr9cZLK9995Nxg7Qans8opngwSi21V6R $100 test ouT Test preceding $60M — Anomaly A2

Target » TWvr9cZLK9995Nxg7Qans8opngwSi21V6R $60,000,000 out LARGEST OUTFLOW — unknown entity — missed by automated tools

Table continues on next page —
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SECTION 5 — TRANSACTION MICROSTRUCTURE & FULL TX LEDGER (CONTINUED)
Full USDT Transfer Ledger — Part 2 of 2 (2025-10-23 to 2026-04-15)

DATE (UTC) COUNTERPARTY (TRUNCATED) AMOUNT (USDT) DIR. NOTES

2025-10-23 TKJa5yhD6SX42ChZjwuArnclo3MI5ZNeug $22,960,000 IN Mass accumulation day; 3 feeders same day

2025-10-23 TNS17kGeCNke3PRrj7tteuyiwbR4q8Ls1B $8,610,000 IN

2025-10-23 TGlbehizYfNrrzAoNS1tSL86pEbgh53LEN $36,040,000 IN Largest single inflow from TG1behi

2025-11-03 TG1lbehizYENrrzAoNS1tSL86pPEbgh53LEN $5,790,000 IN

2025-11-03 TKJa5yhD6SX42CbZjwuArnclo3MI5ZNeug $1,790,000 IN

2025-11-24 TG1lbehizYfNrrzAoNS1tSL86pPEbgh53LEN $110,000 IN

2025-11-24 TPXEkQLTytwww2SrRY63vMrCmwy3t8theN $3,690,000 IN

2025-12-03 TKJa5yhD6SX42CbZjwuArnc1o3MI5ZNeug $4,970,000 IN

2026-01-02 TKJab5yhD6SX42CbZjwuArnclo3MI5ZNeug $20,230,000 IN

2026-01-07 TPXEkQLTytwww2SrRY63vMrCmwy3t8theN $1,580,000 IN

2026-01-13 TKJa5yhD6SX42CbZjwuArnclo3MI5ZNeug $8, 640,000 IN

2026-02-10 TKJab5yhD6SX42CbZjwuArnclo3MI5ZNeug $6,600,000 IN

2026-02-12 Target » TKBs4Fwyz7dk8mBW726zNytnGHWEMTDSLQ $10,000 test ouT Test preceding $14.99M

2026-02-12 Target » TKBs4Fwyz7dk8mBW726zNytnGHWEMTDSLQ $14,990,000 ouTt Suspected CEX hot wallet

2026-02-17 TKJab5yhD6SX42CbZjwuArnclo3MI5ZNeug $4,770,000 IN

2026-02-17 TNS17kGeCNke3PRrj7tteuyiwbR4q8Ls1B $3,660,000 IN

2026-03-08 TKJa5yhD6SX42CbZjwuArnclo3MI5ZNeug $4,200,000 IN

2026-03-12 TKJa5yhD6SX42CbZjwuArnclo3MI5ZNeug $2,950,000 IN

2026-03-23 TKJa5yhD6SX42ChbZjwuArnclo3MI5ZNeug $8,550,000 IN

2026-04-07 TNS17kGeCNke3PRrj7tteuyiwbR4q8Ls1B $8,090,000 IN Most recent major inflow

2026-04-15 TS7XKS8K2ALN94s7XIKvZU7cYvmaeVdk4R $9.23 IN Minor unrelated sender

IN PLAIN ENGLISH

This wallet received and sent hundreds of millions of dollars in USDT across 36 substantive transfers over 16 months. Inflows arrive in large round-number amounts from a small
set of repeat counterparties. Two significant outflows — one for $60 million — went to entities that could not be attributed. The structured, methodical pattern of activity is more
consistent with an institutional treasury or layering operation than with ordinary personal use.
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SECTION 6 — ACCOUNT STRUCTURE ENGINEERING

How is this wallet configured and what does its structure reveal?

Account Model

Multi-Signature

Contract Permissions

TRX Fee Coverage

Activation

Key Rotation

Smart Contract Methods

IN PLAIN ENGLISH

TRON account model (not UTXO). State-based: balance tracked by contract.
None. Single private-key control inferred. No TRC-20 approval grants to third parties observed on-chain.
No approve() or increaseAllowance() calls. Wallet has never authorised any DeFi protocol to spend its USDT.

Network fees covered by rotating micro-TRX sends from third-party addresses (0.000001-0.00001 TRX). Wallet avoids self-funding TRX —
likely deliberate to minimise on-chain footprint.

TMx8k9PVF6QDWrHuVgfRbbkoHAdibfQglLv sent exactly 10 TRX on 2024-11-04 — 42 days before the coordinated USDT test. This activator
has not contributed USDT. Consistent with managed wallet-provisioning infrastructure.

No owner key changes, freeze calls, or permission delegation since activation.

Exclusively transfer(address,uint256) (method @xa9059cbb ) against USDT contract. No other contract interactions.

The wallet is technically simple — single key, no extra security. What stands out is the deliberate setup: a separate address created the wallet 42 days before any money arrived,
and operating costs are covered by a rotating set of micro-payment addresses. This is managed infrastructure, not casual personal use.

SECTION 7 — TRANSACTION FLOW ARCHITECTURE

How do funds move through and around this wallet?

TKJa5y... (39.1%)
$86.2M - Unattributed

TG1behi... (30.2%)
$66.4M - Unattributed

TPXfkQL... (17.8%)
$39.2M - Unattributed

TNS17k... (12.8%)
$28.3M - Fraud warning

TRANSACTION FLOW ARCHITECTURE

TWvr9cZLK9995... (80%)

$60,000,000 — UNKNOWN ENTITY
Mar 2025

TFvuXyB7...ZQM3h

$145.1M USDT

USDT Whale - No DeFi
TKBs4Fwyz7... (20%)

$14,990,000 — Suspected CEX

Feb 2026
TWd4WrZ9... (stUSD)
136.9M stUSD - Identity unverified
Inflows: $220.1M - 4 unattributed feeders Outflows: $75.0M - 2 destinations (1 unknown)

WHAT THIS MEANS FOR YOU

Every dollar that entered this wallet came from anonymous, unverified sources — 100% unattributed. The largest single outflow ($60M, 80% of all outflows) went to an address
that cannot be identified. Any business or legal relationship involving this wallet carries significant counterparty and provenance risk.
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SECTION 8 — UPSTREAM / DOWNSTREAM MULTI-HOP ANALYSIS

What is visible one hop beyond the direct counterparties?

Multi-hop analysis is constrained to one layer beyond the target using available on-chain data and OSINT. Full cluster analysis requires live TRONSCAN graph tooling and is
noted as an investigative lead.

DIRECTION ADDRESS HOP-1 OBSERVATION STATUS
Upstream TKJa5yhD6SX42CbZjwuArnclo3MI5ZNeug  Holds ~$19.5M USDT residual (OKLink). Behaviour consistent with a pooled treasury or settlement

address. Receives from multiple further-upstream addresses not yet traced. Likely the primary
controller address in the cluster.

Upstream TNS17kGeCNke3PRrj7tteuyiwbRAq8Ls1B Linked via Telegram OSINT to Chinese “guarantee” service (@dali). Reportedly transferred 700K
USDT urgently to this address with “runaway risk” warnings in community channels. Further
upstream sources unknown.

Upstream TGlbehizYENTTzAoNS1tSL86pEbgbS3LEN  No public attribution. On-chain behaviour mirrors TKJa5y — large round-sum USDT outflows to
target only. May share common upstream source with TKJa5y given coordination pattern.

Upstream TPXEKQLTytwww2STRY63vMrCmwy3t8theN  No public attribution. Active earliest (Dec 2024). Stopped sending after Mar 2025 — may have been
atemporary holding address that was drained after the initial accumulation phase.

Downstream TWvI9cZLK9I995Nxg7Qans8opngwSi21VeR Pass-through OTC intermediary — $60M forwarded to probable Binance within 48 hours. Active
since 2023-04-12 (14 months before target wallet was created). Has processed $700M+ USDT
lifetime. Inflows from cluster: TRutM6Q ($216M), TYA50EU ($207M), TX42iZ5 ($146M), TTuoImX
($84M). Outflows: 80% to TDXbhgxcFM7fnaTzz45HSzIMfCryE7kHme ($512M total — probable
Binance hot wallet/deposit cluster). The $60M received from the target on 2025-03-15 was
forwarded in full ($60,000,100) to TDXbhgxcFM7... on 2025-03-17. TWvr9 is not the ultimate
beneficiary — it is a broker or OTC desk routing funds to exchange. Legal process against Binance
for the account receiving TDXbhgxcFM?7... deposits is the primary deanonymisation route.

Downstream  TKBs4Fwyz7dk8mBW726zNytnGHWEMTDSLQ  Received $14.99M on 2026-02-12. Patterns consistent with CEX hot wallet (large structured
receives from multiple sources). Possible Binance or OKX deposit address. Exchange subpoena
could link to real-world identity.

Activator TMx8k9PVF6QDWrHUVgERbbkoHAdibfQgLy  Sent exactly 10 TRX to activate the target wallet on 2024-11-04. Whether this activator has
provisioned other wallets in the same cluster is unknown and warrants investigation.

IN PLAIN ENGLISH

Looking one step beyond the direct counterparties: the $60 million that left this wallet went somewhere we cannot identify — this is the most important unanswered question. One
of the main suppliers has community-level fraud warnings attached to it. The suspected exchange recipient for the $15M outflow is the most viable route to obtaining a real-world
identity for the wallet owner.

SECTION 9 — FUNDER ATTRIBUTION & RESIDUAL QUESTIONS

Who sent the money and what remains unknown?

usDT

FUNDER SENT ATTRIBUTION HYPOTHESIS CONFIDENCE

TKJa5yhD6SX42CbZjwuArnc1o3MI5SZNeug $86.2M Pooled treasury or settlement address; likely controlled by same entity as target. Possibly the “master
funding” wallet in the cluster.

TG1lbehizYENrrzAoNS1tSL86pEbgbS3LEN $66.4M  Same cluster as TKJa5y — coordinated activation and send patterns. Possible parallel treasury or sub-
account.

TPXEKQLTytwww2SrRY63vMrCmwy3t8theN $39.2M Early-phase funder; dormant since Mar 2025. May represent a separate source of capital that was
consolidated into the cluster.

TNS17kGeCNke3PRrj7tteuyiwbR4q8Ls1B $28.3M Public OSINT associates with Chinese “guarantee” service. If this attribution is correct, funds from this FLAGGED

address may represent client deposits at risk of misappropriation.

Residual Open Questions

Q1 Who received the $60M on 2025-03-15? TWvr9cZLK9995Nxg7Qans8opngwSi21V6ER has no known attribution. Is this the same controller withdrawing to cold storage, or a
third-party payment?

Q2 Are all four feeders controlled by the same entity? The coordinated Dec 2024 test strongly suggests so, but confirmation requires cluster analysis of upstream funding
sources.

Q3 What is the real-world identity of the wallet owner? The suspected CEX outflow to TKBs4Fwyz7... is the most viable deanonymisation route via exchange KYC subpoena.
Q4 Isthe TNS17k fraud-service attribution accurate? Telegram OSINT is unverified and requires corroboration from law enforcement or blockchain analytics firm data.

Q5 What is the stUSD token received on 2026-03-25? Is it a legitimate asset, a fictitious inflation of holdings, or a related-party transfer?
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SECTION 10 — OUTFLOW ANALYSIS

Where did the money go and what does it reveal?

% OF
RECIPIENT AMOUNT OUTFLOWS DATE ATTRIBUTION PRIORITY
TWvr9cZLK9I995Nxg7Qans8opngwSi2IVeR  $60,000,000 80.0%  2025-  RESOLVED — OTC pass-through. TWvr9 forwarded the full $60,000,100
63-15 (including test $100) to TDXbhgxcFM7fnaTzz45HSzIMfCryE7kHme on
2025-03-17 — 48 hours later. TDXbhgxcFM?7... has received $512M+ from
TWvr9 alone; probable Binance deposit cluster. Ultimate destination:
Binance (high confidence). Legal process to Binance is the primary
identity route.
TKBsA4Fwy2z7dk8mBW726zNytnGHWENTDSLQ  $14,990,000 19.99%  2026-  Suspected CEX hot wallet (Binance / OKX pattern). Preceded by 10K USDT
02-12 test.
TWvr9cZLK9995.. (test) $100 <0.01%  2025-  Test transaction preceding $60M outflow
03-15
TKBs4Fwyz7.. (test) $10,000 0.01%  2026-  Test transaction preceding $14.99M outflow m
02-12

Key finding: The $60M outflow to TWvr9czLK9995... is both the largest single transaction in this wallet’s history and the most significant intelligence gap. It was not
reported in either of the reference analyses submitted with this case. Investigators are advised to prioritise on-chain tracing of this recipient address before any other lead.

IN PLAIN ENGLISH

Out of every dollar this wallet has sent out, 80 cents went to an address nobody can identify. This $60 million transfer is the single most important lead in this case. Finding out
who owns that receiving address would tell us far more about the wallet owner than anything else in this investigation.

SECTION 11 — ADDRESS POISONING / SECURITY THREATS

Is this address subject to active targeting?

Address poisoning confirmed. The target address has received multiple unsolicited micro-transactions designed to appear in its transaction history alongside legitimate
transfers. The technique exploits blockchain explorers and wallet interfaces that show recent counterparties, tricking users into copying a poisoned address for future sends.

POISONING ADDRESS / TOKEN METHOD AMOUNT RISK
TWvrxbCvRvvy3tL5.. Zero-value USDT transfer calls on 2025-03-15 (before $60M outflow) $0
Gas97com token TRC-10/20 spam token airdrop — address contains “97com” mimicking a gas rebate service 0.97 units
hal38com token Airdrop spam token — domain-style name designed to appear as a legitimate service 138.138 units
Multiple micro-TRX senders Dust TRX sends from rotating addresses polluting transaction history 0.000001 TRX each

The zero-value probe calls to TWvrxbCvRvvy3tL5.. onthe same day as the $60M outflow are particularly notable. This may indicate: (a) the operator was testing an
alternative address prior to the large send; or (b) a third party was attempting to substitute their address into the transaction history immediately before a known large
outflow. The timing warrants scrutiny.

IN PLAIN ENGLISH

This wallet has been actively targeted by address-poisoning attacks — attempts to place lookalike addresses in its transaction history so the owner accidentally sends funds to an
attacker. The zero-value probes made on the same day as the $60M outflow are an elevated concern and should be investigated to confirm no misdirection occurred.
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SECTION 12 — AIRDROP & SPAM TOKEN ANALYSIS

What unsolicited tokens has this address received?

TOKEN NAME AMOUNT RECEIVED DATE ASSESSMENT

Gas97com 0.97 2024-12-17 Spam airdrop. Domain-name style token designed to appear as a gas rebate service.
hal38com 138.138 2024-12-17 Spam airdrop. Round-number amount designed to appear legitimate.
LowPricedEnergy Various Various No-value promotional token; no associated protocol or redemption mechanism found.
TRC20AdsCOM Various Various Advertising spam token. Zero economic value.

TRC20Ucom Various Various Spam token. Name mimics USDT to confuse wallet interfaces.

Gas711com Various Various Fee-rebate lure token. No legitimate protocol associated.

Pay.bi Various Various Payment-service spoof token. No known legitimate entity.

hash.ist Various Various Domain-lure spam token.

HX28com Various Various Spam airdrop token.

GasFree4uCOM Various Various Fee-rebate lure. Common dusting vector on TRON.

None of these tokens have economic value. Their purpose is to pollute the wallet’s transaction history and potentially redirect the owner to phishing sites embedded in token
contract metadata. The wallet owner should not interact with any of these tokens or visit any URLs associated with their contracts.

IN PLAIN ENGLISH

This wallet has received ten types of worthless spam tokens. They are sent automatically to high-value addresses to try to lure owners into visiting phishing websites. None should
be interacted with or considered as assets.

SECTION 13 — SMART CONTRACT & PROTOCOL INTERACTION

What contracts has this address engaged with?

Contract Interactions Exclusively USDT contract ( TR7NHqjeKQxGTCi8q8ZY4pL8otSzgjLj6t ) via transfer() method only

DeFi Protocols None. No DEX swaps, no lending, no yield, no bridging.

NFT Contracts None.

Approval Grants None. No third party has been granted spend authority over this wallet’s USDT.

Staking / Voting None. No TRX staking, energy delegation, or governance participation.

Risk from Contracts Zero. The wallet has never exposed itself to smart contract risk. There are no approval vectors for exploitation.

IN PLAIN ENGLISH

This wallet has never interacted with any DeFi application, exchange protocol, or smart contract beyond sending USDT. From a contract-risk perspective, it is as simple as a wallet
can be. There is no technical attack surface through contract approvals or protocol interactions.
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SECTION 14 — SECURITY POSTURE

How secure is this wallet from a technical and operational standpoint?

DIMENSION FINDING

RATING
Private key management Single-key EOA. No hardware wallet or multi-sig indicators on-chain. For a $145M holding, single-key custody represents
significant key-loss and theft risk.
Contract exposure None. Zero DeFi approvals. No attack surface via contracts.
Address poisoning Active targeting confirmed (see S11). Zero-value probes timed with large outflow are especially concerning.
exposure
Spam/dust tokens 10 varieties received. Phishing lure risk if operator clicks token metadata links.
Operational security High discipline: test-before-execute protocol, minimal TRX footprint, no DeFi exposure, fee-subsidy separation. Operator m
demonstrates sophisticated OpSec.
Sanctions / regulatory No direct sanctions exposure. Indirect risk via TNS17k counterparty.

IN PLAIN ENGLISH

The wallet operator shows good operational discipline but is holding $145 million under what appears to be a single private key — the crypto equivalent of keeping $145M in a
single wallet with no backup protection. Address poisoning is actively occurring. The most serious technical risk is key loss or theft, not smart contract exploitation.
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SECTION 15 — AML / RISK ASSESSMENT

What is the anti-money laundering risk profile of this wallet?

CRITERION

1. Sanctions list exposure (OFAC, EU, UN)

2. Scam / fraud report exposure

3.R e / darknet iation

4. Mixer / CoinJoin / tumbler exposure

5. Exchange / custodian source verification

6. Structuring / layering (outflows)

7. Third-party risk score

8. Address poisoning / targeted attacks

LOW - MEDIUM

FINDING

No direct match on OFAC SDN, EU Consolidated List, or UN Sanctions List for the target address or its
direct counterparties as of report date. All four primary feeders returned no-match on available screening
databases.

Target address: no direct reports on Chainabuse, CryptoScamDB, ScamAlert, or web search. Indirect
exposure confirmed: feeder TNS17k.. linked in Telegram OSINT to fraudulent “guarantee” service.
Classification: indirect medium risk.

No direct or indirect links to any known ransomware cluster, darknet marketplace, or illicit service provider
identified in available data. Zero-hop and one-hop analysis negative.

No interaction with any known mixing service, privacy protocol, or CoinJoin implementation across the
entire 538-day transaction history. Funds flow is entirely linear with no obfuscation layer.

All four inflow sources are unattributed. No inflow can be traced to a regulated exchange or verified
custodian. The $75M in outflows includes one destination that may be a CEX hot wallet ( TKBs4Fwyz7... )
and one completely unknown entity ( TWvr9cZL.. ) receiving $60M.

No structuring detected. All transfers are large, round-number amounts — the opposite of structuring
behaviour. No splitting of transactions to avoid reporting thresholds. No circular routing or layering through
intermediate addresses within the observed scope.

No third-party blockchain analytics risk score available (Chainalysis, Elliptic, TRM Labs). Analyst-
constructed risk score based on available data: LOW-MEDIUM. Primary risk driver: 200% unattributed
inflow provenance combined with one counterparty carrying community-level fraud indicators.

Confirmed ongoing address poisoning campaign (see S11). Zero-value probe calls on the same day as the
$60M outflow are an elevated concern. Ten spam token types received. Wallet is actively targeted, though
no confirmed successful diversion of funds is evidenced.

ASSESSMENT

CLEAR

INDIRECT

CLEAR

UNVERIFIED
CLEAR

ACTIVE

The wallet itself exhibits no direct AML red flags: no mixers, no darknet, no sanctions. The risk is driven by (1) 100% unattributed inflow provenance — we cannot
verify any of the $220M received was legitimately sourced; (2) indirect exposure to a counterparty flagged for potential fraud; and (3) a $60M outflow that, while
now traced to probable Binance via OTC intermediary TWvr9, remains unidentified at the beneficial owner level.

AML RISK RADAR — 8 CRITERIA

Sanctions

Addr. Poisoning

Third-Party

Structuring

Exchange Source

WHAT THIS MEANS FOR YOU

RISK SCORES

0.0 = CLEAR 1.0 = HIGH RISK

Fraud/Scam 1. Sanctions (OFAC/EU/UN)
2. Scam / Fraud exposure
3. Ransomware / Darknet
4., Mixer / CoinJoin
Ransomware 5. Exchange source verification
6. Structuring / Layering
7. Third-party risk score

8. Address poisoning
Mixer

Composite AML Risk

0.00 CLEAR

0.50 INDIRECT

0.00 CLEAR

0.00 CLEAR

0.75 UNVERIFIED

0.00 CLEAR

0.50 LOW-MED

0.50 ACTIVE

LOW-MEDIUM

Primary driver: unverified source-of-funds (criterion 5). No direct illicit markers on target address.

From a compliance standpoint, this wallet fails source-of-funds verification entirely — not because funds are provably dirty, but because we cannot verify they are clean. Any
financial institution, exchange, or regulated entity interacting with this wallet should apply enhanced due diligence (EDD) and may be required to file a Suspicious Activity
Report (SAR) or equivalent depending on jurisdiction, given the volume and provenance opacity.
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SECTION 16 — NOTABLE EVENTS & ANOMALIES

What events stand out and require investigative attention?

D DATE EVENT SEVERITY SIGNIFICANCE

Al 2024-12- Coordi d 4-feeder si test. All four primary USDT feeders sent exactly Confirms all four feeders are controlled by a single entity
17 100 USDT to the target within a 2-minute window. Probability of coincidence: or coordinated group. Collapses the “independent
02:10- negligible. counterparties” hypothesis.
02:12 UTC

A2 2025-03- $60M outflow to unk entity — mi 1 by d tools. 100 USDT test send Largest single transaction. Recipient unidentified.

15 followed by $60,000,000 transfer to TWvr9czLK9995... . Not reported in either
reference analysis. Zero-value probes to a second address on the same day.

~09:00
uTtc

A3 2025-10-

Single-day $67.6M accumulation. Three feeders transferred $22.96M + $8.61M +

HIGH

Automated reporting tools failed to capture this.
Highest-priority investigative lead.

Suggests the operator had pre-positioned funds across
multiple addresses and released them in a coordinated

May represent an attempt to inflate apparent holdings, a

Wallet is actively targeted. No confirmed fund diversion,

23 $36.04M on the same calendar day, rebuilding the wallet after the $60M outflow.
same-day operation.
A4 2026-03- 136.9M stUSD received from unknown address. Token identity and value unverified.
25 No corresponding USDT inflow. related-party transfer, or a legitimate synthetic asset
receipt. Requires independent verification.
A5 Various y ic address-poi F Zero-value probes on same day as $60M

outflow. Ten spam token types. Multiple micro-TRX senders.

IN PLAIN ENGLISH

but the timing of A2 probes warrants specific scrutiny.

Five key anomalies stand out: the simultaneous 4-feeder test confirming a single operator; the missed $60M outflow; a single day where $67M arrived from three sources; a large
unverified token receipt; and an ongoing poisoning campaign timed with the largest withdrawal. Anomalies A1 and A2 are the most forensically significant.

SECTION 17 — OWNERSHIP ATTRIBUTION MODEL

Who most likely controls this wallet?

HYPOTHESIS PROBABILITY
H1: Institutional / HNW individual holding USDT — 60%
Single private controller using the wallet as a passive

USDT treasury

H2: OTC desk settlement address — Address used by an 25%
OTC trading desk to hold client USDT between settlements

H3: Fraud / misappropriation holding address — 10%
Address controlled by an operator of the suspected

guarantee service

H4: Small exchange treasury — Hot/warm wallet for a 5%

small unregulated exchange

SUPPORTING EVIDENCE

Arkham “USDT Whale” label; $145M balance; low activity; no DeFi; round-
number wholesale amounts; test-before-execute discipline

Round-number bulk transfers consistent with OTC settlement; multiple
sending addresses consistent with multiple clients; 4-feeder coordination
could reflect client pool

TNS17k fraud warning OSINT; large unexplained accumulation; full

opacity; $60M sent to unknown entity

Volume consistent; however, no customer distribution pattern, no frequent
small sends, no known exchange branding

CONFIDENCE

PRIMARY

SSIBLE

SPECULATIVE

Low

Probabilities sum to 100%. Assessments are analytical opinions based on available on-chain and OSINT data. H1 is the base case; H2 and H3 are material alternatives that cannot be excluded

without further investigation.

WHAT THIS MEANS FOR YOU

The most likely scenario is that this is a single wealthy individual or institution holding USDT as a store of value. However, there is a meaningful 25% probability this is an OTC
desk, and a 10% probability it is linked to fraudulent activity. These alternative hypotheses cannot be dismissed without further evidence — particularly tracing the $60M

outflow and verifying the TNS17k counterparty attribution.
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SECTION 18 — INVESTIGATOR NOTES & RECOMMENDED ACTIONS
What should happen next?

Critical Corrections to Prior Reporting

Two prior analyses (DeepSeek, Grok) submitted with this case contain a material factual error: both report total USDT outflows of approximately $15M, omitting the
$60,000,000 transfer on 2025-03-15. The correct lifetime outflow figure is $75,000,100. This error significantly understates the financial activity of the target wallet and
mischaracterises its risk profile. All further work should be based on the corrected figures in this report.

Investigative Leads (Prioritised)

PRIORITY

o o o -
5] w N 2y

LEAD

Trace destination of $60M outflow:
TWvr9cZLK9995Nxg7Qans8opngwSi21V6ER

Attribute CEX outflow recipient
TKBs4Fwyz7dk8mBW726zNytnGHWEMTDSLQ

Cluster-analyse the four feeders for shared upstream source

Verify TNS17Kk... fraud-service attribution via law enforcement

channels

Verify stUSD token identity and sender TWd4Wrz9...

Investigate activator address TMx8k9... for other wallets in
same cluster

Monitoring Recommendations

METHOD

Live TRONSCAN / Arkham graph analysis of recipient address;
exchange subpoena if funds flowed to CEX

Exchange identification via deposit pattern analysis; if
Binance/OKX, legal process for KYC data

TRONSCAN graph tool; Chainalysis/Elliptic cluster API if
EVEUEL]E

Telegram channel analysis; MLAT request to jurisdiction;
exchange subpoena on TNS17k outflows

TRC-20 contract analysis; token issuer identification; related-
party transaction check

TRONSCAN outbound TRX activation analysis

Add the following addresses to continuous on-chain monitoring with alert thresholds of $1M+ movement:

ADDRESS

TFvuXyB7AhCV73ZcC9uukZDgrqCvsZQMIh
TKJa5yhD6SX42CbZjwuArnclo3MI5ZNeug
TNS17kGeCNke3PRrj7tteuyiwbR4q8Ls1B

TWvr9cZLK9995Nxg7Q0ans8opngwSi21V6R

REASON

Legal Referral Assessment

Primary target — $145M at risk
Primary feeder; rapid drain could signal operator exit
Fraud-warning counterparty

$60M recipient — unknown entity

EXPECTED YIELD

HIGH — may identify wallet
owner

HIGH — direct identity link

MEDIUM — confirms single-
operator hypothesis

MEDIUM — may elevate to
fraud referral

LOW-MED — clarifies asset
IINES

LOW — infrastructure mapping

ALERT TRIGGER
Any outflow >$500K
Rapid outflow pattern

Any large outflow

Any movement

A legal referral is not yet warranted for the target address based on current evidence. The wallet exhibits no direct illicit activity. However, a referral of the TNS17k cluster
should be considered if the fraud-service attribution is corroborated. A SAR filing may be appropriate for any regulated entity that has interacted with this wallet given the

provenance opacity and volume.

IN PLAIN ENGLISH

The two most important actions are: (1) find out who received the $60M; and (2) identify which exchange received the $15M so a legal request can be made for the account
holder’s identity. These two steps alone would likely resolve the majority of the open questions in this investigation. In the meantime, all four key addresses should be put under

active monitoring.
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SECTION 19 — OVERALL CONCLUSION & CONFIDENCE ASSESSMENT
What do we conclude and how confident are we?
Overall finding: Address TFvuXyB7AhCV7jZcC9uukzZDqrqCvsZQMlh is a high-value, passively-operated USDT holding address on the TRON network with a lifetime

throughput of $220.1M received and $75.0M disbursed, leaving a current balance of $145.1M USDT. The wallet demonstrates sophisticated operational discipline, is almost
certainly controlled by a single entity operating all four feeder addresses, and its complete source-of-funds opacity precludes a clean provenance certificate.

The primary unresolved risk is the $60M outflow to an unidentified recipient on 2025-03-15 — a transaction absent from all prior automated reporting. Combined with one
counterparty carrying community fraud warnings, the overall AML risk is assessed at LOW-MEDIUM.

WALLET TYPE WALLET AGE USDT RECEIVED USDT SENT
UsSDT , $220M $75M

538 days active
Whale / Treasury 37 transfers incl. $60M unknown
AML RISK OPEN QUESTIONS ADDRESS POISONING

LOW-MED no direct llicit links 5 incl. 2 critical & ACTIVE

10 token types confirmed

Key Conclusions

p» Single-operator control: The coordinated 4-feeder simultaneous test on 2024-12-17 establishes that all four inflow sources are controlled by one entity or tightly coordinated
group — not independent counterparties.

» $60M outflow unreported by automated tools: The largest single transaction in this wallet’s history was absent from both reference analyses. Total outflows are $75M, not $15M
as previously stated.

» 100% provenance opacity: Every dollar received is from unattributed sources. No clean source-of-funds certification is possible without further investigation.
» Nodirect illicit indicators: No mixers, no darknet, no sanctions hits on the target address itself. Risk is indirect and provenance-based, not pattern-based.

» Asian operating pattern: Activity concentrated in UTC 08:00-16:00 and heavily on Tuesdays — consistent with Chinese or Southeast Asian timezone and work-week pattern.
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Confidence Matrix

ATTRIBUTE

1. Wallet
Classification

2. Fund Provenance

3. Outflow Safety

4. AML Clearance

5. Ownership Identity
6. Security Posture

7. Data Integrity

Data Integrity

Security
Posture

BASIS FOR ASSESSMENT

Arkham label + behavioural pattern (HODL, wholesale amounts, no DeFi) strongly supports “USDT Whale / treasury”
classification

All four inflow sources unattributed. No chain-of-custody documentation possible. Lowest-confidence dimension.

$60M outflow to unidentified entity is the primary risk. Suspected CEX outflow for $15M improves partial
assessment.

No direct illicit markers. Indirect counterparty risk from TNS17k. Source-of-funds unverifiable. Cannot issue clean
clearance.

Owner completely unknown. Asian timezone inference is behavioural only. No KYC, no entity label, no legal identity.
Zero DeFi/contract exposure. Active address poisoning. Single-key custody risk for $145M. Good OpSec discipline.

CSV + Arkham HTML source data internally consistent. Prior reports contained a material omission ($60M outflow).
This report corrects that record.

CONFIDENCE RADAR — 7 DIMENSIONS
CONFIDENCE LEVELS

Wallet Classification . HIGH (1.00)
B vED-HIGH (0.75)
Fund Provenance MEDIUM (0.50)

LOW (0.25)

Dimension Scores

Wallet Classification
Qo Satisiy Fund Provenance

Outflow Safety

AML Clearance

Ownership Identity

Security Posture

Ownership Identity AML Clearance Data Integrity

Overall Confidence

WHAT THIS MEANS FOR YOU

LEVEL SCORE
Low 0.25
Low 0.25

Low 0.25

/5]

25
50
25
50

o © 0 o o o o

/5]

0.46 / 1.00

The overall confidence score of 0.46 out of 1.00 reflects that while we are reasonably confident this is a USDT Whale and our data is accurate, we have very low confidence in
fund provenance, outflow safety, and ownership identity — the three dimensions that matter most for compliance and legal purposes. This is not a wallet that can be cleared
without further investigation.
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SECTION 20 — EXECUTIVE SUMMARY

What does a decision-maker need to know?

Target: TFvuXyB7AhCV7jZcC9uukZDgrqCvsZQMIh — TRON TRC-20 USDT wallet, activated November 2024, current balance $145.1M USDT.

What this wallet is: A passively operated, high-value USDT holding address (“whale vault”). It receives large, round-number USDT amounts from four anonymous feeder
addresses and periodically dispatches bulk amounts to two external destinations. No DeFi, no mixing, no complex contract use. Arkham Intelligence labels it a “USDT
Whale.”

Critical correction to prior reporting: Both reference analyses submitted with this case reported total outflows of approximately $15 million. The correct figure is $75
million. A $60,000,000 transfer on 2025-03-15 to OTC intermediary TWvr9cZLK9995.. was absent from all automated reporting. This $60M was forwarded by TWvr9 in
fullto TDXbhgxcFM7fnaTzz45HSzIMfCryE7kHme within 48 hours — a probable Binance deposit cluster that has received $512M+ from TWvr9 alone. The ultimate
beneficial destination for 80% of all outflows from this wallet is Binance (high confidence). A legal request to Binance is the primary identity deanonymisation route.

Key findings at a glance:

FINDING DETAIL SIGNIFICANCE
4-feeder coordination All four inflow sources sent 100 USDT simultaneously on 2024-12-17 — single operator confirmed
$60M outflow now traced TWvr9 is an OTC pass-through; $60M forwarded to probable Binance (TDXbhgxcFM7...) in 48h
100% source opacity No inflow can be traced to a verified, regulated source
Fraud-warning counterparty TNS17k feeder linked in OSINT to Chinese guarantee service fraud risk
Address poisoning active 10 spam token types; zero-value probes same day as $60M outflow
No sanctions / no mixers No direct illicit indicators on the target address itself

Risk rating: LOW-MEDIUM. Not because the wallet has been cleared, but because direct illicit indicators are absent. Source-of-funds is completely unverifiable.

R led i diate actions: (1) Legal process to Binance for KYC records on account receiving TDXbhgxcFM7fnaTzz45HSzIMfCryE7kHme deposits — this is the
fastest route to identity for both the $60M outflow and potentially the OTC intermediary TWvr9; (2) Identify the exchange behind TKBs4Fwyz7.. (second outflow, $15M) and
pursue legal process; (3) Place all four primary addresses on continuous monitoring.

WHAT THIS MEANS FOR YOU

Someone is holding $145 million in USDT in a carefully managed, anonymous wallet on TRON. The money came from four anonymous sources that appear to be controlled by
the same person. $60 million has already been moved out to an unknown destination. One of the main suppliers may be connected to a fraudulent guarantee service. The
wallet cannot be cleared for compliance purposes without knowing who owns it and where the money came from. The fastest route to an answer is tracing the $60M outflow
and requesting exchange KYC data for the $15M recipient.

Ss1 Transfers_20260426.csv

S2 Transactions_20260426.csv

S3 Arkham Intelligence HTML snapshot
sS4 Telegram OSINT

S5 OFAC SDN / EU / UN Sanctions lists
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APPENDIX A — MASTER SOURCE LIST

All sources referenced in this report. Data collected 2026-04-26.

On-Chain Transfer Data (Primary)
Transfers_20260426.csv
47 TRC-20 transfer records including USDT, stUSD, and spam tokens. Basis for all flow calculations and timeline analysis. Provided by client.

On-Chain Transaction Data (Primary)
Transactions_20260426.csv
19 TRX and contract-level transaction records. Used for activation analysis, fee-subsidy identification, and method-call inventory.

Arkham Intelligence — Wallet Snapshot
platform.arkhamintelligence.com / TFvuXyB7AhCV7jZcC9uukZDqrqCvsZQMJh
Balance snapshot ($145,097,526.42 USDT); entity label “USDT Whale”; portfolio overview including stUSD and TRX holdings. HTML file provided 2026-04-26.

TRONSCAN Block Explorer
tronscan.org/#/address/TFvuXyB7AhCV7jZcC9uukZDqrqCvsZQMJh
Cross-reference for transaction counts, TRX balance, and contract interaction history.

OFAC Specially Designated Nationals List
sanctionssearch.ofac.treas.gov
Screened: target address + 4 primary feeders + 2 outflow recipients. All negative. Verified 2026-04-26.

EU Consolidated Sanctions List
eeas.europa.eu/topics/sanctions-policy
Negative match. Verified 2026-04-26.

UN Security Council Sanctions List
scsanctions.un.org
Negative match. Verified 2026-04-26.

Chainabuse / CryptoScamDB
chainabuse.com - cryptoscamdb.org
No reports found for target address. TNS17k returns no formal scam report but community Telegram warnings noted separately (S9).

Telegram OSINT — Chinese-language community alerts

Telegram channels: toutiaoph / 35 EHt / related

Multiple posts warning of @dali “guarantee service” urgently transferring 700K USDT to TNS17k with “H&” (absconding/runaway) risk warnings. Credibility:
Medium — social media, unverified by law enforcement. Date range: 2024.

OKLink TRON Explorer
oklink.com/tron/address/TKJa5yhD6SX42CbZjwuArnclo3MJ5ZNeug
Confirms ~$19.5M USDT residual balance in primary feeder address TKJa5y. Used for one-hop upstream analysis.

Reference Analyses (For Comparison Only)

DeepSeek forensic summary - Grok forensic summary (provided by client)

Used as reference baselines. Both contain material omission: $60M outflow of 2025-03-15 absent from both reports. This Kallisti report supersedes both analyses
on all factual matters.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal

KBF-2026-002 (7 18
findings. age
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APPENDIX B — GLOSSARY OF TERMS

Technical and forensic terminology used in this report.

Address Poisoning

AML
Base58Check

CEX

Cluster Analysis

DeFi

Dusting

EDD

EOA

Fee Subsidy

Guarantee Service

HNW

KYC

MLAT

OFAC

OSINT

SAR

stUSD
TRC-20

USDT Whale

A technique where an attacker sends zero-value or dust transactions to a target wallet, placing a lookalike address in its transaction history. The
goal is to trick the wallet owner into copying the attacker’s address for future sends.

Anti-Money Laundering. Legal and regulatory framework requiring financial institutions to monitor and report suspicious financial activity.
The address encoding format used by TRON. Produces human-readable addresses starting with the letter “T”.

Centralised Exchange. A regulated or unregulated cryptocurrency exchange that holds custody of user funds and typically maintains KYC records
(e.g., Binance, OKX, Coinbase).

The process of identifying multiple blockchain addresses that are controlled by the same entity, based on on-chain behavioural patterns, co-
spending, and coordination signals.

Decentralised Finance. Smart-contract-based financial protocols enabling lending, borrowing, trading, and yield generation without centralised
intermediaries.

The act of sending tiny amounts of cryptocurrency (“dust”) to a target address to track its on-chain activity or pollute its transaction history.

Enhanced Due Diligence. A heightened level of customer verification and ongoing monitoring applied to high-risk relationships under AML
regulation.

Externally Owned Account. A blockchain address controlled by a private key, as opposed to a smart contract address. The target address is an EOA.

The practice of sending micro-TRX amounts to a TRON address to cover its network transaction fees, rather than the address self-funding its own
TRX reserve.

A Chinese-language term (E{RAR%53) referring to informal escrow or guarantee intermediaries used in cryptocurrency OTC markets. Unregulated;
associated with fraud risk when operators abscond with client deposits (“H2§&”).

High Net Worth Individual. A person holding significant financial assets.

Know Your Customer. Regulatory requirement for financial institutions to verify the identity of clients. Exchange KYC records are the primary route
to identifying cryptocurrency wallet owners.

Mutual Legal Assistance Treaty. A formal agreement between countries for sharing evidence and legal cooperation in criminal investigations.

Office of Foreign Assets Control. US Treasury agency that administers economic sanctions and maintains the Specially Designated Nationals (SDN)
list.

Open Source Intelligence. Information gathered from publicly available sources including social media, forums, blockchain explorers, and news
media.

Suspicious Activity Report. A mandatory filing by regulated financial institutions when a transaction or account activity is suspected to involve
money laundering or other financial crime.

An unverified TRC-20 token received by the target wallet on 2026-03-25. Token identity and redemption mechanism unknown as of report date.

The TRON smart contract token standard, analogous to ERC-20 on Ethereum. USDT on TRON is issued as a TRC-20 token.

Colloquial term for a wallet holding exceptionally large quantities of USDT (Tether stablecoin). Arkham Intelligence uses this label for the target
address.
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