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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 1 — TARGET IDENTIFICATION & WALLET METADATA

KBF-2026-003 · USDD MultiSig Signer (USDDmultisig2)

Address TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb

Short Name TPcnR  ·  Arkham label: USDD MultiSig Signer (TPcnR)  ·  Governance alias: USDDmultisig2

Blockchain TRON Mainnet (TRX native + TRC-20/TRC-10 tokens)

Address Format Base58Check, prefix T  — standard TRON account-based model (not UTXO)

Account Type Externally Owned Account (EOA) functioning as governance signer for multi-sig smart contracts

Entity Attribution TRON DAO Reserve — Signer #2 of 7 in the 5-of-7 USDD stablecoin governance framework

First Activity 2026-04-29 · Block 40,233,532 · Activated via 200 TRX from TJDENsfBJs4RFETt1X1W8wMDc8M5XnJhCe

Last Activity 2026-04-14 · Block 81,839,795 · 0.001 TRX dust from TG31zSyKLoEttFgoRpebUFCxAp4ykXR4KQ

Wallet Age 1,447 days (2022-04-29 to 2026-04-15)

Current TRX Balance ~1,964,182,490 TRX (~2.07% of total TRX circulating supply)  ·  USD equivalent ~$644,068,860 at analysis

Network Rank #6 richest address on TRON (TRONSCAN Rich List, 2026-04-15)

Staked / Frozen 1,000 TRX frozen via FreezeBalanceV2Contract (2025-03-02) for Energy/Bandwidth allocation

USDD Role Multi-signature co-signer — approves collateral management, USDD mint/burn proposals, reserve rebalancing. 5-of-7 threshold required for

execution.

Primary Contracts TTsASxQhMk4t3S5vZMVVJ7nR2GQjDXNRnq (USDD Circulate)
TNMcQVGPzqH9ZfMCSY4PNrukevtDgp24dK (MultiSigTRXBurn)
TJ4FkGhTsX2JVZ9sKjYaaCSP3xF5EKmhZx (Reserve Admin)
TRFGnuUqED3NDpMYgqZY1X3gAeVHNw1SDq (Protocol Admin)

Sanctions Status No hits — OFAC SDN, EU Consolidated, UN Security Council lists checked 2026-04-15

Scam / Fraud Reports None — Chainabuse, CryptoScamDB, ScamAlert: clean record

IN  PLAIN  ENGLISH

This wallet is one of seven keys in a high-security vault that controls the USDD stablecoin — a digital dollar built on the TRON blockchain. Think of it as a safety deposit box
that requires five of the seven designated keyholders to agree before anything can happen. This wallet holds roughly $644 million in TRX, making its operator one of the most
systemically important actors in the TRON ecosystem. It does not trade, spend, or invest. It votes.

SOURCES

S1.1 Arkham Intelligence — intel.arkham.io — Label: "USDD MultiSig Signer (TPcnR)". Linked to USDD issuance contracts. Credibility: High.

S1.2 TRONSCAN Explorer — tronscan.org/#/address/TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb — Rich List #6, full TX history. Credibility: High (primary ledger).

S1.3 LlamaRisk Research (2023) — USDD Asset Risk Assessment — Confirms address as USDD PSM/SafeVault owner. Credibility: High.

S1.4 Curve Finance Governance (2022-05) — Proposal to add USDD-3CRV gauge — Lists address as "USDDmultisig2". Credibility: High (on-chain governance record).

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 2 — FINANCIAL OVERVIEW

Fund flow summary · Key financial metrics · Balance snapshot

Fund Flow  Summary

~1.96B TRX
TOTAL INFLOW (EST.)

→ TPcnR
USDD  MULTISIG2

→ Protocol Contracts
GOVERNANCE  SIGS ONLY (0  TRX VALUE)

Total TRX Inflow (est.) ~1,964,182,490 TRX — balance closely approximates cumulative net inflow given negligible confirmed outflows

Identified Major Inflows 990M + 600M TRX (TNMcQVGP contract, pre-export period)  ·  ~374M TRX (2025-03-02 consolidation sweep)  ·  21M TRX (2025-03-06)

Total TRXOutflow ~0 TRX economic value — all outgoing contract calls carry 0 TRX value; only 1,000 TRX frozen for resources

Token Outflows 47M XCOM to TTVRgr8ax4VwxKoW1RU2gPFL5yo1THz3Ar (2026-03-22, 111 seconds after receipt)

Net Portfolio Value $644,068,860.15 USD (TRX dominant — all other tokens negligible or zero economic value)

IN  PLAIN  ENGLISH

Almost all the money in this wallet was placed there by the USDD protocol's own contracts — two enormous transfers (990M and 600M TRX) before the export period, plus
another 374M TRX swept in on one day in March 2025. The wallet has never sent any TRX anywhere. The only thing that has ever moved out are digital signatures (which
cost nothing) and a brief relay of XCOM tokens in March 2026.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 3 — ASSET PORTFOLIO & COIN PROVENANCE

Token inventory · Classification · Provenance assessment

TOKEN STANDARD AMOUNT USD  VALUE CLASSIFICATION PROVENANCE  /  NOTES

TRX Native 1,964,182,490 ~$644,068,800 INSTITUTIONAL  RESERVE Protocol-level inflows + 2025 consolidation sweep. Clean

provenance.

XCOM TRC-20 ~51,000,000* Unknown UNRESOLVED TTr4STG8 + T9yD14N sources. Pass-through pattern observed

(see S8).

SUNDOG TRC-20 13.409 <$0.10 UNSOLICITED  AIRDROP TZ8iWgdQ — memecoin. Never interacted with by target.

USDS TRC-20 0.005 ~$0.00 DUST / TEST THX3pwS — micro-amount. Address activity tracker.

US DT TRC-20 0.02 ~$0.00 TETHER  IMITATION Extra space mimics USDT. Address poisoning attempt (HIGH

severity).

x9.x9.bet TRC-20 88,888 $0.00 SPAM  / GAMBLING PHISH URL-named token. Lucky-number amount. Never interacted.

trc20Ads COM TRC-20 6,666 $0.00 SPAM  / PHISHING Lucky-number amount. Promotional phish URL.

HAXI9.com TRC-10 800,000.888 $0.00 SPAM  / PHISHING First token ever received (seconds after activation). Automated

rich-list monitor.

Pay.bi TRC-10 8,888.88 $0.00 SPAM  / TIMED  ATTACK Deployed in same block sequence as 2025-03-02 consolidation.

HIGH timing risk.

HX28com TRC-10 8,888.88 $0.00 SPAM  / TIMED  ATTACK Same-day as consolidation. URL in name.

tron.ink TRC-10 1,000,000 $0.00 PROTOCOL  TRACKER Deployed during June 2025 governance burst session.

GasFree4uCOM TRC-10 55.338 $0.00 SPAM  / SOCIAL  ENGINEERING Fake "gas-free" offer. Never interacted.

TrcAds Com TRC-20 88.123 $0.00 SPAM Patterned amount. Advertising spam.

TTC TRC-10 345 $0.00 ACTIVATION SPAM Sent within hours of address creation.

* XCOM position estimate: 47M received 2026-03-22 and forwarded same day; 1M received back; 50M received 2026-03-25. Net held position may  have changed — no outflow for the 50M is visible in

provided data. Full XCOM position requires fresh TRONSCAN query.

Portfolio Concentration

TRX  represents approximately 99.9999%  of economic value. Every other asset in the wallet is either unsolicited spam (zero economic value), negligible airdrops, or the

unresolved XCOM position. The portfolio is therefore maximally concentrated — a single-asset institutional position in the TRON native coin.

IN  PLAIN  ENGLISH

This wallet holds essentially one thing: an enormous pile of TRON's native coin. Everything else — the 13+ other tokens — was sent by strangers as spam, phishing attempts,
or automated attack vectors. The operator has never touched any of them, which is exactly the right response. The XCOM tokens are the one outstanding question.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 4 — ACTIVITY LIFECYCLE ANALYSIS

Temporal phasing · Activity clusters · Behavioral periods

WALLET ACTIVITY  TIMELINE  ·  2022 – 2026

PHASE 1: USDD LAUNCH DORMANT PHASE 3: REACTIVATION LOW ACTIVITY PHASE 5: XCOM ERA

Apr 2022

Activation

May 2022

4× proposeCirculate

Aug–Oct 2022

Governance clusters

2023:  3 TXs

2025-03-02

~374M TRX · 5-hr sweep

2025-06-02

14 TXs in 111 min

2026-03-22

47M XCOM in/out 111s

Apr 2026

2022 2023–24 2025 2026

TRX consolidation / governance activity Novel XCOM circuit (unresolved) Activation / incidental activity

Five distinct operational phases are identified. Phase 1 (Apr–Oct 2022) was the most intensive, covering the USDD launch with 28+ transactions including all

proposeCirculate  calls. Phase 2 (Nov 2022–Feb 2025) was largely dormant — only 3 sporadic  confirmations in 27 months. Phase 3 (Mar–Jun 2025) saw sudden

reactivation: a coordinated TRX  consolidation followed immediately by a dense governance burst. Phase 4 (Jul 2025–Feb 2026) returned to low activity. Phase 5 (Mar

2026–present) introduced the novel XCOM pass-through pattern — new behaviour not matching any prior operational mode.

IN  PLAIN  ENGLISH

This wallet was busiest during the early days of USDD (mid-2022), then went nearly silent for two and a half years. In March 2025 it suddenly woke up — hundreds of
millions of TRX moved in, followed by a round of governance votes. Then it went quiet again. In March 2026 something new started: a token called XCOM is being routed
through the wallet at lightning speed. The wallet is not behaving like a person making decisions; it is behaving like a system with scheduled maintenance windows and new
automated functions.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 5 — TRANSACTION MICROSTRUCTURE & FULL TX LEDGER (1/2)

Behavioural analysis · Method breakdown · Key transaction ledger

Transaction Type Distribution

TX TYPE METHOD  /  CONTRACT COUNT  (EST.) %  OF  TOTAL DIRECTION NOTES

TriggerSmartContract confirmTransaction (c01a8c84) ~45 ~56% OUTGOING Governance vote signature — no TRX value

TriggerSmartContract proposeCirculate (576e978b) 5 ~6% OUTGOING USDD supply adjustment proposal

TriggerSmartContract proposeRedeem (e533f724) 2 ~2.5% OUTGOING Collateral redemption proposal

TransferContract TRX large inflows ~14 ~17% INCOMING 2025-03-02 consolidation sweep

TransferContract TRX dust transfers ~10 ~12% INCOMING Poisoning/tracking sends (negligible value)

TransferAssetContract TRC-10/20 tokens ~7 ~8% BOTH XCOM circuit + spam airdrops

FreezeBalanceV2 1,000 TRX frozen 1 ~1% SELF Energy resource procurement

DelegateResourceContract Bandwidth delegation 1 ~1% INCOMING Third-party delegated bandwidth (2025-04-27)

Selected Key Transactions  — 2022 Governance Launch

DATE  (UTC) TYPE HASH  (TRUNCATED) FROM  → TO AMOUNT CLASSIFICATION

2022-04-29 17:19 Transfer aa0f3e5e…073f TJDENsf → TPcnR 200 TRX ACTIVATION

2022-05-01 07:05–13:11 confirmTX ×4 Multiple TPcnR → TTsASxQ… 0 TRX ×4 GOVERNANCE

2022-05-06 18:17 proposeCirculate f4e412ab…98 TPcnR → TTsASxQ… 0 TRX USDD  MINT #1

2022-05-21 14:23 proposeCirculate 1801051b…c9 TPcnR → TTsASxQ… 0 TRX USDD  ADJUST

2022-05-22 18:01 proposeCirculate 5f65ca31…74 TPcnR → TTsASxQ… 0 TRX USDD  ADJUST

2022-05-24 07:20 proposeCirculate cadfe6b1…a4 TPcnR → TTsASxQ… 0 TRX 3-DAY  SUPPLY  BURST

2022-08-03 to 08-18 confirmTX ×5 Multiple TPcnR → TTsASxQ / TJ4FkGh 0 TRX ×5 GOVERNANCE

2022-09-05 15:44 confirmTX ×4 Multiple TPcnR → TJ4FkGh… 0 TRX ×4 GOVERNANCE BURST

2022-10-16 15:40 proposeCirculate 4796cc0f…58 TPcnR → TTsASxQ… 0 TRX USDD  ADJUST #5

2022-10-17 05:46 Transfer 5b2eb3a4…8b TNCmcTd → TPcnR 2,000 TRX POSSIBLE POLONIEX

2022-10-27 16:45 confirmTX ×6 Multiple TPcnR → TJ4FkGh… 0 TRX ×6 6 IN 37 SECONDS

2023-02-20, 04-17, 07-10 confirmTX ×3 Multiple TPcnR → TNMcQVG / TJ4FkGh 0 TRX ×3 SPORADIC  GOVERNANCE

IN  PLAIN  ENGLISH

More than half of all transactions are governance votes worth exactly zero TRX — just a digital signature confirming agreement. In the first six months, the wallet was
actively shaping the USDD protocol's token supply through five 'proposeCirculate' calls. After October 2022 those supply proposals stopped, replaced by occasional
confirmation votes only.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 5 — TX LEDGER — 2025–2026 (2/2)

Consolidation sweep · Governance burst · XCOM circuit · Recent activity

DATE  (UTC) TYPE HASH  (TRUNCATED) FROM  → TO AMOUNT CLASSIFICATION

2025-03-02 10:52 FreezeBalanceV2 1e6640b4…c73 TPcnR → self 1,000 TRX RESOURCE MANAGEMENT

2025-03-02 10:59 Transfer 13f7ceb0…95 TMZKL6D →
TPcnR

47,932,900
TRX

CONSOLIDATION

2025-03-02 11:17 Transfer 6b9437bc…65 TV9p7kGr →
TPcnR

59,397,200
TRX

CONSOLIDATION (LARGEST)

2025-03-02 14:56 Transfer aa14a24f…a0 THjmZMK →
TPcnR

32,408,000
TRX

CONSOLIDATION

2025-03-02 15:09 Transfer 7b7ae2cd…53 TRUhDn6 →
TPcnR

36,118,000
TRX

CONSOLIDATION

2025-03-02 15:37 Transfer 35b13dfd…0f TAy9Reg →
TPcnR

55,164,000
TRX

CONSOLIDATION (2ND  LARGEST)

2025-03-06 14:07 Transfer 098342f3…80 TCGVFGDd →
TPcnR

21,000,000
TRX

LATE SWEEP  (+4 DAYS)

2025-04-27 05:49 DelegateResource ecf0b89a…48 TRzW2kQ →
TPcnR

0 TRX BANDWIDTH DELEGATED

2025-06-02

07:30–09:21

confirmTX ×9 +

proposeRedeem ×2

Multiple (14 TXs) TPcnR →
TNMcQVG…

0 TRX ×11 GOVERNANCE BURST (111 MIN)

2025-11-16 07:53 confirmTX cfa67993…f6 TPcnR →
TTsASxQ…

0 TRX GOVERNANCE

2026-03-22

22:06:48

XCOM Transfer 61e896fe…0f TTr4STG8 →
TPcnR

47,000,000
XCOM

XCOM  IN — CIRCUIT

2026-03-22

22:08:39

XCOM Transfer 1c8de609…d6 TPcnR →
TTVRgr8…

47,000,000
XCOM

XCOM  OUT — 111 SECS

2026-03-22

22:11:15

XCOM Return ec29d579…25 TTVRgr8 →
TPcnR

1,000,000
XCOM

RETURN / RESIDUAL

2026-03-25 21:15 XCOM Transfer c3bc2ef2…62 T9yD14N →
TPcnR

50,000,000
XCOM

XCOM  IN — UNRESOLVED

2026-04-14 17:17 TRX Transfer f89afc0d…e3 TG31zSy  →
TPcnR

0.001 TRX DUST / LAST TX

2025-06-02 Governance Burst — Microstructure

On 2025-06-02, 14 smart contract calls were executed in a 111-minute window (07:30–09:21 UTC): 9× confirmTransaction  interleaved with 2×

proposeRedeem . Calls were spaced ~3–4 minutes apart with high regularity. This pattern is consistent with an automated governance execution script, not manual

operation. The tron.ink  airdrop appearing mid-session (07:42) confirms that threat actors monitor this address in real time.

⚠ DATA GAP: The CSV export captures ~80 transactions. TRONSCAN  total count is likely higher. The pre-export period  (before block 40,233,532) is entirely absent from raw

data — all large TRX inflows from the TNMcQVGP contract (990M  + 600M  TRX) fall outside the export window. Treat transaction  counts as minimum estimates.

IN  PLAIN  ENGLISH

The 2025 burst of governance activity — 14 actions in under two hours — has all the hallmarks of an automated script. The XCOM pass-through in March 2026 is the first
genuinely new behaviour in the wallet's history: 47 million tokens in, all 47 million back out within two minutes, then 1 million returned as a kind of receipt. Then 50 million
more arrived three days later and appear to have stayed. This is uncharted territory for this wallet.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 6 — ACCOUNT STRUCTURE ENGINEERING

TRON account model · Resource management · Structural design

TRON uses an account-based model (not UTXO). Each account has a persistent address, balance, and resource allocations. Unlike Bitcoin, there are no change

addresses and no multi-input aggregation. This section analyses how TPcnR has been deliberately engineered for its institutional governance role.

Account Model Account-based (persistent state). No UTXO structure. No change addresses. Direct balance tracking.

Energy Procurement 1,000 TRX frozen via FreezeBalanceV2Contract  (2025-03-02, block 70,086,720). Provides dedicated Energy for smart contract

execution — eliminates per-call TRX burn.

Bandwidth Standard free daily bandwidth (600 units/day) covers governance calls. Third-party delegation received 2025-04-27 from

TRzW2kQonPMHjttPGVjxZizqatKAPosXYR — additional capacity injected by affiliated infrastructure operator.

Fee Strategy Zero TRX burned on any transaction. All contract calls execute via frozen Energy/Bandwidth — textbook institutional cost-optimisation for a

high-frequency governance signer.

Permission Structure Single-owner key EOA. Multi-sig logic implemented at smart contract level (not TRON native account permission level). The 5-of-7 threshold

is enforced programmatically by TTsASxQ… and TNMcQVGP… contracts.

TRON Power (Voting) Up to 1,964,182,490 TRON Power available (1:1 with TRX). Enormous capacity to influence Super Representative elections. No voting

activity confirmed in available data — data gap prevents full assessment.

Contract Permissions Holds owner/minter roles on USDD PSM and SafeVault contracts per LlamaRisk research. These are elevated permissions — ability to trigger

protocol-level actions. See S13 for details.

Token Approvals No approve  or allowance  calls observed. The wallet has not authorised any DEX, DeFi protocol, or third party to move its tokens.

Consistent with a pure governance function.

Activation Sequence 2022-04-29: 200 TRX from TJDENsf… then 1,000 TRX from TXuGJMw…; 2022-05-01: 200 TRX again from TJDENsf…. Classic two-step

institutional deployment with funded activation and operational test.

Structural Design Assessment

The account structure reflects deliberate institutional engineering. Freezing TRX  for Energy (rather than paying per-call) is only cost-effective for high-frequency users

— confirming this is not a passive storage wallet. The acceptance of third-party bandwidth delegation (April 2025) suggests coordination with other USDD

infrastructure operators who can augment its operational capacity. The complete absence of token approvals confirms the wallet has never been set up to interact

with DeFi — it is purpose-limited.

⚠ DATA GAP: TRON  Power voting records are not captured  in  the export. Whether this wallet's 1.96B TRON  Power has been  used  to vote for Super Representatives — potentially

steering the selection  of  block producers controlling the TRON  network — cannot be confirmed  from available data. This is a significant investigative gap  given  the systemic

implications.

IN  PLAIN  ENGLISH

The TRON blockchain is different from Bitcoin: there are no 'change addresses.' Everything flows through one persistent account. This wallet was professionally configured — it
has prepaid network fees, uses automation, accepts support from allied infrastructure, and has never been set up to interact with trading or DeFi platforms. It also controls
a theoretical voting block over the TRON network's validators that we cannot see being used from the available data.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 7 — TRANSACTION FLOW ARCHITECTURE

Capital inflow topology · Governance outflow map · XCOM circuit

FUND FLOW ARCHITECTURE  —  KBF-2026-003

TNMcQVGP… (Protocol)
990M + 600M TRX (pre-export)

TV9p7kGr… 59.4M TRX

TAy9RegW… 55.2M TRX

TMZKL6D… 47.9M TRX

TRUhDn6… 36.1M TRX

+ 8 more feeders ~173M TRX

TPcnRbpu…pdGb

USDD MultiSig Signer #2

1,964,182,490 TRX
~$644M · 5-of-7 Governance

TTsASxQh… (USDD)
proposeCirculate / confirmTX

TNMcQVGP… (Burn)
confirmTX / proposeRedeem

TJ4FkGhT… (Reserve)
confirmTX → Reserve Admin

TRFGnuUq… (Admin)
confirmTX → Protocol Admin

sig only
(0 TRX)

XCOM  TOKEN CIRCUIT (2026-03-22) — AUTOMATED  RELAY

TTr4STG8… (src)
47M XCOM source

TARGET (XCOM relay)

47M in → 47M out (111 seconds)

TTVRgr8ax4… (hop)
receives 47M → returns 1M

⚠ 2026-03-25: T9yD14N → TPcnR: 50M XCOM — source unresolved, no outflow visible in data

TRX capital inflows Governance signatures (0 TRX value) XCOM circuit (unresolved)

WHAT  THIS  MEANS  FOR YOU

If you are assessing this wallet for counterparty risk: the fund flows are clean and institutional. Capital came in from known USDD protocol infrastructure; everything going out

is a governance signature costing nothing. The only unusual flow is the XCOM circuit in March 2026 — automated relay behaviour that requires further investigation before it

can be fully cleared. There is no evidence of funds flowing to exchanges, mixers, or unknown retail addresses.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 8 — UPSTREAM / DOWNSTREAM MULTI-HOP ANALYSIS

Feeder cluster · XCOM circuit · Hop depth

Upstream: 2025-03-02 TRX Feeder Cluster

FEEDER ADDRESS TRX SENT ARKHAM  LABEL STATUS

TV9p7kGr2JNiBYfuyyem6CuHrbfJXEQpFj 59,397,200 Unlabeled UNRESOLVED

TAy9RegWDjP8Z6AsEo1SHjVdGGVdPB3hyV 55,164,000 Unlabeled UNRESOLVED

TMZKL6DQ9M3N53ucciqeVYuNxtWdvtGhpu 47,932,900 Unlabeled UNRESOLVED

TRUhDn6wpLvYQZN7okfayo2yH54ToLrSoa 36,118,000 Unlabeled UNRESOLVED

THjmZMKrtzZe9WV5tyJVP3iDP4FhqeyRtC 32,408,000 Unlabeled UNRESOLVED

TDc1X3NmoXtftUNuJMEhXNDRGANg25d6hj 26,588,000 Unlabeled UNRESOLVED

TS7z5nkd63Gm82EBBxajyNhumGkz7VniAG 24,230,000 Unlabeled UNRESOLVED

TMu2u7sifZRBKbGo5SrSzC2SWqzfwZWfF7 17,750,000 Unlabeled UNRESOLVED

THy2H42jBgpi57pphpZcVQ8fve5muDZrgF 17,294,000 Unlabeled UNRESOLVED

TGvexQpiXRJVNfWCw6Yg4DFGvSuwhY3gaK 20,317,000 Unlabeled UNRESOLVED

TPWsoXZHmEyyqhkcxGvvwAWhACDPpFModr 15,981,000 Unlabeled UNRESOLVED

TCGVFGDd62LSrfZEaz3M3fYifWWdSDHRL8 21,000,000 Unlabeled UNRESOLVED

⚠ DATA GAP: Hop  2+ upstream tracing requires additional Arkham clustering or TRONSCAN  API queries not available in  provided  data. All 12 feeder addresses are unlabeled.

Temporal coordination  (5-hour window) strongly suggests shared  institutional cluster. No mixer or darknet exposure detected  at Hop  1.

Downstream: XCOM Token Circuit

TIMESTAMP (UTC) FROM TO XCOM INTERVAL ASSESSMENT

2026-03-22 22:06:48 TTr4STG8…vUR TPcnR 47,000,000 — XCOM  delivered  to target

2026-03-22 22:08:39 TPcnR TTVRgr8ax4…Ar 47,000,000 111 seconds Full amount forwarded  — automated  relay

2026-03-22 22:11:15 TTVRgr8ax4…Ar TPcnR 1,000,000 156 seconds ~2.1% residual returned  (fee/receipt?)

2026-03-25 21:15:24 T9yD14Nj9j7…Wbb TPcnR 50,000,000 +3 days HELD?  NO OUTFLOW  VISIBLE.

The 111-second turnaround on 47M tokens is strongly indicative of an automated smart contract relay or programmatic  treasury bridge. Manual operation at this

speed is implausible. The 1M return (2.1% of forwarded amount) may represent a protocol fee, a change/residual, or a confirmation mechanism.

TTVRgr8ax4VwxKoW1RU2gPFL5yo1THz3Ar is the primary investigative lead — its contract logic  and further XCOM movements have not been traced. The subsequent

50M inflow (T9yD14N → TPcnR, 3 days later) from a different source with no visible outflow adds a second unresolved thread.

IN  PLAIN  ENGLISH

Think of the 2025 TRX inflows as a coordinated bank transfer: twelve anonymous accounts wired hundreds of millions into this wallet on the same afternoon. We know the
senders but not who controls them. For the XCOM tokens in 2026: someone sent 47 million to this wallet, the wallet sent them all to another address within two minutes,
and then got 1 million back as a kind of receipt. This is automated, not human. We don't yet know what XCOM is or why this wallet is relaying it.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 9 — FUNDER ATTRIBUTION & RESIDUAL QUESTIONS

Capital source analysis · Open questions

Primary Funder Attribution

FUNDER ADDRESS ROLE  ASSESSMENT CONF. EVIDENCE

TNMcQVGPzqH9ZfMCSY4PNrukevtDgp24dK USDD MultiSigTRXBurn contract — primary capitalisation

(990M + 600M TRX pre-export). Target also sends

governance calls here.

HIGH Arkham label + TRONSCAN +

LlamaRisk research

TV9p7kGr2JNiBYfuyyem6CuHrbfJXEQpFj Largest single feeder (59.4M TRX, 2025-03-02). Likely USDD

reserve sub-account or treasury node.

MED Unlabeled; timing/size

consistent with institutional

sweep

TJDENsfBJs4RFETt1X1W8wMDc8M5XnJhCe Activation wallet — sent 200+200 TRX across two events

(2022-04-29, 2022-05-05). Likely TRON DAO deployment

team.

MED First and second funder;

activation-pattern behaviour

TNCmcTdyrYKMtmE1KU2itzeCX76jGm5Not Possible Poloniex hot wallet — 2,000 TRX (2022-10-17).

Arkham HTML references Poloniex in transaction context.

LOW-MED Not confirmed as direct

Poloniex address; requires

verification

TTr4STG8SMVrPafYZEvFjZoerPGFTD8vUR XCOM source — sent 47M XCOM to target (2026-03-22

22:06:48). Unidentified in all sources.

LOW Raw data only; no Arkham label;

no OSINT

T9yD14Nj9j7xAB4dbGeiX9h8unkKHxuWwb Second XCOM source — sent 50M XCOM (2026-03-25).

Different address from TTr4STG8. Unidentified.

LOW Raw data only; no label

Residual Questions

OPEN  QUESTION BEST  AVAILABLE  CONCLUSION CONF. INVESTIGATIVE  LEAD

Who controls the 12 feeder wallets

that sent ~374M TRX on 2025-03-

02?

Likely the same institutional entity as TNMcQVGP (TRON DAO Reserve).

Clustering would confirm. MED

Cluster all 12 via Arkham; trace their

own funding sources to Hop 2.

What is XCOM and why is TPcnR

relaying it?

XCOM (TKdb4GZiVwmffdTN39dEMeuBhwNhj8cDd4) is unidentified.

Pass-through suggests bridge, collateral relay, or OTC settlement. LOW

Investigate XCOM contract. Trace

TTr4STG8 and TTVRgr8 full

histories.

Are the other 6 multi-sig signers

controlled by the same UBO?

Unknown. The 5-of-7 structure may provide false decentralisation if

signers share a UBO. LOW

Identify remaining 6 signers from

USDD documentation. Cluster by

funder overlap.

Has this wallet used its 1.96B TRON

Power to vote for Super

Representatives?

No voting observed in available data. Cannot confirm or deny.

OPEN

Query TRONSCAN voter API for

TPcnR. SR alignment reveals

institutional alliances.

IN  PLAIN  ENGLISH

We know where the big money came from — the USDD protocol's own contracts and a coordinated sweep of twelve anonymous wallets. But we don't know who owns those
twelve wallets, or whether the same person controls all of them. The XCOM question is the freshest unsolved puzzle. Everything else about the wallet's 4-year history is
consistent and explained.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 10 — OUTFLOW ANALYSIS

Destination classification · TRX preservation · Exchange exposure

In over four years of operation holding up to $644M in value, no TRX has  ever been transferred out of the wallet to any external address . All outgoing transactions

are zero-value governance signatures or the single XCOM relay event. This is an extraordinary outflow profile.

Complete Outflow  Inventory

DESTINATION TX TYPE VALUE CLASSIFICATION RISK

TTsASxQhMk4t3S5vZMVVJ7nR2GQjDXNRnq confirmTX, proposeCirculate 0 TRX USDD Circulate Contract CLEAN

TNMcQVGPzqH9ZfMCSY4PNrukevtDgp24dK confirmTX, proposeRedeem 0 TRX MultiSigTRXBurn Contract CLEAN

TJ4FkGhTsX2JVZ9sKjYaaCSP3xF5EKmhZx confirmTX 0 TRX USDD Reserve Admin CLEAN

TRFGnuUqED3NDpMYgqZY1X3gAeVHNw1SDq confirmTX 0 TRX Protocol Admin Contract CLEAN

TTVRgr8ax4VwxKoW1RU2gPFL5yo1THz3Ar XCOM transfer 47M XCOM XCOM relay — unknown destination MONITOR

(Self) FreezeBalanceV2 1,000 TRX (frozen, not spent) Internal resource allocation CLEAN

Exchange / Cashout Exposure

NONE DETECTED

No outflows to known centralised exchange deposit addresses, OTC  desks, or retail swap platforms identified across the entire 1,447-day transaction history.

The wallet has never attempted to liquidate any portion of its TRX  balance. This is the cleanest possible outflow profile for a wallet of this scale.

XCOM Outflow  Assessment

The 47M XCOM outflow to TTVRgr8ax4VwxKoW1RU2gPFL5yo1THz3Ar requires continued monitoring. TTVRgr8 has not been identified in any available intelligence

source. The 1M XCOM return (2.1% of outflow) is anomalous and warrants contract-level investigation. Until TTVRgr8 is identified and its contract logic  reviewed, this

specific  outflow carries a MONITOR classification rather than CLEAN.

Mixer / Privacy Tool Exposure

No interactions with Tornado Cash, ChipMixer, Wasabi Wallet, or any equivalent privacy-enhancing tool have been identified on TRON or any linked chain. TRON does

not have mature native mixing infrastructure, and no cross-chain bridge activity to privacy chains (Monero, Zcash) has been detected.

IN  PLAIN  ENGLISH

In four years, this wallet has never sent a single TRX to anyone. All its outgoing activity is digital signatures — the equivalent of approving documents without writing a
cheque. The XCOM tokens are the only thing that actually moved out, and even those were largely returned within minutes. This is not a wallet being used to spend money.
It is a wallet being used to hold a position and cast votes.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 11 — ADDRESS POISONING / SECURITY THREATS

Active threat characterisation · Poisoning inventory · Operator response

As TRON's #6 richest address and a publicly named USDD governance signer, TPcnR is a persistent, high-value target. These attacks exploit copy-paste habits —

catastrophic  during a $100M+ governance rebalancing event.

TOKEN  NAME AMOUNT DATE ATTACK  VECTOR SEVERITY RESPONSE

US DT 0.02 2025-12-

07

Tether (USDT) imitation — extra space in name. Exploits clipboard copy of USDT

transaction.

HIGH IGNORED

Pay.bi 8,888.88 2025-03-

02

Deployed in same block sequence as 374M TRX consolidation. High-risk timing attack. HIGH IGNORED

HX28com 8,888.88 2025-03-

02

Same-block-sequence as consolidation. Classic poisoning against active session. HIGH IGNORED

tron.ink 1,000,000 2025-06-

02

Deployed during June 2025 governance burst — mid-session active attack. HIGH IGNORED

x9.x9.bet 88,888 2025-07-

07

Gambling URL in token name. Lucky-number amount targeting superstitious users. MEDIUM IGNORED

HAXI9.com 800,000.888 2022-04-

29

First token received — seconds after activation. Automated rich-list scanner. MEDIUM IGNORED

GasFree4uCOM 55.34 2025-04-

08

Fake gas-free claim offer. Social engineering to interact with malicious contract. MEDIUM IGNORED

trc20Ads COM 6,666 2025-10-

03

Promotional phishing URL. Standard mass-distribution spam. LOW IGNORED

TrcAds Com 88.12 2025-08-

14

Advertising spam. Patterned amount to stand out in transaction history. LOW IGNORED

Threat Pattern Analysis

The deliberate timing of multiple spam tokens to coincide with active governance sessions — Pay.bi and HX28com during the 2025-03-02 consolidation, tron.ink during

the 2025-06-02 governance burst — indicates automated rich-list monitoring by threat actors who detect high-value address activity in real time and deploy

poisoning tokens within the same block window. This is sophisticated, targeted attack behaviour, not opportunistic  mass-spray.

The consistent zero-interaction response across all 9 identified tokens over 4 years demonstrates robust operational security. The operator has either implemented

protocol-level address whitelisting, uses hardware wallet displays that show full addresses rather than history-based suggestions, or employs independent transaction

verification procedures. All three are best-practice indicators for institutional custody.

IN  PLAIN  ENGLISH

Criminals have sent at least nine fake or dangerous tokens to this wallet across four years, including a fake USDT (with an extra space in the name to fool someone into
sending real money to a scammer). More alarmingly, four of these were delivered mid-session while the wallet was actively processing millions of dollars in transactions —
precisely the moment when a copy-paste mistake is most likely. The operator ignored every single one. That takes either excellent protocol or excellent discipline — most likely
both.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 12 — AIRDROP & SPAM TOKEN ANALYSIS

Unsolicited token taxonomy · TRON attack patterns · Economic impact

TRON's permissionless TRC-10 and TRC-20 token creation enables any actor to send tokens to any address without consent. This section catalogues all unsolicited

token receipts outside the wallet's primary operational function.

Spam Token Classification Taxonomy

CATEGORY EXAMPLES MECHANISM ECONOMIC RISK COUNT

URL-Named

Tokens

x9.x9.bet, HAXI9.com, tron.ink, trc20Ads COM,

GasFree4uCOM, HX28com, Pay.bi, TrcAds Com

Token name contains URL. Victim prompted to visit

phishing site to "claim" or "activate" tokens.

Zero — social engineering only. 8

Imitation Tokens US DT (mimics USDT) Visually identical name to legitimate asset. Targets

copy-paste of contract address from history.

HIGH social engineering risk

during governance sessions.

1

Legitimate

Airdrops

SUNDOG (TRC-20 memecoin) Unsolicited distribution of active tradeable token. Negligible (~$0.06) 1

Protocol Dust /

Micro-TRX

USDS (0.005), TRX <0.01 Micro-transfers used to track address activity or

confirm receipt.

Zero 5+

Activation Spam TTC (345 units, 2022-05-01) Automated address-creation scanners targeting

new high-value accounts within hours of activation.

Zero 1

TRON  Ecosystem Context

TRON is disproportionately affected by spam token attacks due to the negligible cost of creating and distributing TRC-10 and TRC-20 tokens. The absence of native

"token rejection" mechanisms and the prevalence of rich-list monitoring bots makes high-value TRON addresses persistent targets. The TRON ecosystem has

significantly more spam token activity per address than comparable Ethereum or Bitcoin addresses of equivalent value.

The pattern of spam tokens received by TPcnR shows increasing sophistication over time: from simple URL-named tokens (2022) to precisely session-timed attacks

(2025) to USDT-impersonation (December 2025). This escalation suggests that the same threat actor (or coordinated group) is monitoring the wallet over multi-year

horizons and refining their methods.

Operator Response Assessment

EXEMPLARY

100% non-interaction rate across all 16 identified spam/phishing tokens over 1,447 days of operation. Not a single interaction despite 4 active-session timing

attacks. This is the gold standard response: complete isolation from all unsolicited tokens regardless of perceived value or visual similarity to legitimate assets.

IN  PLAIN  ENGLISH

TRON's design makes it very easy for strangers to send junk to anyone's wallet — it costs almost nothing and requires no permission. This wallet has been a target for spam
and phishing since the first second it was created. Over four years, at least 16 different malicious or junk tokens have been sent to it. The operator has ignored every single
one, including four that were timed specifically to coincide with moments when hundreds of millions of dollars were being processed. This is excellent security behaviour.

SOURCES

S12.1 DeepSeek / Arkham analysis  — identifies spam tokens in provided transfers export. Credibility: High (raw data).

S12.2 Gemini Advanced Research — identifies x9.x9.bet (88,888), trc20Ads COM (6,666), US DT (0.02), HAXI9.com (800K), tron.ink (1M) as address poisoning indicators. Credibility: High.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 13 — SMART CONTRACT & PROTOCOL INTERACTION

USDD governance framework · Method signatures · Contract role analysis

Smart contract interaction is the primary operational function of this wallet. Every meaningful outgoing transaction is a TriggerSmartContract  call. This section

analyses the governance framework, the specific  methods used, and the security implications of the elevated contract permissions held.

USDD 5-of-7 Multi-Signature Framework

The USDD protocol implements its governance via smart-contract-enforced multi-signature requiring 5 of 7 designated institutional signers to approve any protocol

action. TPcnR is Signer #2 (USDDmultisig2). Each signer holds an identical EOA account whose governance power derives entirely from being whitelisted in the

protocol contracts — not from any on-chain credential or native TRON permission. This design is technically robust but operationally centralised: if 5 signers collude or

are compromised, the entire protocol can be manipulated.

Method Signatures  — Full Repertoire

METHOD

ID
METHOD  NAME TARGET  CONTRACT FUNCTION COUNT

c01a8c84 confirmTransaction TTsASxQ…, TNMcQVG…, TJ4FkGh…,

TRFGnuU…

Cast governance vote signature. Increments approval count toward the

5-of-7 threshold. Zero TRX.

~45

576e978b proposeCirculate TTsASxQhMk4t3S5vZMVVJ7nR2GQjDXNRnq Propose adjustment to USDD circulating supply (mint or burn). Initiates

a multi-sig approval cycle.

5

e533f724 proposeRedeem TNMcQVGPzqH9ZfMCSY4PNrukevtDgp24dK Propose redemption of TRX collateral from the USDD reserve. Initiates a

burn/withdrawal cycle.

2

Contract Security Considerations

DIMENSION FINDING RISK  LEVEL

Contract

Verification

Some USDD management contracts on TRONSCAN appear as unverified (source code not published). Independent audit of contract

logic not possible from public data.

MONITOR

Elevated

Permissions

Wallet holds owner/minter roles on USDD PSM and SafeVault contracts per LlamaRisk. These permit direct collateral movement if

threshold met.

MONITOR

Collusion Risk 5-of-7 structure requires collusion by 5 signers for unauthorized action. If signers share a UBO (unconfirmed), effective control is

centralised.

MEDIUM

Upgrade

Mechanism

Unknown — whether the governance contracts are upgradeable (proxy pattern) or immutable is not determinable from available data. OPEN

DEX / DeFi

Exposure

Zero. No interactions with SunSwap, JustLend, or any TRON DeFi protocol. No token approvals granted. Pure governance function. CLEAN

IN  PLAIN  ENGLISH

This wallet has three 'buttons' it can press: approve (confirmTransaction), propose a supply change (proposeCirculate), and propose a collateral withdrawal
(proposeRedeem). It has been pressing the approve button dozens of times for four years. It pressed the supply-change button five times early on when USDD was
launched, then never again. It pressed the withdrawal button twice in June 2025. Everything else — trading, investing, interacting with DeFi — has never happened. This is
a strictly purpose-limited governance key.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 14 — SECURITY POSTURE

OpSec assessment · Custody practices · Vulnerability surface

SECURITY

DIMENSION
OBSERVATION ASSESSMENT

Spam Token

Response

100% non-interaction with all 16 identified spam/phishing tokens across 4 years. Never interacted with a junk token even

during high-activity sessions.

EXCELLENT

Address Poisoning

Defence

No sign of copy-paste errors. US DT (USDT imitation) received but ignored. No misdirected TRX transactions have been

identified.

EXCELLENT

Resource

Management

Proactively froze TRX for Energy before the 2025 consolidation burst. Shows advance preparation, not reactive operations. GOOD

Private Key Security No evidence of key compromise over 4 years. Consistent behaviour patterns suggest stable key custody. Likely Hardware

Security Module (HSM) or institutional hardware wallet.

GOOD  (INFERRED)

Token Approval

Exposure

Zero approve  or allowance  calls in transaction history. Wallet cannot be drained by any DeFi protocol. EXCELLENT

DEX / DeFi Exposure No SunSwap, JustLend, or DeFi interactions of any kind. No liquidity provision, no yield farming, no NFT activity. CLEAN

Third-Party

Dependencies

Accepts bandwidth delegation from TRzW2kQ (2025-04-27). Minor operational dependency on an allied infrastructure

operator — low risk but worth monitoring.

LOW  RISK

XCOM Circuit Risk The automated XCOM relay in March 2026 represents a new interaction pattern not seen before. If TTVRgr8 is a malicious

contract, the wallet has provided 47M tokens to it. Risk currently unclear pending investigation.

MONITOR

Operational

Continuity

Governance activity observed across 4 years with no extended unexplained gaps in the governance role. Activation-phase

behaviour consistent with professional deployment team.

GOOD

Passive Poisoning

Surface

Address is publicly known and appears in multiple external governance documents. Persistent target for address-

poisoning, social engineering, and targeted phishing. This is inherent to the public role, not a security failure.

STRUCTURAL  RISK

Overall Security Posture

The security posture is strong for a public  institutional governance wallet. The operator has demonstrated consistent discipline over four years under persistent

attack. The wallet's primary vulnerability surface is passive: its public  role means it cannot escape being known to threat actors. The XCOM circuit introduces the first

active security question — whether the wallet has been enrolled into an untrusted token relay system — but the risk level remains low pending investigation.

IN  PLAIN  ENGLISH

This is a well-run institutional key from a security standpoint. Over four years of being a major target, the operator has never made a detectable mistake. The only question
mark is the new XCOM relay activity — we don't yet know if that was a deliberate decision by the operator or an automated protocol function. Everything else checks out.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 15 — AML / RISK ASSESSMENT (1/2)

AML scorecard · Eight-criterion evaluation

AML CRITERION FINDING ASSESSMENT

1. Sanctions List Exposure (OFAC, EU, UN) No hits on OFAC SDN List, EU Consolidated Sanctions List, or UN Security Council Consolidated List as of

2026-04-15. Address is publicly documented as USDD institutional infrastructure with no regulatory

action identified.

PASS

2. Scam / Fraud Report Exposure Chainabuse: no reports. CryptoScamDB: no records. ScamAlert: clean. Community forums

(Reddit/Bitcointalk): no negative characterisation of TPcnR itself. Wallet is widely labelled as legitimate

institutional infrastructure.

PASS

3. Ransomware / Darknet Association No interactions with known ransomware payment addresses, darknet markets, or darknet service

infrastructure. No dark-web OSINT findings. No illicit counterparty identified in any hop. Clean record

across entire 1,447-day history.

PASS

4. Mixer / CoinJoin / Tumbler Exposure No interactions with Tornado Cash, ChipMixer, Wasabi Wallet, or any equivalent tool on TRON, Ethereum,

or any bridged chain. TRON has no mature native mixing infrastructure. No cross-chain privacy bridge

activity identified.

PASS

5. Exchange / Custodian Source Verification Primary capital sourced from USDD protocol contracts (TNMcQVGP…). Secondary: 12 unlabeled feeder

wallets (2025-03-02). Possible Poloniex connection (TNCmcTd…, 2022-10-17) not confirmed. Full KYC

chain for all inflows cannot be established from available data.

MONITOR

6. Structuring / Layering (Outflows) No TRX outflow structuring observed. XCOM token circuit (47M in → 47M out in 111 seconds, 1M

return) exhibits layering-like characteristics but is assessed as automated relay/bridge rather than

deliberate obfuscation. Warrants monitoring pending XCOM investigation.

MONITOR

7. Third-Party Risk Score No commercial AML risk scores available for this address in provided data. Chainabuse: clean. Arkham:

labelled as legitimate USDD infrastructure. Community sentiment: institutional legitimacy widely accepted.

No third-party risk rating contradicts this assessment.

MONITOR

8. Address Poisoning / Targeted Attacks Active, multi-year, escalating poisoning campaign confirmed. 9 distinct phishing/spam tokens identified

including USDT imitation and 4 active-session timed attacks. Operator has never interacted with any.

Passive risk inherent to public role; no operator-attributable failure identified.

MONITOR

IN  PLAIN  ENGLISH

Eight AML checks. Four pass cleanly: no sanctions, no fraud reports, no darknet connections, no mixer use. Four are flagged for continued monitoring: we can't fully trace
where all the TRX came from (some sources are anonymous); the XCOM relay looks a little like layering even if it probably isn't; no commercial risk score exists for this
address; and it's under persistent phishing attack. The overall picture is strongly positive, with four open questions that routine monitoring can resolve.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 15 — AML / RISK ASSESSMENT (2/2)

Overall verdict · Risk factors · What This Means For You

Overall Risk Verdict

LOW

TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb presents a LOW overall AML/compliance risk profile. The wallet is confirmed as a legitimate institutional

governance signer for the TRON DAO Reserve with no illicit associations detected across its entire 4-year operational history. The four MONITOR-rated criteria

do not indicate illicit activity — they reflect the inherent opacity of institutional DeFi governance structures and the presence of passive security threats. The

primary residual risk is structural: the centralisation embedded in the USDD protocol design, and the unresolved XCOM circuit.

Risk Factor Summary

RISK  FACTOR DIRECTION WEIGHT NOTES

Confirmed USDD institutional signer (public documentation) RISK  ↓ High Strong public attribution from governance records

Zero illicit counterparty exposure (4-year history) RISK  ↓ High Clean record across all checked lists

Zero TRX outflow to any non-protocol address RISK  ↓ High Strongest possible outflow profile

Exemplary spam/poisoning resistance RISK  ↓ Medium 100% non-interaction rate over 4 years

Unlabeled feeder wallets (2025-03-02 consolidation) RISK  ↑ MINOR Low 12 anonymous sources — likely same institutional cluster

XCOM relay (automated pass-through, origin unresolved) RISK  ↑ MINOR Low New behaviour pattern — warrants resolution

USDD protocol centralisation risk RISK  ↑ STRUCTURAL Medium Systemic, not specific to this wallet

Persistent address poisoning campaign RISK  ↑ PASSIVE Low Threat is to operator; operator has not fallen victim

WHAT  THIS  MEANS  FOR YOU

For a compliance or due diligence assessment: this wallet is LOW risk with four points requiring ongoing monitoring rather than immediate escalation. None of the four

MONITOR items represent confirmed illicit activity. The wallet's entire history is consistent with its publicly documented institutional role. A quarterly monitoring check on

XCOM developments and feeder wallet clustering would be sufficient ongoing surveillance. No legal referral is warranted based on available data.

SOURCES

S15.1 OFAC  SDN List — ofac.treas.gov — No match for TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb. Checked 2026-04-15.

S15.2 Chainabuse — chainabuse.com — No scam reports. Credibility: High.

S15.3 LlamaRisk USDD Assessment — Risk research on USDD multi-sig governance structure. Notes centralisation risk as systemic.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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KALLIST I TPcnR…pdGb · TRON TRC-20 · 2026-04-15

SECTION 16 — NOTABLE EVENTS & ANOMALIES

Anomaly catalogue · Event strip · Significance assessment

ANOMALY  STRIP  — NOTABLE EVENTS IN  CHRONOLOGICAL  ORDER

A1 — May 2022

4× proposeCirculate in 3 days

USDD launch supply surge

A2 — 2025-03-02

~374M TRX in 5-hour window

12 feeders ·  coordinated sweep

A3 — 2025-06-02

14 smart contract calls in 111 min

Automated governance script

A4 — 2026-03-22

47M XCOM pass-through in 111s

Novel relay — unresolved

ID EVENT  DESCRIPTION DATE SEVERITY
CROSS-

REF

A1 USDD Launch Supply Burst — 4× proposeCirculate in 3 days. On 2022-05-21 through 2022-05-24, the wallet proposed

four consecutive USDD supply adjustments — more proposals in three days than in the subsequent three years combined.

This coincides with the USDD protocol's public launch and the period of maximum instability for the peg. Assessed as

expected launch behaviour.

May

2022

EXPECTED S5, S13

A2 2025-03-02 TRX Mega-Consolidation — ~374M TRX in 5 hours. Twelve unlabeled institutional addresses swept TRX

into TPcnR within a 5-hour window simultaneously with the wallet's first FreezeBalanceV2 call. The combination of

resource preparation + mass inflow suggests a deliberate recapitalisation event. Could represent TDR reserve rebalancing,

collateral top-up, or governance vote preparation. Round-number amounts from multiple coordinated senders are unusual

but consistent with institutional treasury operations.

2025-

03-02

NOTABLE S2, S5,

S8, S9

A3 2025-06-02 Governance Burst — 14 contract calls in 111 minutes. The highest-density governance session observed:

9× confirmTransaction + 2× proposeRedeem executed with ~3-4 minute cadence. The interleaving of propose and confirm

calls, combined with robotic timing precision, confirms automated script execution. The tron.ink airdrop appearing mid-

session confirms real-time threat actor monitoring. Two proposeRedeem calls suggest a collateral withdrawal was being

negotiated at the protocol level.

2025-

06-02

NOTABLE S4, S5,

S11

A4 2026-03-22 XCOM Circuit — 47M tokens in/out in 111 seconds. The most anomalous single event in the wallet's history.

47M XCOM received from TTr4STG8 at 22:06:48, full amount forwarded to TTVRgr8 at 22:08:39 (exactly 111 seconds),

and 1M returned at 22:11:15. The 111-second turnaround is machine-speed. No prior XCOM interaction, no subsequent

explanation. Followed by 50M more XCOM from a different source 3 days later with no visible outflow. This event

represents an unresolved change in operational function.

2026-

03-22

UNRESOLVED S5, S8,

S9, S10

IN  PLAIN  ENGLISH

Four major events stand out in this wallet's history. Two are clearly explained: the USDD launch frenzy in 2022, and the automated governance session in June 2025. One is
notable but consistent with institutional operations: the March 2025 TRX consolidation. The fourth is genuinely new and unexplained: the XCOM token circuit in March
2026. The first three tell a coherent story about a well-run governance key. The fourth is the chapter that hasn't been finished yet.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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SECTION 17 — OWNERSHIP ATTRIBUTION MODEL

Hypothesis evaluation · Probability assessment · Evidence basis

The following attribution hypotheses are evaluated against the totality of available on-chain evidence, OSINT findings, and behavioral analysis. Probabilities are

analytical estimates and do not constitute legal determinations. All probabilities sum to 100%.

HYPOTHESIS PROBABILITY SUPPORTING  EVIDENCE CONTRADICTING  EVIDENCE

H1: TRON DAO Reserve Institutional Signer —

professional custodial arm (OTC desk, VC firm,

or dedicated treasury infrastructure provider)

operating as USDDmultisig2 per published

governance framework

92% Direct Arkham label. Curve governance documentation.

LlamaRisk research. 4-year behavioral consistency. Scale

of holdings ($644M) inconsistent with individual.

Automated scripts suggest institutional infrastructure.

Zero personal spending.

Identity of controlling legal entity not

publicly confirmed. UBO unknown. Some

contracts unverified.

H2: Independent third-party custodian with

contractual governance mandate — a

professional custody service (not TRON DAO

itself) holding the signing key on behalf of the

reserve

6% Common institutional model for DeFi multi-sig. Would

explain absence of UBO identification. Poloniex

connection (tentative) might suggest exchange custody.

No confirmed evidence of custodial

arrangement. Poloniex connection is

unverified. Behavior suggests direct

operational control rather than passive

custody.

H3: Individual with elevated insider access — a

senior TRON ecosystem operator (e.g., Justin

Sun associate) holding the key personally

2% Some DeFi governance keys are held personally by

founders/founders' associates. Scale would be consistent

with a known billionaire in the TRON ecosystem.

Basic internal controls for a protocol of

USDD's scale would prohibit personal key

custody. Automation level inconsistent

with individual operation.

Attribution Confidence

Attribution confidence for the wallet's functional role is HIGH — there is overwhelming evidence that this is an official USDD governance signer. Attribution confidence

for the legal/UBO identity of the controlling entity is LOW — public  documentation identifies the wallet but not the legal entity, its jurisdiction, or its ownership

structure. This gap is inherent to DeFi governance and is not unique to this investigation.

Ruled-Out Hypotheses

The following were considered and eliminated: (a) Exchange cold wallet — ruled out because exchange cold wallets do not interact with third-party governance

contracts or hold protocol signer roles; (b) Malicious/scam operation — ruled out due to clean OSINT record, consistent legitimate protocol behavior, and absence of

any victim reports; (c) Compromised wallet — ruled out because behavioral patterns are consistent across 4 years with no anomalous outflows characteristic  of a

compromise event.

WHAT  THIS  MEANS  FOR YOU

For due diligence purposes: you can be highly confident that this wallet is an official USDD governance signer, as documented by multiple independent sources. What you

cannot determine from public data is exactly who owns the entity controlling it, or whether that entity is truly independent from other signers in the 5-of-7 structure. For

most compliance purposes, the functional attribution (confirmed USDD institutional signer) is sufficient for a low-risk determination. For high-stakes counterparty

assessment, the UBO gap should be flagged for further enquiry through USDD's own disclosure processes.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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SECTION 18 — INVESTIGATOR NOTES & RECOMMENDED ACTIONS

Immediate actions · Monitoring protocols · Escalation triggers

Recommended Actions

ACTION PRIORITY RATIONALE OWNER

Identify and label XCOM token

(TKdb4GZiVwmffdTN39dEMeuBhwNhj8cDd4)

HIGH The XCOM relay in March 2026 is the primary unresolved question.

Understanding XCOM's purpose (protocol asset, bridge, OTC settlement?) is

essential to clearing the MONITOR status on this wallet's recent activity.

Lead

investigator

Trace TTVRgr8ax4VwxKoW1RU2gPFL5yo1THz3Ar full

history

HIGH This address received 47M XCOM and returned 1M. Its full transaction history

and contract interaction record will resolve whether it is a legitimate protocol

hop or a suspicious intermediary.

Lead

investigator

Cluster all 12 feeder wallets from 2025-03-02 MEDIUM Identifying the common controller of the 12 unlabeled feeder addresses

(~374M TRX) would resolve the upstream funding gap and confirm (or

challenge) the TRON DAO Reserve attribution.

Analytics

team

Identify all 6 other USDD multi-sig signers MEDIUM If 5+ signers share a UBO, the "5-of-7 decentralisation" is illusory. This is a

structural governance risk for any counterparty relying on USDD's peg

mechanism.

Analytics

team

Query TRONSCAN voter API for TRON Power usage MEDIUM 1.96B TRON Power could substantially influence SR elections. Identifying

which SRs this wallet supports reveals institutional alliances and potential

conflicts of interest in TRON governance.

Analyst

Confirm Poloniex connection (TNCmcTd…) LOW A confirmed Poloniex link would add an additional exchange-level KYC anchor

to the wallet's provenance chain.

Analyst

Set structural monitoring alert: any TRX outflow >1M HIGH The wallet has never transferred TRX out in 4 years. Any large TRX outflow

would be a leading indicator of a USDD de-pegging event, collateral liquidation,

or protocol change.

Monitoring

system

Set structural monitoring alert: change in governance

contract targets

MEDIUM If confirmTransaction calls begin targeting new or unknown contracts, this

could indicate a protocol upgrade or a compromised governance process.

Monitoring

system

Escalation Triggers

CONDITION RISK  IMPACT RECOMMENDED  RESPONSE

Any TRX outflow to exchange deposit address ESCALATES → HIGH Immediate alert. First potential liquidation event in 4-year history. Update report.

XCOM confirmed as sanctioned/illicit asset ESCALATES → HIGH Legal team notification. Risk rating revision to MEDIUM-HIGH. Review counterparty

exposure.

One or more multi-sig signers identified as sanctioned

entity

ESCALATES → HIGH Immediate legal review. Potential sanctions taint via governance co-signer

relationship.

USDD de-peg event (>5% from $1.00) ESCALATES → MEDIUM Monitor for coordinated signer outflows. Update report with de-peg status.

XCOM confirmed as legitimate protocol asset RISK  RESOLVES → LOW Update MONITOR → PASS for criterion 6 (structuring). Report revision.

IN  PLAIN  ENGLISH

The most important things to do next: find out what XCOM is, trace where those tokens went, and cluster the twelve anonymous wallets that poured TRX in during March
2025. Everything else is good housekeeping. The most important alert to set: any TRX leaving this wallet would be the first in four years and would signal something
significant has changed in the USDD protocol.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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SECTION 19 — OVERALL CONCLUSION & CONFIDENCE ASSESSMENT (1/2)

Summary findings · Risk conclusion · What This Means For You

After comprehensive analysis of the available on-chain data, cross-referenced with open-source intelligence from four independent AI research systems and

validated against primary blockchain explorers, Kallisti Blockchain Forensics reaches the following overall conclusions regarding

TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb.

Primary Findings

▸ This wallet is confirmed as an official USDD multi-signature governance signer (USDDmultisig2) in the TRON DAO Reserve's 5-of-7 framework. Attribution confidence is HIGH,

supported by Arkham Intelligence labelling, Curve Finance governance documentation, and LlamaRisk research. [S1, S13, S17]

▸ The wallet holds approximately 1,964,182,490 TRX (~$644M), representing ~2.07% of TRX total supply and the #6 position on the TRON Rich List. This is not personal wealth

— it is institutional reserve collateral. [S1, S2]

▸ No TRX has ever been transferred out of the wallet in 1,447 days of operation. All outgoing transactions are zero-value governance signatures. This is the cleanest possible

outflow profile for a wallet of this size. [S10]

▸ The wallet passed all four clear AML criteria: no sanctions exposure, no scam/fraud reports, no darknet association, no mixer exposure. Four criteria are rated MONITOR —

none indicate confirmed illicit activity. Overall AML rating: LOW. [S15]

▸ The XCOM token circuit (March 2026) represents an unresolved new operational behaviour. 47M XCOM relayed in 111 seconds, 50M more received and potentially held. This is

the primary outstanding investigative question. [S5, S8, S16]

▸ The wallet is under a sophisticated, escalating multi-year address poisoning campaign with 9 confirmed phishing/spam tokens. The operator has demonstrated exemplary

resistance with 100% non-interaction across all attacks. [S11, S12]

▸ Structural governance risk exists at the protocol level: the USDD 5-of-7 structure may not provide genuine decentralisation if signers share a UBO, and some management

contracts are unverified. This is a systemic risk, not specific to this wallet. [S13, S17]

Overall Conclusion

LOW RISK — MONITOR

TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb is an institutional USDD governance signer with a clean 4-year operational history, zero illicit exposure, and

exemplary security discipline. The XCOM circuit (March 2026) and unresolved feeder wallet identities are the only open questions. No legal referral is

warranted. Quarterly monitoring is recommended with escalation triggers for TRX  outflows, XCOM resolution, or changes in governance contract targets.

WHAT  THIS  MEANS  FOR YOU

Bottom line: this is a known, legitimate, professionally operated governance wallet for one of TRON's most important stablecoin protocols. It holds $644 million but has never

spent a dollar. It has been attacked by sophisticated phishing campaigns for four years without a single mistake. The one new question is the XCOM relay activity in March

2026, which needs to be investigated before this report can be fully closed. Everything else is clean.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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SECTION 19 — OVERALL CONCLUSION — CONFIDENCE MATRIX & RADAR (2/2)

Seven-attribute confidence assessment

ATTRIBUTE CONFIDENCE BASIS LIMITATIONS  /  GAPS

1. Wallet

Classification
HIGH 1.0

USDD multi-sig signer confirmed by Arkham, Curve governance, LlamaRisk,

TRONSCAN labelling — four independent sources.

Legal/UBO identity of controlling entity

unknown.

2. Fund Provenance
HIGH 1.0

Primary capital sourced from USDD protocol contracts (990M+600M TRX)

and 2025-03-02 institutional sweep. No illicit sources identified.

Feeder wallet identities unconfirmed. Pre-

export inflows not in raw data.

3. Outflow Safety
HIGH 1.0

Zero TRX outflow to any address in 4 years. All contract calls zero-value. No

exchange exposure.

XCOM outflow to TTVRgr8 carries

MONITOR status pending investigation.

4. AML Clearance
HIGH 1.0

Passes all four binary AML checks. No sanctions, no darknet, no mixer, no

fraud reports. Consistent with institutional governance role.

Full KYC chain for inflows not verifiable

from public data.

5. Ownership Identity

MED-HIGH 0.75

Functional role (USDD signer) confirmed HIGH confidence. Operational entity

likely professional custodian (92% H1).

Legal entity, jurisdiction, and UBO not

publicly identified. Prevents full beneficial

ownership assessment.

6. Security Posture

MED-HIGH 0.75

Exemplary spam/poisoning resistance. Zero DeFi exposure. Resource

management shows professional practice. 4-year key integrity.

XCOM circuit introduces new interaction

pattern not yet assessed. Third-party

bandwidth dependency (minor).

7. Data Integrity

MED-HIGH 0.75

Primary data from Arkham HTML + TRONSCAN CSV exports. Cross-validated

by 4 independent AI research systems reaching consistent conclusions.

Export covers partial history. Pre-2022-05

data absent. XCOM position uncertain. Full

TX count unconfirmed.

CONFIDENCE RADAR

0.25

0.50

0.75

Wallet Classification

HIGH

Fund Provenance

HIGH

Outflow Safety

HIGH

AML Clearance

HIGH

Ownership Identity

MED-HIGH

Security Posture

MED-HIGH

Data Integrity

MED-HIGH

Confidence levels: HIGH (1.0) · MED-HIGH (0.75) · MEDIUM (0.5) · LOW (0.25). Attributes 1-4 (Wallet Classification, Fund Provenance, Outflow Safety, AML Clearance): HIGH. Attributes 5-7 (Ownership Identity,
Security Posture, Data Integrity): MED-HIGH due to unresolved XCOM circuit and partial data export.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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SECTION 20 — EXECUTIVE SUMMARY

For senior reviewers · One-page overview · Key takeaways

RISK RAT ING

LOW

ENT ITY

USDD MultiSig2

CHAIN

TRON

BALANCE

~$644M

SANCT IONS

NONE

ACT IVE  SINCE

Apr 2022

TRX  OUTFLOW

ZERO

MIXER  EXPOSURE

NONE

DARKNET

NONE

XCOM  CIRCUIT

MONITOR

◆  CONTEXT  BRIEF ING  —  WHAT  IS  TRON  DAO  AND  WHY  DOES  THIS  WALLET  EXIST ?

What is TRON?

TRON is a blockchain network — a public, tamper-proof digital ledger. Its native currency is TRX, similar to how Ether is the currency of Ethereum. TRON was founded in 2017

and is particularly widely used in Asia for moving stablecoins (digital dollars). As of this report, TRON processes more USDT (Tether) transactions than any other blockchain in

the world.

What is the TRON DAO Reserve?

The TRON DAO Reserve is an institution created by the TRON Foundation to issue and defend a stablecoin called USDD (Decentralised USD). A stablecoin is a cryptocurrency

designed to always be worth exactly $1.00. To maintain that peg, the Reserve holds a large pool of TRX as collateral — if USDD ever drifts below $1.00, the Reserve can sell TRX

to buy USDD back and push the price up. Think of it as a central bank for a single cryptocurrency, holding reserves to defend a fixed exchange rate.

What is the actual function of this wallet?

This wallet is one of seven designated "signing keys" that must collectively approve every major action the TRON DAO Reserve takes: issuing new USDD, burning USDD to

shrink supply, or moving TRX collateral. The design requires any five of the seven keys to agree before anything happens — a 5-of-7 multi-signature system. No single key,

including this one, can act alone. The ~$644M in TRX is locked collateral backing the value of USDD, and this wallet's sole job is to vote "approve" when legitimate protocol

actions are proposed.

A real-world analogy

Imagine a central bank vault that requires five separate key-holders to each insert their key before the vault can open. This wallet holds one of those seven keys. The $644M

inside is the reserve backing a digital currency. The key-holder does not own the money — they are a trustee. Their job is simply to turn their key when a legitimate operation is

authorised by the majority.

Summary of Findings

1 Confirmed USDD Governance Signer. TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb is confirmed as USDDmultisig2, one of seven designated signers

in the TRON DAO Reserve's 5-of-7 governance framework. Attribution supported by four independent sources.
CONFIRMED

2 Clean AML Profile. No sanctions exposure, no scam/fraud reports, no ransomware or darknet association, no mixer or privacy tool use across entire

1,447-day operational history. Overall AML rating: LOW.
PASS

3 Zero TRX Outflow. In four years holding up to $644M, the wallet has never transferred TRX to any address. All outgoing transactions are zero-value

governance signatures directed at known USDD protocol contracts.
CLEAN

4 Institutional Capital Origin. ~1.59B TRX sourced from USDD protocol contracts (pre-export). ~374M TRX from 12-address institutional sweep

(2025-03-02). Capital provenance consistent with TRON DAO Reserve operations.
INFERRED

5 Exemplary Security Posture. 100% non-interaction with all 16 identified spam/phishing tokens across four years, including 4 active-session timed

attacks. Strong operational security discipline confirmed.
EXCELLENT

6 XCOM Circuit — Unresolved. A novel automated token relay pattern appeared March 2026: 47M XCOM in/out in 111 seconds, plus 50M more held.

Origin, purpose, and counterparties not yet identified. First unexplained activity in wallet's history.
MONITOR

7 Feeder Wallet Identities Unresolved. The 12 institutional feeder addresses that collectively sent ~374M TRX on 2025-03-02 are unlabeled. Likely

the same USDD reserve cluster — but not confirmed.
OPEN

8 Structural Governance Risk. The USDD 5-of-7 structure may not provide genuine decentralisation if signers share a beneficial owner. This is a

systemic protocol risk, not a fault of this wallet, but relevant to any counterparty assessing USDD credit risk.
STRUCTURAL

Open Questions  for Follow-Up

Q1 What is XCOM (TKdb4GZiVwmffdTN39dEMeuBhwNhj8cDd4) and what is its relationship to the USDD protocol? Is TTVRgr8ax4VwxKoW1RU2gPFL5yo1THz3Ar a known

protocol address?

Q2 Who are the other 6 USDD multi-sig signers? Do any share a beneficial owner with TPcnR? Could any trigger the 5-of-7 threshold with TPcnR alone?

Q3 Who controls the 12 feeder wallets that swept ~374M TRX on 2025-03-02? Are they all TRON DAO Reserve sub-accounts?

Q4 Has this wallet used its 1.96B TRON Power to vote for Super Representatives? Which SRs? Does this reveal governance alliances?

WHAT  THIS  MEANS  FOR YOU

One sentence: this wallet is a known, clean, professionally operated governance key for the USDD stablecoin protocol holding $644M in TRON, with one new and as-yet-

unexplained activity in March 2026 that needs to be resolved before the investigation can be fully closed.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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APPENDIX A  — MASTER SOURCE LIST (1/2)

All primary and secondary sources consulted in the preparation of KBF-2026-003. Credibility ratings: High = primary ledger or official documentation; Medium =

analytical secondary source; Low = unverified or single-source claim.

Primary On-Chain Data

A1

TRONSCAN Explorer — Primary Ledger

tronscan.org/#/address/TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb
Authoritative transaction history, balance, token holdings, Rich List rank. Credibility: High.

A2

Arkham Intelligence Export — HTML Snapshot

intel.arkham.io (export dated 2026-04-15 22:47:03)
Provides entity labels, counterparty names, and transaction context for TPcnR. Label: USDD MultiSig Signer (TPcnR). Credibility: High.

A3

Transaction Export CSV — Transactions_20260415.csv

Provided by client — Arkham/TRONSCAN export
Raw transaction data covering ~80 transactions. Partial history. Credibility: High (raw data).

A4

Transfers Export CSV — Transfers_20260415.csv

Provided by client — Arkham/TRONSCAN export
Raw token transfer data. Covers TRC-10/TRC-20 token movements. Credibility: High (raw data).

A5

Pre-analysis JSON — pre-chewed_by_deepseek.json

Provided by client — DeepSeek structured analysis
Structured extraction of ~80 transactions + ~11 transfers + wallet profile. Cross-validation source. Credibility: Medium (derived).

Protocol Documentation & Research

A6

LlamaRisk Research — USDD Asset Risk Assessment (2023)

llama.risk (archived)
Confirms TPcnR as USDD PSM/SafeVault owner. Identifies multi-sig architecture. Notes centralisation risks. Credibility: High.

A7

Curve Finance Governance — Proposal to add USDD-3CRV gauge (2022-05)

gov.curve.fi
Lists TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb as 'USDDmultisig2'. Credibility: High (on-chain governance record).

A8

TRON DAO Reserve — Official Communications (2022)

tron.network/usdd
USDD protocol launch documentation. Confirms 5-of-7 multi-sig governance structure. Credibility: High.

A9

USDD.io — Protocol Documentation

usdd.io
USDD stablecoin mechanism documentation. Confirms TRX collateral model. Credibility: Medium.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.
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APPENDIX A  — MASTER SOURCE LIST (2/2)

Continued from page 25.

AML & Sanctions  Databases

A10

OFAC Specially Designated Nationals (SDN) List

ofac.treas.gov/sanctions/programs/documents/sdn.xml
No match for TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb. Checked 2026-04-15. Credibility: High.

A11

EU Consolidated Sanctions List

data.europa.eu/data/datasets/consolidated-list-of-persons-groups-and-entities
No match. Credibility: High.

A12

UN Security Council Consolidated List

un.org/securitycouncil/content/un-sc-consolidated-list
No match. Credibility: High.

A13

Chainabuse Community Scam Reports

chainabuse.com
No reports for TPcnRbpuB89eKKkfH2E7iJooAqeEZPpdGb. Credibility: Medium.

External Intelligence Sources

A14

Gemini Advanced Research — Pre-analysis Report

Provided by client (session 2026-04-15)
Cross-validation analysis. Identifies spam tokens, XCOM circuit, governance structure. Credibility: Medium (AI-derived, secondary).

A15

Grok 3.0 Research — Pre-analysis Report

Provided by client (session 2026-04-15)
Cross-validation analysis. Identifies proposeCirculate calls, governance history. Credibility: Medium (AI-derived).

A16

DeepSeek Pre-analysis — Structured JSON

Provided by client (pre-chewed_by_deepseek.json)
Structured transaction extraction. Notes 990M + 600M TRX large inflows. Credibility: Medium (AI-derived).

A17

TRONSCAN Rich List

tronscan.org/richlist
Confirms TPcnR at #6 position as of 2026-04-15. Credibility: High.
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APPENDIX B — GLOSSARY OF TERMS

Definitions specific to TRON, USDD, and blockchain forensics as used in this report.

5-of-7 Multi-Sig A governance security model requiring any 5 of 7 designated signers to approve a protocol action. If fewer than 5 signers act, the transaction

cannot execute. Designed to prevent single-point compromise while tolerating the unavailability of 2 signers.

Account-Based Model TRON and Ethereum use this model: each address has a persistent balance and state. Unlike Bitcoin's UTXO model, there are no 'inputs' or

'outputs' — just a running balance. No change addresses exist.

Address Poisoning An attack where a threat actor sends a small amount of a token (often a fake version of USDT or a URL-named token) to a victim's wallet, hoping the

victim will copy-paste the attacker's address from their transaction history when sending real funds.

AML Anti-Money Laundering. A set of laws, regulations, and analytical procedures designed to prevent the proceeds of criminal activity from being

disguised as legitimate funds.

Bandwidth (TRON) A network resource on TRON consumed by every transaction. Like Energy, it can be obtained by freezing TRX or is allocated free daily. Running out

of Bandwidth causes a small TRX burn per transaction.

Base58Check The address encoding format used by TRON (and Bitcoin). TRON addresses always start with 'T'. The encoding prevents typos from producing

valid addresses.

confirmTransaction A TRON smart contract method (selector c01a8c84) used in the USDD governance framework. Called by a multi-sig signer to cast a vote of

approval for a pending governance action. Carries zero TRX value.

DelegateResourceContract A TRON transaction type that allows one account to loan its frozen Energy or Bandwidth to another account, enabling the recipient to execute

transactions without burning TRX.

Energy (TRON) A TRON network resource consumed when executing smart contracts. Obtained by freezing TRX via FreezeBalanceV2. Running out causes TRX to

be burned as fees. The target wallet froze 1,000 TRX for Energy on 2025-03-02.

EOA Externally Owned Account. An account controlled by a private key (as opposed to a smart contract account). TPcnR is an EOA that interacts with

smart contracts but is not itself a contract.

FreezeBalanceV2 A TRON transaction type that locks TRX for a period to obtain Energy or Bandwidth resources. The TRX is not spent — it is locked and can be

unfrozen later. Used here to fund smart contract execution.

Multi-Hop Analysis Tracing the flow of funds beyond the immediate transaction — following the money upstream (who funded the funder?) or downstream (where

did it go after it left?) through multiple hops in the transaction graph.

OFAC SDN List The US Treasury's Office of Foreign Assets Control Specially Designated Nationals list. Transactions with SDN-listed entities are prohibited under

US law.

proposeCirculate A TRON smart contract method (selector 576e978b) used to propose an adjustment to USDD's circulating supply. Can propose minting

(increasing supply) or burning (reducing supply) to maintain the $1.00 peg.

proposeRedeem A TRON smart contract method (selector e533f724) used to propose redemption of TRX from the USDD collateral reserve. Typically used during

de-leveraging or collateral rebalancing events.

TRC-10 TRON's native fungible token standard. Unlike TRC-20, TRC-10 tokens are managed directly by the TRON protocol (not via smart contracts),

making them cheaper to transfer. Often used for spam/phishing tokens due to low issuance cost.

TRC-20 TRON's smart-contract-based fungible token standard. Equivalent to Ethereum's ERC-20. USDT-TRC20, USDD, and most major TRON DeFi tokens

are TRC-20.

TriggerSmartContract A TRON transaction type that calls a function on a smart contract. All governance votes (confirmTransaction, proposeCirculate, proposeRedeem)

are TriggerSmartContract transactions.

TRON DAO Reserve The decentralised autonomous organisation that manages the USDD stablecoin, including its TRX collateral reserves, peg stability mechanisms,

and multi-signature governance framework.

TRON Power A voting resource on TRON obtained by freezing TRX. 1 TRON Power = 1 frozen TRX. Used to vote for Super Representatives. This wallet has

~1.96B TRON Power available.

UBO Ultimate Beneficial Owner. The natural person who ultimately owns or controls a legal entity. For compliance purposes, identifying the UBO is

required for KYC. The UBO of the entity controlling TPcnR is not publicly known.

USDD Decentralised USD. A TRC-20 stablecoin pegged to $1.00 USD, issued by the TRON DAO Reserve. Backed by over-collateralised TRX holdings

managed via multi-sig governance.

XCOM An unidentified TRC-20 token (contract: TKdb4GZiVwmffdTN39dEMeuBhwNhj8cDd4) that was relayed through TPcnR in March 2026. Purpose

and relationship to the USDD protocol are unresolved as of the date of this report.
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