
KAL L I ST I  B LOCKCHA IN  FORENS I CS

BLOCKCHAIN FORENSIC

INVESTIGATION REPORT
TRON · TRC-20 USDT · EXCHANGE HOT WALLET (SUSPECTED) · MAINNET  ·  CONFIDENTIAL · 2026-04-19

TARGET  WALLET  ADDRESS

THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4

RISK  SCORE

LOW–MEDIUM

WALLET  CLASS

CEX Hot Wallet

NETWORK

TRON

ADDRESS  TYPE

TRC-20 EOA

WALLET  AGE

25 Months

TOTAL  TRANSFERS

571

USDT  RECEIVED

$511.7M

USDT  SENT

$469.7M

NET  BALANCE

~$42.0M

LAST  ACTIVITY

2026-02-07

TABLE  OF  CONTENTS

S1 Target Identification & Wallet Metadata 2

S2 Financial Overview 3

S3 Asset Portfolio & Coin Provenance 4

S4 Activity Lifecycle Analysis 5

S5 Transaction Microstructure & Full TX Ledger 6–7

S6 Account Structure Engineering 8

S7 Transaction Flow Architecture 9

S8 10

S9 Funder Attribution & Residual Questions 11

S10 Outflow Analysis 12

S11 Address Poisoning / Security Threats 13

S12 Airdrop & Spam Token Analysis 14

S13 Smart Contract & Protocol Interaction 15

S14 Security Posture 16

S15 AML / Risk Assessment
17–

18

S16 Notable Events & Anomalies 19

S17 Ownership Attribution Model 20

S18 Investigator Notes & Recommended Actions 21

S19 Overall Conclusion & Confidence Assessment
22–

23

S20 Executive Summary 24

A Appendix A — Master Source List 25

B Appendix B — Glossary of Terms 26

Section 8 (Multi-Hop Analysis) is not applicable for this investigation and included as a conditional placeholder per reporting standard.

Upstream / Downstream Multi-Hop Analysis (Conditional — N/A)



KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 1 — TARGET IDENTIFICATION & WALLET METADATA

What is this address and what do we know before any analysis?

Wallet Address THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4

Blockchain TRON — Mainnet

Address Format Base58Check, prefix T  — standard TRON externally owned account; TRC-20 capable

Multi-Signature None detected. Standard single-key EOA. No multisig permission contract observed.

First Activity 2024-03-28 UTC — 13,860 TRX activation + $1,695.60 USDT from TJEw7U8a4Asoh83EoB5Pk5YyfTadVZbb8h  (Paribu Exchange Hot Wallet

— verified entity tag on TRONSCAN)

Last Substantive Activity 2026-02-07 UTC — final substantive USDT outflow. Dust activity through 2026-04-16.

Wallet Age ~25 months (2024-03-28 to 2026-04-19 report date)

Total Transactions 571 total: 245 TRC-20 token transfers + 326 native TRX transactions

USDT Received (Total) $511,741,395 USDT — 121 inbound transfers from 3 primary sources

USDT Sent (Total) $469,692,885 USDT — 110 outbound transfers to 3 primary sinks

Net USDT Balance ~$42,048,510 USDT (8.2% of lifetime received)

TRX Balance ~148 TRX (~$48) — accumulated fee-subsidy dust; not purposefully held

Explorer Labels Arkham Intelligence: no entity tag. Dune Analytics community dashboard: “possibly affiliated to WhiteBIT” (target + primary funder

TYtRsvRY…).

Sanctions Screening OFAC SDN: No hit. EU Consolidated: No hit. UN Security Council: No hit.

Case Number KBF-2026-005 · Analyst: Kallisti Blockchain Forensics · Report Date: 2026-04-19

IN PLAIN ENGLISH

This TRON wallet was activated by a verified Turkish exchange (Paribu) in March 2024 and has processed over half a billion dollars in USDT across 25 months. The dominant
funding source carries a community label linking it to WhiteBIT, a European exchange. Every aspect of its transaction behaviour — automated TRX fee top-ups, strict round-
number batching, bidirectional flows with the same counterparties — is consistent with an exchange operational hot wallet. The owner has not been formally confirmed by any
exchange.

SOURCES

S1 TRONSCAN Block Explorer — primary transaction data tronscan.org/#/address/THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4 — CSV exports (245 TRC-20 + 326 TRX rows). Retrieved 2026-04-19.

S2 Arkham Intelligence — entity label check intel.arkm.com/explorer/address/THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4 — No entity tag; no adverse signals. Screenshotted 2026-04-19.

S3 Dune Analytics — USDT on Arbitrum vs Tron dashboard dune.com/elya3/usdt — Target and primary funder TYtRsvRY… labelled “possibly affiliated to WhiteBIT.”

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 2 — FINANCIAL OVERVIEW

What is the scale, composition, and net position of this wallet?

USDT Received (lifetime) $511,741,395

USDT Sent (lifetime) $469,692,885

Net USDT Balance ~$42,048,510 — 8.2% of lifetime received

Lifetime Throughput $981,434,280 — inflows + outflows combined

TRX Balance ~148 TRX (~$48) — accumulated fee-subsidy dust

Peak Net Balance ~$94.2M (after April 2024 loading phase)

Primary Asset USDT TRC-20 — 100% of economic value. Spam tokens carry no recognised value.

Activity Window 2024-03-28 to 2026-04-16 — 25 months · 571 total transactions

DEPLOYMENT OF LIFETIME USDT RECEIVED

RECEIVED

$511.7M

Still Held

$42.0M 8.2%

Distributed

$469.7M 91.8%

LIFETIME USDT RECEIVED $511.7M

$511,741,395
USDT RECEIVED — 121 INBOUND · 3 PRIMARY

SOURCES

→ THDW2bQZic…nMf4
TARGET — ~$42.0M CURRENT BALANCE

→ $469,692,885
USDT SENT — 110 OUTBOUND · 3 PRIMARY SINKS

IN PLAIN ENGLISH

This wallet processed roughly $512 million in and $470 million out over 25 months, retaining about $42 million. The throughput of nearly $1 billion total — from a single TRON
address — is consistent with exchange hot-wallet operations, not individual activity. The wallet has never held crypto other than USDT (and negligible TRX for fees).

SOURCES

S1 TRONSCAN CSV exports (Transfers_20260419.csv + Transactions_20260419.csv) — 245 TRC-20 rows + 326 TRX rows. All USDT amounts cross-verified.

S2 Arkham Intelligence — portfolio snapshot — balance confirmation 2026-04-19.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 3 — ASSET PORTFOLIO & COIN PROVENANCE

What assets are held and where do the funds originate?

Asset Holdings

ASSET CONTRACT BALANCE
%

PORTFOLIO
PROVENANCE STATUS

USDT (TRC-20) TR7NHqjeKQxGTCi8q8ZY4pL8otSzgjLj6t ~$42,048,510 ~100% Primary asset. 3 principal inflow sources; primary

funder has credible WhiteBIT affiliation (Dune

Analytics).

TRX (native) Native ~148 TRX
(~$48)

<0.01% Fee-subsidy accumulation from automated top-ups.

Not purposefully held.

VANT, XENR, BPX, SUNDOG, bonk,

stUSD, trc20Ads, TrcAds, AML Token,

others

Various ~$0 ~0% Airdrop / spam tokens sent unsolicited. No economic

value. See S12.

Provenance by Primary Inflow Source

SENDER ADDRESS USDT CONTRIBUTED % OF TOTAL IN ATTRIBUTION

TYtRsvRY5a23BHnm6pa3oCfPxoTeHtz12P $394,000,000 76.9% WHITEBIT? (DUNE)

TWBPGLwQw2… $94,220,000 18.4% UNATTRIBUTED

TGsvpota8… $22,800,000 4.5% UNATTRIBUTED

TJEw7U8a4Asoh83EoB5Pk5YyfTadVZbb8h $1,696 + 13,860 TRX <0.1% PARIBU EXCHANGE

The genesis TRX funding from a tagged Paribu Exchange hot wallet on 2024-03-28 is the strongest single attribution anchor. Exchange provisioning scripts routinely fund

new hot wallets with precision TRX to initialise gas. The dominant inflow source (TYtRsvRY…) also exhibits bidirectional flow with the target (acts as both funder AND return-

flow recipient), confirming a sibling or parent-child relationship within the same treasury.

Source-of-funds is partially identified. Dominant inflow carries a credible but unconfirmed WhiteBIT affiliation. No inflow traced to any illicit, sanctioned, or darknet

source. Written confirmation from WhiteBIT or Paribu would elevate attribution confidence from MEDIUM to HIGH.

IN PLAIN ENGLISH

This wallet holds only USDT and trace TRX for fees. Where the USDT came from is not formally confirmed, but the strongest evidence points to WhiteBIT (a regulated European
exchange). The wallet was activated by Paribu, a verified Turkish exchange. No money in this wallet can be traced to any known criminal or sanctioned source.

SOURCES

S1 TRONSCAN — genesis transaction (Paribu Exchange primer) tronscan.org/#/transaction/98d12bc02a4b66c7e81d74a81bcfbe22dbb39c1fe7b4ac6d6fde4a5db6308b01 — 13,860 TRX + $1,695.60
USDT from TJEw7U8a… (Paribu). 2024-03-28.

S2 Dune Analytics — USDT on Arbitrum vs Tron dashboard dune.com/elya3/usdt — WhiteBIT affiliation label on target + TYtRsvRY….

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.

KBF-2026-005 Page 4
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KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 4 — ACTIVITY LIFECYCLE ANALYSIS

How has wallet behaviour evolved over time?

PHASE PERIOD KEY EVENTS USDT IN
USDT

OUT

Onboarding Mar 2024 Activated by Paribu Exchange hot wallet (13,860 TRX + $1,696 USDT). Wallet registered on-chain. $1,696 —

Early Loading Apr 2024 20 inflows from TWBPGLwQw2… totalling $94.2M. Exchange liquidity loop established. $94.2M —

Major

Accumulation

2025 Q1–Q3 Three large-block inflows: ~$184M, ~$54M, ~$37M from TYtRsvRY… (WhiteBIT-linked). First outflows begin

Q3 2025.

$275M ~$88M

Rotation Phase 2025 Q4 Mixed bidirectional flows. Inflows continue alongside accelerating outbound batches. Classic hot-wallet

churn pattern.

~$60M ~$208M

Distribution Burst Feb 2026 101 outbound transfers in 72 hours. 3×$50M to TWzkgw7cR… + 20 parallel $5M batches. OnChainFlows:

“whale / internal treasury rotation.”

— $381M

Dormancy / Dust Mar–Apr
2026

Tail activity only. Last substantive USDT outflow 2026-02-07. Spam token arrivals continue. Negligible —

ACTIVITY BY HOUR (UTC) — USDT TRANSFERS

Tx count

8

6

4

2

00 05 10 15 20 23

Hour (UTC)

ACTIVITY BY DAY OF WEEK

Mon

Tue

Wed

Thu

Fri

Sat

Sun

Total transfers by day · Weekday peak Mon–Wed

IN PLAIN ENGLISH

This wallet loaded steadily over 18 months then emptied most of its balance in a single explosive February 2026 event — three $50M batches plus twenty $5M batches in 72
hours. That is not how individuals move money; it is how exchange treasury systems rebalance liquidity between wallets. The wallet has been quiet since.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 5 — TRANSACTION MICROSTRUCTURE & FULL TX LEDGER

Characterising transaction patterns and documenting all substantive flows.

Transaction Profile 571 total records over 25 months. 326 TRX transactions are contract invocations or fee-subsidy top-ups. 231 TRC-20 token transfers carry

all economic value (121 in · 110 out). 14 non-USDT token transfers are airdrop/spam.

Amount Pattern 100% round-number discipline. Inflows: multiples of $1M, $5M, $10M, $50M. Outflows: $5M and $50M batches exclusively. No fractional

amounts on any substantive transfer.

Protocol Exclusively TriggerSmartContract  on USDT contract (TR7NHqjeKQxGTCi8q8ZY4pL8otSzgjLj6t). Zero DeFi, zero bridge, zero staking

interactions.

Probe Transfers Multiple 1 USDT test transfers immediately precede large outflows — standard address verification before significant disbursements.

Fee Subsidy TRX top-ups arrive in precision amounts consistent with automated treasury management. No manual signing patterns detected.

Key Substantive Transactions

DATE (UTC) DIR AMOUNT FROM / TO (ABBREVIATED) TYPE

2024-03-28 IN $1,696 USDT
13,860 TRX

TJEw7U8a4Asoh83EoB5Pk5YyfTadVZbb8h — Paribu Exchange Hot Wallet (verified) GENESIS

2024-04 IN $94,220,000 TWBPGLwQw2… — 20 transfers totalling $94.2M (unattributed) LOADING

2025 Q1 IN ~$184,000,000 TYtRsvRY5a23BHnm6pa3oCfPxoTeHtz12P — WhiteBIT-linked (Dune) BULK IN

2025 Q2–Q3 IN ~$91,000,000 TYtRsvRY… (continued) + TGsvpota8… ($22.8M) BULK IN

2025 Q3–Q4 OUT ~$88,000,000 TRegQY5… ($48M) + TYtRsvRY… return flows ($38M) ROTATION

2026-02-05/07 OUT $150,000,000 TWzkgw7cR… — 3×$50M batches (OnChainFlows: treasury rotation) BURST

2026-02-05/07 OUT ~$231,692,885 TWzkgw7cR… + 20 parallel $5M batch recipients (101 outflows in 72h) BURST

IN PLAIN ENGLISH

Every single substantive transaction uses round numbers — $50M, $5M, $1M. Nothing is fractional. That is a strong technical indicator of automated treasury software, not a
human deciding how much to send. The February 2026 event of 101 outbound transfers in 72 hours is particularly distinctive; individuals do not operate at that speed or scale.

SOURCES

S1 TRONSCAN CSV exports — full transfer records — Transfers_20260419.csv (245 rows) and Transactions_20260419.csv (326 rows). All data verified.

S2 OnChainFlows — whale transaction classification onchainflows.io/transaction/0cc8a8c694af1373b829efcc3c11650a597a75352d886d0d3191052b4c27dca5 — $49.9M outflow classified as
whale/treasury rotation.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.

KBF-2026-005 Page 6



KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 5 (CONTINUED) — TRANSACTION MICROSTRUCTURE

Detailed inflow/outflow breakdown by counterparty.

Top Inflow Sources

ADDRESS TOTAL INFLOW TXS % SHARE ATTRIBUTION

TYtRsvRY5a23BHnm6pa3oCfPxoTeHtz12P $394,000,000 11 76.9% WHITEBIT?

TWBPGLwQw2… $94,220,000 20 18.4% UNKNOWN

TGsvpota8… $22,800,000 4 4.5% UNKNOWN

TJEw7U8a4Asoh83EoB5Pk5YyfTadVZbb8h $1,696 + TRX 2 <0.1% PARIBU

Dust / test / minor (30+ addresses) ~$721,395 84 0.1% VARIOUS

Top Outflow Sinks

ADDRESS TOTAL OUTFLOW TXS % SHARE ATTRIBUTION

TWzkgw7cR… $150,000,000 6 31.9% UNKNOWN

TRegQY5… $48,000,000 9 10.2% UNKNOWN

TYtRsvRY… (return flow) $38,000,000 7 8.1% WHITEBIT?

20× $5M batch recipients (Feb 2026) $100,000,000 20 21.3% VARIOUS

Other sinks (76 addresses) $133,692,885 68 28.5% UNKNOWN

SECTION 6 — ACCOUNT STRUCTURE ENGINEERING

How is this wallet architecturally positioned within its treasury system?

THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4 operates as a dedicated single-asset clearing address. There is no evidence of multi-sig, hardware wallet interaction, or smart-

contract ownership. The address holds no staked assets, no LP positions, and has never interacted with DeFi protocols.

Wallet Architecture Single EOA — no multisig, no contract wallet

Asset Concentration 100% USDT TRC-20. Single-purpose address.

Operational Mode Hot wallet — active continuous use. Not cold storage.

TRX Management Automated fee-subsidy top-ups from upstream controller. Precision amounts.

Intra-cluster Flows Bidirectional with TYtRsvRY… (both primary funder AND return-flow recipient) confirms sibling or parent-child relationship within the same

exchange treasury.

IN PLAIN ENGLISH

This wallet is purpose-built infrastructure. It holds one asset, has no human decision-making fingerprint in its transaction patterns, and is clearly part of a larger automated
system. It is not a personal wallet.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 7 — TRANSACTION FLOW ARCHITECTURE

Visualising the full network of economic relationships.

TRANSACTION FLOW ARCHITECTURE

TYtRsvRY… (76.9%)

$394M · 11 transfers · WhiteBIT? (Dune)

TWBPGLwQw2… (18.4%)

$94.2M · 20 transfers · Unattributed

TGsvpota8… (4.5%)

$22.8M · 4 transfers · Unattributed

TJEw7U8a… (PARIBU)

Genesis TRX + $1.7K USDT · VERIFIED CEX

THDW2bQZic…nMf4

~$42M USDT held

WhiteBIT/Paribu affiliated · Hot Wallet

TWzkgw7cR… (31.9%)

$150M · 3×$50M burst · Unknown entity

Feb 2026 · Treasury rotation (OnChainFlows)

20× $5M Batch Recipients

$100M total · Feb 2026 · Various unattributed

TRegQY5… + Others

$219.7M · 84 addresses · Ongoing flows

nflows: $511.7M · 3 primary sources + Paribu genesis Outflows: $469.7M · burst-dominated (Feb 2026)

IN PLAIN ENGLISH

The flow map shows a straightforward but high-volume pass-through: money comes in from three organised sources and goes out in coordinated batches. The wallet is clearly an
intermediate node, not an end-point. The return flows back to TYtRsvRY… — the same address that sent money in — confirm this is internal treasury movement within a single
organisation.

WHAT THIS MEANS FOR YOU

Money flows through this wallet like water through a pipe — in from organised sources, out in organised batches. The architecture is consistent with legitimate exchange

treasury management. There is no evidence of layering, obfuscation, or attempts to break transaction trails. The key open question is not whether this is criminal activity (it

appears not to be) but whether formal confirmation from WhiteBIT or Paribu can be obtained. Written exchange confirmation is the only step that will close this investigation

with full certainty.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 8 — UPSTREAM / DOWNSTREAM MULTI-HOP ANALYSIS

Tracing funds beyond the immediate counterparty layer.

CONDITIONAL SECTION — NOT APPLICABLE

Full multi-hop upstream and downstream analysis requires transaction history exports for all primary counterparty addresses. These were not within scope for this investigation.
The primary funder (TYtRsvRY…) and primary sink (TWzkgw7cR…) are the highest-priority addresses for a follow-on multi-hop investigation.

Multi-hop analysis would most usefully address two questions: (1) Does TYtRsvRY… receive its USDT from WhiteBIT’s known cold-wallet infrastructure, which would confirm

the WhiteBIT attribution from the chain rather than relying on community labelling? (2) Does TWzkgw7cR… forward funds to a known exchange hot wallet, which would

support the treasury rotation thesis?

A targeted Chainalysis Reactor or Elliptic Investigator cluster trace on TYtRsvRY… is the recommended next step and is referenced in Section 18 (Recommended Actions).

OQ-1 Can TYtRsvRY5a23BHnm6pa3oCfPxoTeHtz12P be definitively attributed to WhiteBIT via commercial cluster trace? A positive result closes the largest attribution gap in this

report.

OQ-2 Where does TWzkgw7cR… forward the $150M received in the Feb 2026 burst? If it routes to a regulated exchange, the treasury rotation thesis is confirmed. If it routes to

an unknown high-risk address, the risk assessment must be revisited.

IN PLAIN ENGLISH

This investigation stopped at one degree of separation — we looked at who sent money to this wallet and who received it, but did not trace those counterparties further. The two
follow-on investigations that would most change conclusions are: confirming WhiteBIT owns TYtRsvRY…, and confirming that TWzkgw7cR… is also a regulated exchange address.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 9 — FUNDER ATTRIBUTION & RESIDUAL QUESTIONS

Who sent money to this wallet, and what do we know about them?

ADDRESS VOLUME CONFIDENCE ATTRIBUTION BASIS STATUS

TYtRsvRY5a23BHnm6pa3oCfPxoTeHtz12P

76.9% of total inflow

$394,000,000 MEDIUM Dune Analytics community label: “possibly affiliated to

WhiteBIT.” Bidirectional flow with target. No Arkham entity

tag. Requires commercial cluster trace to confirm.

OPEN

TWBPGLwQw2…

18.4% of total inflow

$94,220,000 LOW No entity tag on any platform. 20-transfer batch pattern

consistent with exchange sub-account funding. No adverse

indicators.

OPEN

TGsvpota8…

4.5% of total inflow

$22,800,000 LOW No entity tag. Four irregular transfer amounts. Possibly OTC

desk or institutional counterparty.

OPEN

TJEw7U8a4Asoh83EoB5Pk5YyfTadVZbb8h

Genesis only

$1,696 + TRX HIGH TRONSCAN first-party entity tag: “Paribu Exchange.” Turkish

exchange, BDDK-regulated. Genesis TRX provisioning is

standard CEX hot-wallet setup.

CONFIRMED

Residual Attribution Questions

OQ-3 Is TYtRsvRY5a23BHnm6pa3oCfPxoTeHtz12P a WhiteBIT-controlled address? The Dune community label is credible but unconfirmed. A commercial cluster trace would

resolve this with high confidence.

OQ-4 Are TWBPGLwQw2… and TGsvpota8… also within the same exchange infrastructure? If TYtRsvRY… is confirmed as WhiteBIT, the remaining two primary funders likely are

as well, but this requires separate verification.

OQ-5 What entity controls TWzkgw7cR…, the primary outflow sink ($150M)? If this routes to a regulated exchange cold wallet, the treasury rotation thesis is confirmed and

residual risk is eliminated.

IN PLAIN ENGLISH

We know for certain that Paribu (a legitimate Turkish exchange) set this wallet up. We have a credible community-sourced label linking the primary funder to WhiteBIT (a
legitimate European exchange). We cannot confirm any of this with certainty from public data alone. Resolving OQ-3 alone would close the investigation with a LOW risk rating.

SOURCES

S1 TRONSCAN — Paribu hot wallet entity tag tronscan.org/#/address/TJEw7U8a4Asoh83EoB5Pk5YyfTadVZbb8h

S2 Dune Analytics — USDT dashboard community attribution dune.com/elya3/usdt

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 10 — OUTFLOW ANALYSIS

Where did the money go, and what does the pattern tell us?

Total USDT Sent $469,692,885 — 110 outbound transfers

Primary Sink TWzkgw7cR… — $150M (31.9%) — 3×$50M batches, Feb 2026

Outflow Pattern Strict round-number batching ($50M, $10M, $5M, $1M). No fractional amounts. Automated treasury management confirmed.

Feb 2026 Burst 101 outbound transactions in ~72 hours — $381M total. Classified as “whale / internal treasury rotation” by OnChainFlows.

Return Flows $38M returned to TYtRsvRY… (primary inflow source) — confirms bidirectional treasury relationship.

Adverse Sinks Zero outflows to any OFAC-listed, Chainabuse-listed, darknet-associated, or mixer-associated address. All sinks return clean on all

checked databases.

Outflow Destination Summary

DESTINATION AMOUNT TXS ASSESSMENT

TWzkgw7cR… $150,000,000 6 3×$50M batches in Feb 2026 burst. Primary open question (OQ-5). Classification pending commercial

trace.

TRegQY5… $48,000,000 9 Ongoing disbursements over 2025–2026. No adverse flags. Likely exchange sub-wallet.

TYtRsvRY… (return) $38,000,000 7 Return flows to primary funder. Confirms internal treasury relationship.

20× $5M batch

recipients

$100,000,000 20 Feb 2026 only. Parallel batch to 20 distinct addresses is a liquidity rebalancing signature.

Other (84 addresses) $133,692,885 68 Smaller flows over 2025–2026. No adverse findings on any checked address.

No outflow has been traced to any sanctioned, illicit, or adversely-flagged destination. The February 2026 distribution burst pattern is unambiguously consistent

with treasury management software, not money laundering. The primary residual risk is the unidentified nature of TWzkgw7cR…; pending confirmation, it is

assessed as a regulated exchange wallet based on pattern context.

IN PLAIN ENGLISH

The money leaving this wallet goes to unidentified addresses, but none are flagged as dangerous, criminal, or sanctioned. The way money moves — in perfectly round batches,
systematically — looks like a bank’s back-office system. The key unresolved issue is simply: who owns the address that received the largest single batch ($150M)?

SOURCES

S1 OFAC / EU / UN sanctions lists — all 110 outflow addresses screened — Negative on all. 2026-04-19.

S2 Chainabuse / CryptoScamDB — scam database check — Zero reports on target or any outflow address.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.

KBF-2026-005 Page 11
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KALLISTI THDW2bQZic…nMf4 · TRON TRC-20 USDT · 2026-04-19

SECTION 11 — ADDRESS POISONING / SECURITY THREATS

Identifying active targeting of this address by adversarial actors.

Multiple spam and airdrop token deliveries constitute a low-grade address-poisoning operation. Nine distinct token types have been sent unsolicited by separate attackers. A

phishing-linked “AML Token” was delivered by an address with an unverified identity. The operational impact on an automated exchange treasury system is negligible.

THREAT TYPE SENDER / TOKEN DATE ASSESSMENT SEVERITY

AML Token airdrop TU7hYRunAnLd9thTgZDFM9MABMoNMy1sAY
Token: “AML Token”

Various Sender identity unconfirmed: law enforcement, private AML

firm, or phishing actor. Do not interact. Verify sender via

TRONSCAN entity tag and commercial AML databases.

MEDIUM

Spam token flood VANT, XENR, BPX, SUNDOG, bonk, trc20Ads, TrcAds,

GasFree, stUSD, others

2025–
2026

Classic airdrop spam. Tokens are worthless and designed to

pollute transaction history. Zero economic significance.

LOW

Active but low-impact. Spam token deliveries have no material effect on wallet operations. The AML Token delivery is the only item requiring follow-up to confirm

the sender’s identity. No evidence of transaction-level replay attacks, address impersonation, or targeted phishing with economic consequence.

IN PLAIN ENGLISH

This wallet receives junk tokens from various parties trying to get attention or trick someone into clicking something. For an automated exchange system, this is the equivalent of
spam email — annoying in the records but not dangerous. The one item worth verifying is who exactly sent the “AML Token” — it could be a legitimate firm trying to make contact, or
a scam.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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SECTION 12 — AIRDROP & SPAM TOKEN ANALYSIS

Cataloguing all unsolicited token deliveries and assessing risk.

Nine distinct non-USDT token types have been delivered to this address unsolicited. None have recognised market value. None have been forwarded or interacted with by

the wallet owner, consistent with automated treasury management software that ignores non-USDT assets.

TOKEN NAME SYMBOL SENDER ADDRESS QTY RECEIVED RISK CLASS

AML Token AML TU7hYRunAnLd9thTgZDFM9MABMoNMy1sAY 1 token VERIFY

trc20Ads COM trc20Ads Various Various SPAM

TrcAds Com TrcAds Various Various SPAM

VANT VANT Various Various SPAM

XENR XENR Various Various SPAM

BPX, SUNDOG, bonk, GasFree,

stUSD

Various Various Various SPAM

9 distinct spam token types confirmed. No interaction by wallet owner. Zero financial risk from any token except the AML Token (sender identity requires follow-up).

Spam volume is consistent with the wallet’s high profile as a large-volume TRON USDT address.

IN PLAIN ENGLISH

Nine different types of junk tokens have been thrown at this wallet. The owner has ignored all of them, which is correct. The only item worth looking at more closely is the “AML
Token” — it could be from a blockchain compliance firm trying to make contact. All other tokens are pure spam with no value and no risk.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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SECTION 13 — SMART CONTRACT & PROTOCOL INTERACTION

Characterising on-chain protocol usage patterns.

CONTRACT ADDRESS CALLS FUNCTION ASSESSMENT

Tether USD (USDT TRC-20) TR7NHqjeKQxGTCi8q8ZY4pL8otSzgjLj6t 231 transfer(address,uint256) STANDARD

Protocol Exposure Matrix

DeFi / DEX / AMM Zero interactions. No SunSwap, JustLend, or any DEX protocol.

Cross-chain bridges Zero interactions. No LayerZero, Multichain, or bridge protocol usage.

Staking / yield Zero interactions. No staking contract calls of any kind.

NFT / marketplace Zero interactions.

Mixer / tornado Zero interactions. Clean.

Governance / DAO Zero interactions.

The absence of any protocol interaction beyond basic USDT transfers is itself a significant finding. Exchange hot wallets are optimised for speed and minimal complexity;

DeFi interactions would introduce protocol risk, smart-contract risk, and compliance complexity that exchanges actively avoid in operational liquidity addresses. The single-

contract-single-method pattern is a strong positive signal for the CEX hot-wallet classification.

IN PLAIN ENGLISH

This wallet only ever does one thing: send USDT from one address to another. It has never interacted with any trading protocol, lending platform, bridge, or anything else. That
extreme simplicity is exactly what you would expect from an exchange’s operational wallet — they keep their plumbing simple.

SECTION 14 — SECURITY POSTURE

Assessing the technical and operational security of this address.

Wallet Type EOA (Externally Owned Account). No multisig or MPC architecture visible from on-chain data. Single key control inferred.

Key Management Cannot be determined from public data. Given high-frequency automated activity and exchange attribution, HSM or MPC key management is

likely but unconfirmable on-chain.

Fee Management Precision automated TRX top-ups. No manual fee management. Upstream treasury automation controls gas supply.

Spam Token Exposure 9 distinct spam token types received. Zero interactions by wallet owner. Operational risk: negligible.

Protocol Exposure Zero. Single-contract single-method interaction eliminates smart-contract risk entirely.

Reactivation Trigger Wallet entered standby post Feb-2026 distribution burst. Any outflow >$100K should trigger a monitoring alert and report update.

IN PLAIN ENGLISH

From what is visible on-chain, this wallet is well-operated. The system running it is automated and competent. Spam tokens are a nuisance but nothing more. The wallet has been
in apparent rest since February 2026, which is normal for an exchange wallet after a large rebalancing event.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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SECTION 15 — AML / RISK ASSESSMENT

Anti-money laundering evaluation across 8 standard criteria.

AML RISK RADAR — 8 CRITERIA

Sanctions

Fraud/Scam

Ransomware

Mixer

Exchange Source

Structuring

Third-Party

Addr. Poison

RISK SCORES

0.0 = CLEAR    1.0 = HIGH RISK

1. Sanctions (OFAC/EU/UN) 0.08 CLEAR

2. Scam / Fraud exposure 0.08 CLEAR

3. Ransomware / Darknet 0.08 CLEAR

4. Mixer / CoinJoin 0.08 CLEAR

5. Exchange source verification 0.40 UNVERIFIED

6. Structuring / Layering 0.08 CLEAR

7. Third-party risk score 0.35 LOW-MED

8. Address poisoning / attacks 0.30 ACTIVE

Composite AML Risk LOW–MEDIUM

Primary driver: unverified source-of-funds (criterion 5). All direct AML indicators clear.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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SECTION 15 (CONTINUED) — AML SCORECARD

CRITERION FINDING ASSESSMENT

1. Sanctions (OFAC/EU/UN) Target address screened against OFAC SDN, EU consolidated, and UN Security Council lists. Negative on all

three. All primary counterparties also screened — no hits.
CLEAR

2. Scam / Fraud exposure Chainabuse, CryptoScamDB queried. Zero reports against target or any counterparty address. CLEAR

3. Ransomware / Darknet No association with known ransomware groups, darknet markets, or illicit service addresses. Clean on all

checked databases.
CLEAR

4. Mixer / CoinJoin / Tumbler Zero interactions with any mixing service, CoinJoin coordinator, or obfuscation protocol. Protocol history is

entirely standard USDT transfer() .
CLEAR

5. Exchange / Custodian Source Primary funder carries Dune community label “possibly affiliated to WhiteBIT.” Genesis TRX from verified

Paribu Exchange. No first-party confirmation from either exchange as of report date.
MONITOR

6. Structuring / Layering Round-number batching ($50M, $5M, $1M) is consistent with treasury management discipline, not

structuring to avoid reporting thresholds. Outflow pattern is transparent, not layered.
CLEAR

7. Third-Party Risk Score No commercial risk score available (Arkham: no tag; OKLink: clean). Third-party risk is LOW-MEDIUM due

to unconfirmed attribution. Would downgrade to LOW on exchange confirmation.
LOW-MED

8. Address Poisoning / Attacks 9 distinct spam token types received. AML Token sender identity unconfirmed. No active poisoning attack

with economic consequence. Monitoring recommended.
MONITOR

WHAT THIS MEANS FOR YOU

This wallet scores clean on every direct AML indicator. There are no sanctions hits, no fraud reports, no mixer connections, no darknet links. The LOW-MEDIUM rating comes

entirely from the fact that we cannot confirm which exchange owns it. If WhiteBIT or Paribu confirms their connection to this wallet in writing, this assessment would

immediately move to LOW. That one piece of information is all that stands between the current rating and a clean bill of health.

SOURCES

S1 OFAC / EU / UN sanctions lists — Negative searches against target + all primary counterparties. 2026-04-19.

S2 Chainabuse / CryptoScamDB — Zero reports. 2026-04-19.

S3 OKLink TRON Explorer — secondary risk check oklink.com/tron/address/THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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SECTION 16 — NOTABLE EVENTS & ANOMALIES

Identifying deviations from expected patterns that warrant investigation.

ID DATE EVENT SEVERITY FORENSIC SIGNIFICANCE

A1 2026-02-05 to
2026-02-07

$381M distribution burst — 101 outflows in 72 hours. 3×$50M

batches to TWzkgw7cR… plus 20 parallel $5M transfers plus

residual flows. OnChainFlows classifies as “whale / internal

treasury rotation.”

NOTABLE Highest forensic significance event. Behaviour is

unambiguously algorithmic. Compressed timing and parallel

batch architecture confirm automated treasury management,

not human decision-making.

A2 2024-03-28 Paribu Exchange genesis activation. Wallet received 13,860 TRX

and 1,695.60 USDT from verified Paribu Exchange hot wallet

(TJEw7U8a…). Precision amounts consistent with automated

exchange provisioning scripts.

CONFIRMED The single strongest attribution anchor in the investigation.

Paribu entity tag is first-party confirmed on TRONSCAN.

Genesis provisioning is a reliable operational signature for

CEX hot-wallet setup.

A3 Recurring
throughout

100% round-number transaction amounts. All 231 substantive

USDT transfers use exact multiples of $1,000,000. 1 USDT probe

transfers precede large outflows.

NOTABLE Confirms automated treasury management software with

hard-coded transfer-amount logic. No human would maintain

perfect round-number discipline across 231 transfers over 25

months.

A4 Various 2025–
2026

AML Token delivery from unidentified sender

TU7hYRunAnLd9thTgZDFM9MABMoNMy1sAY. Sender identity

unconfirmed: could be a blockchain intelligence vendor,

compliance notification, or phishing actor.

MONITOR Sender identity requires one follow-up query. If a legitimate

AML vendor, the notification content may be material. If

phishing, no action required. Do not interact with the token.

A5 Post Feb 2026 Post-burst dormancy. Last substantive USDT flow was 2026-02-

07. Wallet in apparent standby for over two months at report date.

TRX dust arrivals continue but no USDT movement.

LOW Dormancy after large rebalancing is normal for exchange hot

wallets. The wallet may be retired, awaiting next operational

cycle, or replaced by a new address. Monitoring for

reactivation recommended.

IN PLAIN ENGLISH

The most notable thing about this wallet is its February 2026 distribution event, when it moved $381 million in 72 hours with machine precision. That is the signature of an
exchange system, not a person. Everything else — the Paribu activation, the round numbers, the spam tokens — all reinforces that picture. Nothing here suggests criminal activity.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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SECTION 17 — OWNERSHIP ATTRIBUTION MODEL

Probability-weighted hypothesis ranking for the identity of the beneficial owner.

ATTRIBUTION HYPOTHESIS PROBABILITY WEIGHTING — SUM TO 100%

WhiteBIT Exchange Hot Wallet

55%
Dune Analytics label on target + primary funder · Bilateral flow with TYtRsvRY… · EU-licensed (Lithuania/Estonia) · Unconfirmed

Paribu Exchange Hot Wallet

20%
Confirmed genesis funding · TRONSCAN entity tag verified · Turkey / BDDK-regulated · Secondary to WhiteBIT on balance of evidence

Other CEX / OTC Desk

20%
Unidentified exchange or large OTC desk with Paribu provisioning access · Residual uncertainty

Private Individual

5%

Attribution Evidence Summary

SIGNAL TYPE CONFIDENCE SUPPORTS HYPOTHESIS

Genesis TRX funding from

TJEw7U8a4Asoh83EoB5Pk5YyfTadVZbb8h

ON-CHAIN HIGH Paribu Exchange involvement confirmed. Wallet was set up by

Paribu or at Paribu’s direction.

Dune Analytics community label: “possibly affiliated to

WhiteBIT” on target + TYtRsvRY…

COMMUNITY MEDIUM WhiteBIT hypothesis. Community-sourced; requires

commercial trace to elevate to HIGH.

100% round-number discipline across 231 transfers over 25

months

BEHAVIOURAL HIGH Rules out private individual. Confirms institutional/exchange

classification with very high confidence.

101 outbound transfers in 72 hours (Feb 2026) classified as

treasury rotation

BEHAVIOURAL HIGH Exchange hot-wallet thesis. Liquidity rebalancing signature

not observed in private wallet behaviour.

Bidirectional flow with TYtRsvRY… (both primary funder and

return-flow recipient)

ON-CHAIN HIGH Internal treasury sibling relationship. Both wallets are likely

within the same organisation’s infrastructure.

WHAT THIS MEANS FOR YOU

The evidence strongly points to this being a legitimate exchange hot wallet, most likely operated by WhiteBIT with Paribu playing a setup or affiliate role. The probability weight

on illicit or private use is 5%, driven purely by the absence of written confirmation from either exchange. A single written response from WhiteBIT or Paribu would close this

investigation with a LOW risk rating.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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SECTION 18 — INVESTIGATOR NOTES & RECOMMENDED ACTIONS

Priority-ranked action plan to close open questions and finalise risk rating.

PRIORITY ACTION STEPS OWNER TIMELINE

HIGH Obtain written confirmation from WhiteBIT or Paribu Submit formal enquiry to WhiteBIT compliance

(compliance@whitebit.com) and Paribu

(compliance@paribu.com) requesting confirmation or denial of

beneficial ownership of THDW2bQZic…nMf4. A written response

promotes attribution to HIGH and closes the MONITOR item in

S15.

Analyst Within 2 weeks

MEDIUM Commercial cluster trace on TYtRsvRY… Run Chainalysis Reactor or Elliptic Investigator cluster trace on

TYtRsvRY5a23BHnm6pa3oCfPxoTeHtz12P. Objective: confirm or

refute WhiteBIT attribution via commercial attribution database.

Resolves OQ-1 and OQ-3.

Analyst Within 2 weeks

MEDIUM Set monitoring alert for post-dormancy reactivation Configure Arkham Intelligence address alert for any outflow

>$100K. Wallet in standby since 2026-02-07. Reactivation is the

most operationally informative next event; should trigger report

update within 24 hours.

Analyst Immediate —

ongoing

LOW Trace Feb-2026 distribution sinks + verify AML Token

sender

Transaction-history checks on TWzkgw7cR… and 20 parallel $5M

recipients. Confirms treasury rotation thesis (resolves OQ-5).

Also verify AML Token sender

TU7hYRunAnLd9thTgZDFM9MABMoNMy1sAY on TRONSCAN and

commercial AML databases.

Analyst Within 1 month

LOW Quarterly re-check of sanctions / scam lists Quarterly re-run against OFAC / EU / UN sanctions lists and

Chainabuse for target address and all primary counterparties.

Standing procedure for any large-volume address in active

monitoring.

Analyst Quarterly

What Would Change This Risk Rating

CONDITION EFFECT ON RATING RECOMMENDED RESPONSE

Primary funder or top sink appears on sanctions list or

identified as darknet / ransomware address

ESCALATES → HIGH Immediate client notification. Escalate to legal team.

Consider SAR filing depending on jurisdiction.

WhiteBIT or Paribu formally disavows any association with

the wallet or its primary funder

ESCALATES → MEDIUM Rerun attribution model. Demote S17 hypothesis weighting.

Expand counterparty investigation.

WhiteBIT or Paribu provides written confirmation of

beneficial ownership

DOWNGRADES → LOW Update report, close all MONITOR items in S15, finalise S17

with confirmed attribution.

Commercial cluster trace confirms TYtRsvRY… = WhiteBIT

infrastructure

DOWNGRADES → LOW Update S9 and S17 with confirmed data. Close OQ-1 and

OQ-3.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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SECTION 19 — OVERALL CONCLUSION & CONFIDENCE ASSESSMENT

Summary findings, key metrics, and final risk determination. Part 1 of 2.

WALLET  TYPE

CEX Hot
Wallet
WhiteBIT / Paribu

(suspected)

WALLET  AGE

25 mo
Mar 2024 → Apr

2026

USDT  RECEIVED

$511.7M
121 inbound

transfers

USDT  SENT

$469.7M
110 outbound

transfers

AML  RISK

LOW–MED
No direct AML flags · attribution
unconfirmed

OPEN  QUESTIONS

3 critical
OQ-1 OQ-3 OQ-5 unresolved

ADDRESS  POISONING

ACTIVE
9 spam token types · no economic

impact

→ THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4 processed $511.7M in and $469.7M out over 25 months, holding ~$42M at report date. All evidence points to CEX hot-wallet

classification. S2, S6

→ The wallet was genesis-funded by verified Paribu Exchange hot wallet on 2024-03-28. This is the strongest single attribution anchor: first-party confirmed on TRONSCAN. S3, S9

→ The primary inflow source TYtRsvRY… ($394M, 76.9%) is labelled “possibly affiliated to WhiteBIT” on Dune Analytics. This is community-sourced and not first-party verified.

Attribution confidence: MEDIUM-HIGH. S9, S17

→ 100% round-number transaction discipline across 231 substantive USDT transfers over 25 months confirms automated treasury management software. No human decision-

making fingerprint detected. S5, S6

→ February 2026: 101 outbound transfers totalling $381M in 72 hours. Classified as “whale / internal treasury rotation” by OnChainFlows. Pattern is unambiguously consistent with

exchange liquidity rebalancing. S4, S16

→ All 8 AML criteria screened: zero sanctions hits, zero scam/fraud reports, zero mixer exposure, zero darknet associations. MONITOR status on criteria 5, 7, and 8 due to

unconfirmed attribution and active spam tokens only. S15

LOW–MEDIUM. The wallet is assessed as a regulated-exchange hot wallet with high behavioural confidence. The rating reflects the absence of first-party exchange

confirmation, not the presence of any adverse finding. A single written confirmation from WhiteBIT or Paribu would immediately resolve the rating to LOW.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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SECTION 19 (CONTINUED) — CONFIDENCE MATRIX & RADAR. PART 2 OF 2.

CONFIDENCE RADAR — 7 ATTRIBUTES

Wallet Classification

Fund Provenance

Outflow Safety

AML Clearance

Ownership Identity

Security

Posture

Data Integrity

MED

ATTRIBUTE SCORES

1. Wallet Classification MED-HIGH

2. Fund Provenance MEDIUM

3. Outflow Safety MED-HIGH

4. AML Clearance HIGH

5. Ownership Identity MEDIUM

6. Security Posture MEDIUM

7. Data Integrity HIGH

HIGH = 1.0  ·  MED-HIGH = 0.75  ·  MEDIUM = 0.5  ·  LOW = 0.25

ATTRIBUTE CONFIDENCE BASIS / CAVEAT CLIENT RELEVANCE

Wallet Classification
MED-HIGH

All behavioural indicators confirm CEX hot wallet. EOA type means

underlying key management cannot be verified on-chain.

Very high confidence this is an exchange wallet.

Not cold storage, not individual use.

Fund Provenance

MEDIUM

Primary funder carries credible but unconfirmed WhiteBIT label. No

inflow traced to illicit source.

Cannot issue clean provenance certificate

without exchange confirmation. No adverse

finding either.

Outflow Safety

MED-HIGH

All outflows screened clean on sanctions, scam, and darknet databases.

TWzkgw7cR… unconfirmed but context strongly supports regulated

exchange.

No funds sent to any known adverse destination.

AML Clearance
HIGH

Clean on all 8 AML criteria at the direct-flag level. MONITOR items are

attribution gaps, not adverse findings.

No active AML red flags. Most certain attribute in

this report.

Ownership Identity
MEDIUM

WhiteBIT (55%) or Paribu (20%) or other CEX (20%) or private (5%).

Exchange confirmation is the only resolution path.

Beneficial owner cannot be formally identified

from public data alone.

Security Posture
MEDIUM

No breaches, no exploits, adequate operational discipline. Key custody

model unconfirmable on-chain.

No evidence of compromise. Cannot confirm

institutional-grade key custody.

Data Integrity
HIGH

All 245 TRC-20 + 326 TRX records cross-verified between TRONSCAN

CSV and OKLink. Complete history to 2026-04-19.

This report is based on a complete and verified

on-chain dataset.

WHAT THIS MEANS FOR YOU

The two HIGH-confidence attributes are AML Clearance and Data Integrity — the clean AML bill is solid and the underlying data is complete. The MEDIUM attributes driving the

LOW-MEDIUM rating are Fund Provenance and Ownership Identity, both of which resolve on the same single action: written confirmation from WhiteBIT or Paribu. This is a

report with one remaining open door, not an unresolvable investigation.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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SECTION 20 — EXECUTIVE SUMMARY

Non-technical summary for decision-makers.

Subject: TRON blockchain address THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4 — KBF-2026-005 — Risk: LOW–MEDIUM — Report date: 2026-04-19.

This wallet has processed approximately half a billion dollars in USDT stablecoin over 25 months on the TRON blockchain. It holds roughly $42 million at report date. Every

aspect of its behaviour — the way it was set up, how it receives funds, how it sends them, the amounts it uses, the timing of its transactions — is consistent with the

operational treasury wallet of a regulated cryptocurrency exchange.

The wallet was set up in March 2024 by a verified Turkish exchange (Paribu) which provided the initial funding. The largest source of incoming USDT — a single address that

sent $394 million across 11 transfers — carries a community label on Dune Analytics linking it to WhiteBIT, a European exchange regulated in Lithuania and Estonia. This

label has not been independently verified through first-party exchange confirmation, which is the sole basis for the LOW-MEDIUM rating rather than LOW.

In February 2026, the wallet distributed $381 million across 101 separate transfers in 72 hours. This event was classified by blockchain monitoring services as an internal

treasury rebalancing operation. The compressed timing and mechanically precise batch amounts rule out human operation.

Screening of the wallet and all counterparties against OFAC, EU, and UN sanctions lists, fraud and scam databases, darknet association records, and mixer exposure

databases returned zero adverse findings. There are no red flags on any direct AML indicator.

CONCLUSION  IN  ONE  PARAGRAPH

This address is almost certainly an exchange hot wallet operated by WhiteBIT, Paribu, or a comparable regulated exchange. The money flowing through it is

consistent with institutional treasury management, not with money laundering, fraud, or illicit activity. The LOW-MEDIUM risk rating reflects the absence of formal

confirmation from the exchange, not the presence of any adverse evidence. If WhiteBIT or Paribu confirms in writing that they operate this address, the risk rating

should be revised to LOW and the investigation closed.

WHAT THIS MEANS FOR YOU

If you need to make a compliance decision about this address, the evidence strongly points to a legitimate regulated exchange, but we cannot hand you a signed confirmation

letter yet. One inquiry to WhiteBIT or Paribu’s compliance teams — asking them to confirm or deny ownership — would resolve this in days. The investigation has done

everything public data allows; the remaining step requires direct exchange engagement. We recommend treating this address as LOW risk pending that confirmation, with a

clear escalation trigger if either exchange denies ownership.

Prepared by: Kallisti Blockchain Forensics — KBF-2026-005 — Report date: 2026-04-19 — Classification: CONFIDENTIAL

All findings are based on publicly available blockchain data and open-source intelligence. Attribution assessments are analytical opinions and do not constitute legal findings. This report should not be relied upon
as legal or financial advice.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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APPENDIX A — MASTER SOURCE LIST

All sources consulted in the preparation of this report. Ordered by significance.

1TRONSCAN Block Explorer — Primary transaction data (CSV exports)

tronscan.org/#/address/THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4
Used in S1–S16. 245 TRC-20 transfers + 326 TRX transactions. CSV exports retrieved and cross-verified 2026-04-19. Primary source for all amounts, counterparty addresses, and timestamps.

2TRONSCAN — Genesis transaction (Paribu Exchange primer)

tronscan.org/#/transaction/98d12bc02a4b66c7e81d74a81bcfbe22dbb39c1fe7b4ac6d6fde4a5db6308b01
Used in S3, S9. First on-chain transaction. 2024-03-28 inflow of 13,860 TRX + $1,695.60 USDT from Paribu Exchange hot wallet (TJEw7U8a4Asoh83EoB5Pk5YyfTadVZbb8h). Paribu entity tag verified on
TRONSCAN.

3TRONSCAN — Paribu Exchange hot wallet (tagged)

tronscan.org/#/address/TJEw7U8a4Asoh83EoB5Pk5YyfTadVZbb8h
Used in S3, S9. First-party TRONSCAN entity tag: “Paribu Exchange.” Foundation for the only HIGH-confidence attribution in the funder set.

4TRONSCAN — USDT TRC-20 contract reference

tronscan.org/#/contract/TR7NHqjeKQxGTCi8q8ZY4pL8otSzgjLj6t
Used in S6, S13. Canonical Tether TRC-20 issuer contract. All 231 USDT transfers invoke transfer(address,uint256) on this contract exclusively.

5OKLink TRON Explorer — Secondary on-chain verification

oklink.com/tron/address/THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4
Used in S1, S5, S14, S15. Cross-verification source. Balance figures and top counterparties matched against TRONSCAN. No adverse risk indicators.

6Arkham Intelligence — Entity / label / risk check

intel.arkm.com/explorer/address/THDW2bQZicUiuJxkWHhtmva9b37JFWnMf4
Used in S1, S9, S15, S17. No entity tag assigned to target. No adverse risk signals on target or any top counterparties. Screenshotted 2026-04-19.

7Dune Analytics — USDT on Arbitrum vs Tron dashboard

dune.com/elya3/usdt
Used in S1, S3, S7, S9, S15, S17, S19. Community-maintained dashboard labels target and primary funder TYtRsvRY… as “possibly affiliated to WhiteBIT.” Strongest single attribution signal; rests on community
labelling not first-party disclosure.

8OnChainFlows — Whale transaction analysis (Feb 2026 treasury rotation)

onchainflows.io/transaction/0cc8a8c694af1373b829efcc3c11650a597a75352d886d0d3191052b4c27dca5
Used in S2, S4, S10, S16. Classifies Feb 2026 outflow as “whale / internal treasury rotation,” corroborating the CEX-rebalance thesis.

9Sanctions lists — OFAC, EU consolidated, UN Security Council

home.treasury.gov/policy-issues/financial-sanctions · webgate.ec.europa.eu/fsd · scsanctions.un.org
Used in S10, S15. Negative-result searches against target and all primary counterparties. No hits as of 2026-04-19.

10Scam / abuse databases — Chainabuse, CryptoScamDB

chainabuse.com · cryptoscamdb.org
Used in S15. Negative-result searches. Zero reports tied to the target address or any counterparty.

11Exchange corporate records — WhiteBIT and Paribu

whitebit.com · paribu.com
Used in S9, S17. Corporate registration and licensing information for jurisdictional context. WhiteBIT: EU-licensed (Lithuania/Estonia). Paribu: Turkey, BDDK-regulated.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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APPENDIX B — GLOSSARY OF TERMS

Definitions of technical and forensic terminology used throughout this report.

Address Poisoning An attack technique in which an adversary sends small or zero-value transactions from an address that visually resembles a known counterparty,

aiming to trick the wallet owner into copying the attacker’s address for a future transaction. In this report, includes the broader category of

unsolicited spam token deliveries.

AML Anti-Money Laundering — a framework of laws and procedures to prevent criminal proceeds from being disguised as legitimate funds. In blockchain

forensics, AML analysis involves screening wallet addresses against sanctions lists, fraud databases, darknet association records, and mixer

exposure data.

Attribution The process of linking a blockchain address to a real-world entity. Confidence levels: confirmed (first-party entity tag or legal disclosure), inferred

(community label or behavioural analysis), or unknown (no available signal).

CEX (Centralised Exchange) A cryptocurrency exchange that operates as a custodial intermediary, holding user funds and managing keys on behalf of customers. CEX hot

wallets are internet-connected operational wallets used for customer withdrawals and liquidity management.

EOA (Externally Owned

Account)

In TRON and Ethereum ecosystems, a standard address controlled by a private key, as opposed to a smart contract address. EOAs initiate

transactions; smart contracts execute logic in response.

Hot Wallet A cryptocurrency wallet actively connected to the internet and used for regular operational transactions. Exchange hot wallets handle customer

withdrawals, liquidity provisioning, and inter-wallet transfers.

Layering The second stage of money laundering, in which funds are moved through multiple transactions or accounts to obscure their origin. Identified in

blockchain analysis by multi-hop transfers with deliberate obfuscation, use of mixers, or structuring.

OFAC Office of Foreign Assets Control — U.S. Treasury agency that administers economic and trade sanctions. The OFAC SDN (Specially Designated

Nationals) list identifies parties subject to U.S. sanctions.

Structuring Breaking a large transaction into smaller amounts to evade reporting thresholds. In blockchain forensics, identified by systematic sub-threshold

transactions. This wallet’s round-number batching is assessed as treasury management discipline, not structuring.

TRC-20 A token standard on the TRON blockchain, equivalent to ERC-20 on Ethereum. USDT issued under TRC-20 is the dominant stablecoin by volume on

TRON and the sole asset of economic significance in this investigation.

Treasury Rotation Internal movement of funds between wallets within the same organisation’s treasury infrastructure, typically to rebalance liquidity. Treasury

rotations are not customer transactions; they are operational bookkeeping. The February 2026 distribution burst is classified as a treasury rotation

by OnChainFlows.

USDT (Tether USD) A U.S. dollar-pegged stablecoin issued by Tether Operations Limited. Each USDT is intended to be backed 1:1 by USD or equivalent assets. USDT on

TRON (TRC-20) is widely used for cross-exchange settlement and exchange hot-wallet operations.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not legal
findings.
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