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TNig9AXBp...ZH81 - TRON - 2026-04-22

SECTION 1 — TARGET IDENTIFICATION & WALLET METADATA

Who or what is this wallet, and what do we know before analysis begins?

Wallet Address
Blockchain
Address Type
First Activity

Last Activity
Wallet Age

Total Records

Net USDT Balance

Public Attribution

Wallet Character

IN PLAIN ENGLISH

TNig9AXBp9EjUqhDhrwrivAA8U3GUQZH81

TRON (TRX) — Mainnet

EOA — TRC-20 compatible

2021-03-04 05:41:00 UTC

2026-04-07 16:53:54 UTC (TRX dust inflow)

1,860 days (5.1 years)

762 (438 transfer records - 324 transaction records)
~$212,922,653.49 (data-verified; anomalous row excluded)

No Arkham label, no WalletExplorer cluster, no public identity. Operational behaviour confirms: layering hub, artificial volume node, illicit-
finance adjacent environment.

Not cold storage. Not yield farming. Not a payment processor. A systematic USDT accumulation and layering hub: $228M received from
unattributed senders, a closed-loop wrap-token volume cycle operated in parallel, and $15.7M distributed to a diffuse recipient network —
with zero legitimate economic activity across 5.1 years.

This TRON wallet received approximately $228 million in stablecoin (USDT) from a small network of anonymous addresses. It never used the money for anything legitimate —
notrading, no investing, no payments to identifiable businesses. It simply collected the money, ran an artificial transaction scheme to create fake volume, and paid out
$15.7 million to unknown recipients. The wallet is a textbook example of a financial layering operation.

[2] Transfer Data — Transfers_20260422
tronscan.org/#/address/ TNiq9AXBp9EjUghDhrwrfvAABU3GUQZH81

[2] Transaction Data — Transactions_20260422

tronscan.org
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SECTION 2 — FINANCIAL OVERVIEW

How much money has moved through this wallet?

METRIC VALUE NOTES
USDT IN (clean) $228,654,371.19 167 real inflows from 60+ senders — anomalous row excluded
USDT OUT $15,731,717.70 69 outflows to 20+ recipients
Net USDT Retained ~$212,922,653.49 Data-verified
Anomalous Row 212,922,653,485 USDT TF209ALL 2026-03-27 — ~70x global supply — data artefact, excluded
TRX Balance ~677.93 TRX Negligible — gas dust
Wrap Token Residual ~154,000 units Five variants: wST / wUS / wUST / WrapUS / WRAP
USDT Throughput ~$244..4M Combined clean in + out
Annual USDT Activity
Year USDT In USDT Out  Character
2021 $15,996,678 $4,560,433 Initial phase — active daily outflows
2022 $88,589,528 $0 Pure accumulation — zero outflows
2023 $124,067,886 $11,171,270 Peak year — $111M single inflow Jan 22

2024-2026 <$300/yr <$20/yr Operational wind-down — dust only

Fund Flow Summary

$228,654,371 ~$212,922,653 $15,731,717

USDT IN (CLEAN) NET RETAINED USDT OUT

IN PLAIN ENGLISH

$228 million flowed into this wallet over five years. Only $15.7 million came back out to identified recipients. The remaining $212.9 million sits in the wallet with no apparent
legitimate purpose — a nine-figure USDT holding that never earned yield, never bought anything, and never went through a regulated exchange.

[11 Transfer Data
tronscan.org
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SECTION 3 — ASSET PORTFOLIO & COIN PROVENANCE

What assets does this wallet hold, and where did they originate?

TOKEN BALANCE / NET
usDT ~$212.9M net

wST / wUS / wUST / WrapUS / WRAP ~154k residual

TRX ~677.93 TRX

0COoS 10,000,000

ICD 1,396,500

PNBVC -8,518,166 (outflow)
trxgift.com 666,666

US DT (spaces) 1,000,099

hal38 com / 2580k.COM / YZGPF.COM Dust

GWB / JTK / SUNFE / GCB etc. Dust

Data Artefact Note — 212,922,653,485 USDT

PROVENANCE

Primarily TCXfhTDMuS ($166.6M) + TD2BiYkihphjrK ($30M) — all unattributed
Closed-loop cycle with TCXfhEKNqASdJInhP4 — same address both ends

Dust inflows — gas provisioning from external addresses

TGn1luvntAVntT1pG8 — Apr 3 2026 — non-standard token

Unknown sender

Sent Aug 2023 to TH7hBsvT4 — appears in multiple wallets this series
Phishing airdrop — fake gift card scheme

USDT impersonation token with spaces in name

Known scam domain tokens — recurring cross-series

Recurring low-value spam tokens — cross-series pattern

STATUS

HIGH RISK

AML FLAG

LEGIT

UNKNOWN

UNKNOWN

REVIEW

PHISHING

PHISHING

PHISHING

SPAM

On 2026-03-27, transfer hash 36498cb191... shows TF209ALL19F2LDk5kXf2tTmAHK3UjUgaWX sending 212,922,653,485 USDT to the target — a figure
approximately 70 times the total USDT in global circulation. This is a confirmed data artefact (likely a token ID misread or mislabelled token in the Tronscan export)
and carries zero realeconomic weight. It is excluded from all financial calculations in this report.

IN PLAIN ENGLISH

The only real asset in this wallet is USDT — and $212 million of it is sitting with no apparent purpose. The five 'wrap tokens' (wST, wUS, etc.) are not real assets — they are
fake tokens used to generate fake transaction volume. The phishing tokens were sent by scammers trying to trick the wallet owner, and were not interacted with.

[1] Transfer Data
tronscan.org

[2] TronScan token registry
tronscan.org
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SECTION 4 — ACTIVITY LIFECYCLE ANALYSIS

How has this wallet's behaviour evolved over time?

Phase Period Description USDT Volume

Mar-Apr  TJ45EBCYKxRux sends $5.1M across 32 txs at 2-3/day — automated layering from inception. Concurrent

Initial activity ~$16Min / $4.6M out

2021 rapid USDT outflows to multiple addresses.
Early May-Aug TZ3xL5jeBXyo sends 4 tranches: $6.2M, $2.8M, $5.4M, $2.1M. Outflows to multiple smaller recipients in .
. ~$16.5Min
accumulation 2021 parallel.
Major Jan-Aug  TTIiDLWE6 sends $8.6M. TCXfhTDMuS begins: $20.5M (May), $12M (Jul), $10M (Aug). TD2BiYkihphjrK: $15M + $88.6Min
~$88.6M i
accumulation 2022 $10M. Zero outflows all year.
PEAK — Jan Jan 22-28 TFthTE?MuS dgllvers $111Min a SINGLE transaction (Jan 22) — the largest inflow. Further $12.3M on Jan 28. ~$124Min / $11.2M out
2023 2023 Distribution begins: $10.85M returned to TCXfhTDMus.
i e Feb-Jun  TCXfhEKNgASdInhP begm# systemétlc wrap token cycling. F!ve variants (wST/pr/wUST/\NrapUS/WRAP) Wrap only — no USDT
2023 sent to target and returned in near-identical amounts. 19-38 inbound txs per variant.
Wind-down 2024~ Near-zero USDT activity. Energy delegations maintained through Nov 2024 — wallet maintained but not <$300/yr

present actively traded. OCOS inflow Apr 2026 suggests possible repurposing.
TI4A5EBCYKXRuxXhWUnWvpTYKfudbPDtunS — the earliest and most prolific sender — delivered $5.1M across 32 individual transactions at 2—3 per day for weeks in
early 2021. This high-frequency, structured inflow pattern from wallet inception is consistent with automated layering from day one. Not a typical peer-to-peer or OTC
transfer pattern.

IN PLAIN ENGLISH

This wallet had three years of active operation (2021-2023) followed by almost total silence. The busiest year was 2023, when over $124 million arrived — including $111
million in one single transfer. After that peak, the wallet was essentially switched off. This is a common pattern in money laundering operations: accumulate, distribute,
abandon.

[a] Transfer Data
tronscan.org
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SECTION 5 — TRANSACTION MICROSTRUCTURE & FULL TX LEDGER

What do individual transactions reveal about how this walletis operated?

Profile
TX Types
Counterparties

Probe Protocol

Apr 3 2021 burst

762 total records across 1,860 days. 438 transfers (369 in / 69 out). 324 txns (270 in / 54 out).

153 TransferContract - 117 TransferAssetContract - 49 TriggerSmartContract - 6 DelegateResource/UnDelegate

60+ unique senders - 20+ unique recipients —asymmetric funnel structure confirms consolidation hub

Consistent $1-$2 test sends immediately before large USDT distributions. Confirmed across Apr 2021 and Jan 2023. Deliberate address

verification before moving large sums.

Single day: $1 test + $467,009 to TC8pcolv; $1 test + $467,009 to TVvi2m1tj; $1 test + $467,009 to TScxFMKm. Three simultaneous
probe-and-send distributions — classic layering split.

Key Substantive Transactions (dust omitted)

DATE (UTC)
2021-03-04
2021-03-06
2021-03-16
2021-04-03
2021-04-19
2022-01-07
2022-05-07
2022-05-25
2022-07-10

2022-08-14

DIR.

COUNTERPARTY
TVD3ypEDM7sh5isGtZG21u7tLjQWN6AOWX
TMdr9wuhxL16HZuhSq5ybm7Tt8QTM7T25M

TRX8NbW3gGRyYmDsvkNWjaGgnA74s3ZbRM

TC8pcodv... / TVvE2mitj... / TScxFMKm...

TNBVWN7BBvQ2Lsm7K2£XCNF5qUIXXcny30
TTiDLWE6EZK80okMIV6ijga2yrHEW2piST9
TD2BiYkihphjTK35YQy1QGxGotSo86vVnk
TCX£hTDMuS6pbECEOACPCBE2ENNhMAAEWD
TCXEhTDMuS6pbfCEOACPCBE2ENNhMAAEWh

TCX£EhTDMuS6pbfCE0ACPcBEf2EnnhMAAEWh

TOKEN

usDT

uspT

usDT

uspT

uspbT

uspT

uspbT

uspT

uspbT

uspT

AMOUNT
10,000

15,000 (3 txs)
630,294 (4 txs)
~$1.4M (split)
1,493,824
8,600,000
14,989,521
20,500,000
12,000,000

10,000,000

TX HASH

5f8e403b. .

2c509ef2. ..

e0b7822c. ..

diéd7c2d. ..

a453f5d7. ..

7f££5a0c5. ..

aach0248. ..

a307351fd. ..

caleda2c...

EEERE; - o

.14

+2

+3

NOTES

First outflow

3 rapid sends

Repeated same address
3-way probe-and-send split
Large single outflow
Secondary funder

TD2Bi — 2nd largest funder
TCXfh family — primary funder
TCXfh family

TCXfh family
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Continued — Key Transactions (2023 onwards)

DATE (UTC) DIR. COUNTERPARTY TOKEN AMOUNT TX HASH NOTES

2023-01-22 IN TCX£hTDMuS6pbfCE0ACPcBEf2EnnhMAAEWh USDT 111,000, 000 d7c311£8. .. LARGEST — 48.5% of all inflows

2023-01-22 TCXEhTDMuS6pbfCEOACPCBE2ENnhMAAEWH usDT 10,850,000 €4910d27. . . Same sender, 20 hrs later —
bilateral

2023-01-28 IN TCXEhTDMuS6pbfCEOACPcBE2EnnhMAAEWh USDT 12,264,623 86e65ecO. . . TCXfh family

2023-02-24 TCX£hTDMuS6pbfCE0ACPcBf2EnnhMAAEWH USDT 153,051 ble®94db. .. Same amount as wrap cycle units

2023-08-11 TH7hBsvT4Rb5gm83aUnoUggA28u72Wms2x PNBVC 8,518,166 c18e9ed7. .. Cross-series anomaly token

2026-03-27 ERR TF209ALL19F2LDk5kXf2tTmAHK3UjUgaWX USDT 212,922,653,485 36498ch1. .. DATA ARTEFACT — excluded

2026-04-03 IN TGnluvntAVntT1pG8o7qoKkbViiYfeg6Gj 0CO0S 10,000,000 97cfalaa. .. New 2026 — possible reactivation

IN PLAIN ENGLISH

The most striking transaction is $111 million arriving in a single transfer on January 22 2023 — and then $10.85 million leaving to the same sender 20 hours later. That
back-and-forth between the same two addresses is the financial equivalent of passing cash between your left and right hands. There is no legitimate commercial reason to
dothis at $111 million scale.

[11 Transfer Data
tronscan.org
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SECTION 6 — ACCOUNT STRUCTURE ENGINEERING

How is this wallet technically constructed?

No Yield / No DeFi

Asymmetric Funnel

DelegateResource

2024 Wind-down

Probe Protocol

No Protocol Interaction

IN PLAIN ENGLISH

Despite ~$212M in USDT across 5 years, the wallet never used JustLend, SunSwap, or any yield protocol. USDT sits or flows — never works.
Statistically inconsistent with legitimate treasury management. Consistent with a staging or pass-through wallet where return on capital is
irrelevant.

60+ unique senders / 20+ recipients — funds converge from many directions and exit through a narrow controlled set. Classic consolidation
hub structure used in layering operations.

Three DelegateResourceContract + UnDelegate pairs from external addresses provisioning TRX energy. Confirms an active, technically
sophisticated operator who managed energy costs through Nov 2024. This wallet was not abandoned after 2023.

After $212M+ accumulated 2021-2023, near-zero USDT activity from 2024. Energy delegations continued through Nov 2024 — suggests
wallet was maintained. Operator likely migrated to a new address post-accumulation.

Consistent $1-$2 test sends before large distributions. Not an inexperienced retail wallet — deliberate, experienced operational security
from a practised operator.

Zero smart contract interaction beyond USDT transfers. No bridges, no DEX, no lending protocols. Minimal on-chain footprint deliberately
maintained.

A legitimate company or individual holding $212 million in stablecoin for five years would almost certainly put some of it to work — earning interest, investing, paying
suppliers. This wallet did none of that. It just sat on the money, occasionally moved chunks of it to unnamed recipients, and ran a fake transaction scheme on the side. This
behaviour pattern has no innocent explanation.

2] Transaction Data
tronscan.org
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SECTION 7 — TRANSACTION FLOW ARCHITECTURE

Where did the money come from, and where did it go?

Tier 1 — Primary USDT Funder: TCXfhTDMuS 6pbfCEoACPcBf2EnnhMAAEWh

Total Sent to Target $166,567,676 in 7 transactions — 72.8% of all clean USDT received
Largest Single TX $111,000,000 on January 22 2023 — hash d7¢311f8...
Bilateral Flow Target returned $11,171,051 to TCXfhTDMuS — confirms either same operator controls both, or an OTC arrangement where partial

proceeds are returned to the primary source.

Key Observation Asingle unattributed address delivered $166M to this wallet across 2022-2023. No legitimate commercial relationship of this scale and
duration leaves zero public footprint.

Tier 2 — Secondary Funders (all unattributed)

Address Amount XS Period
TD2BiYkihphjrk35YQy1QGxGotSo86wnk  $29,989,521 3 May-Jun 2022
TZ3xL5jeBXyo8jPDvh2veBtizZClozHq81t  $16,500,000 4 2021-2022
TTiDLWE6fZK8okMIvéijga2yHe6w2pisro  $8,600,000 1 Jan 2022
TIASEBCYKxRuXXhWUnWypTYKfudbPDtuns $5,093,016 32 Mar-Apr 2021 — HIGH FREQUENCY

Tier 3 — The Wrap Token Closed-Loop Cycle (Critical AML Indicator)

TCXfhEKNgASdInhP4qdRp5yo6G5WNAAEWH is a sister address to TCXfhTDMuS (they share the rare 6-character prefix TCXfhT/TCXfhE, indicating programmatic
generation from the same key infrastructure). It operates a self-contained artificial volume cycle:

1. TCXfhEKNgASdInhP sends large quantities of wST, wUS, wUST, WrapUS, and WRAP tokens to target.

2. Target returns near-identical quantities back to TCXfhEKNgASdJInhP.

3. Cycle repeats across all five variants simultaneously via 19-38 inbound transactions per variant.

4.The same entity controls both ends. ~7.5 million wrap units cycled in total. Zero economic value created.
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WRAP TOKEN

IN FROM TCXFHEKNQ

OUT TO TCXFHEKNQ

Niq9AXBp...ZH81 - TRON - 2026-04-22

NET RESIDUAL

wST 306,509.47 (38 txs) 306,102.00 (2 txs) 407 .47
wUS 306,485.37 (34 txs) 153,051.00 (1 tx) 153,434.37
wUST 153,254.74 (19 txs) 153,051.00 (1 tx) 203.74
WrapUS 306,509.47 (38 txs) 306,102.00 (2 txs) 407.47
WRAP 153,254.74 (19 txs) 153,051.00 (1 tx) 203.74

Understanding the Wrap-Token Scheme — How It Works

The wrap token cycle is the most technically distinctive feature of this wallet. Understanding it requires knowing what these tokens are, why they were created, and
what purpose the cycling serves.
What are wrap tokens? WST, wUS, wUST, WrapUS, and WRAP are self-issued TRC-10 tokens. TRC-10 is TRON's lower-level protocol-native token standard —no
smart contract required, minimal cost to create. These tokens have no exchange listing, no market price, no economic utility, and no
underlying asset. They were created solely for this scheme. Each of the five variants is functionally identical — they differ only in name.

The cycling mechanism TCXfhEKNgASdInhP4 (a sister address in the TCXfh family) holds large reserves of all five token variants. It sends batches to the target
wallet — 19 to 38 separate transactions per token type, staggered over weeks. The target then returns near-identical amounts back to
TCXfhEKNgASdInhP4. The same entity controls both ends. No value changes hands. The entire cycle is self-dealing.

Why five variants? Using five independently-named tokens multiplies the apparent transaction count by 5x. A single wrap token cycling 153,000 units
generates ~20 transactions. Five tokens cycling simultaneously generates ~100 transactions — all from and to the same address. The
diversity of names (wWST, wUS, wUST, WrapUS, WRAP) also makes automated pattern detection harder: each token appears as a separate

asset in analytics tools, obscuring that they are all the same scheme.

What does it obscure? Two things. First, it inflates the wallet's transaction count from ~13 substantive USDT events to 762 total records — making the wallet
appear to be a busy, active address rather than a simple accumulation node. Second, interleaving hundreds of wrap transactions with the
real USDT movements makes it harder toisolate and sequence the genuine economic activity. It is the on-chain equivalent of adding noise to

asignal.

The 153,051 USDT coincidence On Feb 24 2023, the target sent exactly 153,051 USDT to TCXfhTDMuS — the same amount as the nominal wrap token unit size. This may
be coincidental, or it may indicate the wrap cycle amounts are denominated to match or obscure specific USDT transfer values. Either way, it
confirms the TCXfh family operates as a coordinated unit.

AML classification Under FATF guidelines, this constitutes wash trading — creating artificial transaction volume with no genuine change of beneficial
ownership. It also serves a layering function: generating transaction complexity to obscure the origin-to-destination trail of the real USDT

flows. Both typologies are confirmed.

Tier 4 — USDT Outflow Recipients (all unattributed)

Address Total Received Txs Note
TCXfhTDMuS6pbfCE0ACPCBI2EnnhMAAEWh  $11,171,051 4 Partial return to primary funder
TNBVWn7BBvQ2Lsm7K2fXCNF5qUiXXeny3o $1.493,874 2 -

TScxFMKmra6sfK2KDkZGHkyK6NnECBaVjo $934,019

TRX8NbW3gGRyYmDsvkNWjaGgnA74s3ZbRM $630,294

TC8pcoVTNENZ8BNzPo20tGNdmDwx8STI  $468,169 Received probe $1 then fullamount

N WA W

TVvf2m1tj1xsU6iB1xIhHkwFScuNgglhy $467,010 Received probe $1 then fullamount

The TCXfh address family: TCXfhTDMuS (primary funder), TCXfhEKNgASdInhP (wrap cycler),and TCXsSMDFVb4T1PK 7k (zero-value sends) share an identical 6-
character TRON address prefix. This prefix sharing indicates programmatic address generation from the same seed or key infrastructure. The same operator almost
certainly controls all three addresses and the target wallet.

IN PLAIN ENGLISH

One address — TCXfhTDMuS — sent $166 million to this wallet and got $11 million back. A sister address — TCXfhEKNGASdInhP — ran a fake transaction loop using
worthless tokens. All three addresses share the same rare 6-letter prefix, confirming they were made by the same person using the same tools. This is a coordinated
operation, not unconnected parties.

WHAT THIS MEANS FOR YOU

If your organisation has received funds from this wallet, or sent funds to it, you have interacted with what appears to be a money laundering infrastructure. The $11.2M
returned to the primary funder and the $15.7M distributed to other unattributed recipients may represent proceeds being integrated into the financial system. Consult your
AML compliance officer immediately.

2] Transfer Data
tronscan.org

2] WalletExplorer address prefix pattern analysis
walletexplorer.com
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SECTION 8 — UPSTREAM / DOWNSTREAM MULTI-HOP ANALYSIS

What lies one or two hops beyond the direct counterparties?

CONDITIONAL SECTION — PARTIAL DATA AVAILABLE

Full multi-hop tracing was not performed for this report due to the absence of a full TRON graph traversal tool in the current data set. The following observations are based on
direct counterparty analysis only. TCXfhTDMuS and TD2BiYkihphjrK are the two highest-priority targets for multi-hop tracing — identifying the upstream sources of their
combined $196M into the target would materially advance attribution.

Direct Upstream Summary

Address Direction Volume Attribution

TCXThTDMuS6pbfCEOACPCBI2EnnhMAAEWH TN (primary) $166.6M

TD2BiYkihphjrK35YQy1QGxGotSo86wWnk IN $30.0M

TZ3xL5jeBXyo8jPDvh2veBtJZCJozHq81t IN $16.5M

TTiDLWE6fZK80kMIv6ijgd2yrH 6W2pjSr9 IN $8.6M

TJI45EBCYKxRuxXhWUnWvpTYKfudbPDtunS  IN (high-freq) $5.1M /32 txs

TCXfhEKNGASdInhPAqdRp5Syo6G5WNAAEWh BILATERAL (wrap) 7.5M units cycled

Allsix primary counterparties are unattributed. There are no confirmed exchange deposits, no identified DeFi protocols, and no public entity labels in the upstream

chain. The complete opacity of the supply chain is itself a significant AML indicator — legitimate institutional flows of $228M typically leave at least partial exchange or
custodian fingerprints.

IN PLAIN ENGLISH

We know who sent money to this wallet, but we do not know where those senders got their money from. This is by design — the goal of a layering operation is to make it as
hard as possible to trace the original source. The total absence of any recognisable exchange or institution in the upstream chain suggests the original funds were
deliberately obscured before reaching this wallet.

[1] Transfer Data
tronscan.org
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SECTION 9 — FUNDER ATTRIBUTION & RESIDUAL QUESTIONS

What do we know about who funded this wallet?

Funder Summary — All Substantive Counterparties

Address USDTIn Txs Attribution Risk

TCXthTDMuS6pbfCE0ACPCBI2EnnhMAAEWH - $166,567,676 7 UNATTRIBUTED — likely same operator (bilateral) CRITICAL

TD2BiYkihphjrk35YQy1QGxGotSo86wWnk $29,989,521 3 UNATTRIBUTED HIGH

TZ3xL5jeBXyo8jPDvh2veBtiZCJozHq81t $16,500,000 4 UNATTRIBUTED HIGH

TTiDLWE6fZK80kMIv6ijga2yrH 6W2pjSr9 $8,600,000 1 UNATTRIBUTED HIGH
TIASEBCYKRuXhWUNWypTYKfudbPDuns  $5,093,016 32 UNATTRIBUTED — high-frequency automated pattern Jighield
TQW4meC2QLkuAbRSFKACAL57DjibMwaH58 $420,000 1 UNATTRIBUTED ELEVATED

Others (small amounts) ~$485,000 many UNATTRIBUTED ELEVATED

Residual Attribution Questions

Q1

Q2

Q3

o723

Q5

Who controls TCXfhTDMuS6pbfCE0ACPcBf2EnnhMAAEWhA? This single address delivered 72.8% of all inflows ($166.6M). Identifying it resolves the majority of the
attribution gap.

What is the upstream source of the $111M delivered in a single transaction on Jan 22 2023? Hash d7¢311f842a9b896... Where did TCXfhTDMuS receive these funds?
Who controls TD2BiYkihphjrk35YQy1QGxGotSo86vVnk? This address sent $30M in 3 transactions in 2022 and is the second-largest funder.

What is the destination of the $15.7M distributed? All 20+ recipients are unattributed. Were these funds subsequently exchanged, withdrawn, or moved to further
wallets?

What is OCOS? The 10M OCOS token received on Apr 3 2026 from TGn1luvntAVntT may indicate the wallet is being repurposed for a new operation.

IN PLAIN ENGLISH

Every single address that sent money to this wallet is anonymous. There is not one identified bank, exchange, or legitimate business in the entire funding chain. This is
extremely unusual for a wallet processing $228 million — and it is a deliberate feature of how money laundering works. The key question investigators need to answer is:
where did TCXfhTDMuS get its $166 million?

[l

Transfer Data
tronscan.or g
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SECTION 10 — OUTFLOW ANALYSIS

How has money left this wallet, and does the pattern raise concerns?

RECIPIENT AMOUNT (USDT)  TXS RISK
TCXEhTDMuS6pbECEOACPCBE2ENNhMAAEWh $11,171,051 4
TNBVWN7BBvQ2Lsm7K2EXCNF5qULXXcny30 $1,493,874 2
TScxFMKmra6s£K2KDKZGHKyK6NnECBaVio $934,019 3
TRX8NbW3gGRyYmDsvkNWiaGgnA74s3ZbRM $630,294 4
TC8pcoJvTNErvZ8BnzPo20tGNdmDwx8STJI $468,169 3
TVvE2m1tjixsU6iBlrxIhHkwFScuNgglhy $467,010 2 HIGH
TS7s9csiKc6QeeUbghS1KDIFeeGEUBHTSY $321,802 3
TMe6sm69DgztBIHHSZeY2kkuyCkhiJWNhU $100,000 1
TRsxgbcvk3DUjS4aa3ux£CESA90iFptzyl $70,000 1

Others (multiple small) ~$75,000 many

Alloutflow recipients are unattributed. The largest single outflow destination is TCXfhTDMuS itself ($11.2M) — a partial return to the primary funder, consistent with fee
payment, OTC settlement, or round-trip layering. The remaining $4.5M is distributed across 19+ addresses with no public labels. Many outflows were preceded by $1
probe transactions.

The PNBVC outflow (8,518,166 PNBVC to TH7hBsvT4Rb5gm83aUnoUggqA28u72Wms2x on Aug 11 2023) is notable: this token has appeared as an anomalous outflow
in multiple wallets across this report series, suggesting it may be a coordination or signalling mechanism within the same operational cluster.

IN PLAIN ENGLISH

Ofthe $15.7M that left this wallet, $11.2M went straight back to the same address that sent $166M in. The rest went to a dozen anonymous addresses. None of the
recipients have been identified as legitimate businesses or regulated exchanges. The money has been successfully obscured — we can see it left the wallet, but cannot
determine its final destination.

[1] Transfer Data
tronscan.org
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SECTION 11 — ADDRESS POISONING / SECURITY THREATS

Has this wallet been targeted by spoofing attacks?

SECTION STATUS — NOT APPLICABLE (NO POISONING DETECTED)

No traditional address poisoning attacks were identified targeting this wallet. The phishing and spam tokens received (trxgift.com, US D T with spaces, hal38 com, etc.) are
broad airdrop campaigns, not targeted address-spoofing attacks directed at this specific wallet. These are passive receipt events requiring no action and do not represent a

security threat to the wallet operator.

Phishing Token Summary (passive receipt — no interaction)

TOKEN AMOUNT
trxgift.com 666,666
US DT (with spaces) 1,000,099
2580k.COM 10, 666
hal38 com 138.14
YZGPFCOM 88.89
Telegram?hb369369 0.09

THREAT TYPE

Fake gift card phishing airdrop

USDT impersonation — fake token name
Scam exchange domain token

Spam distributor — recurring series-wide
Scam domain airdrop

Telegram-embedded scam handle in token name

STATUS

The volume and variety of phishing tokens targeting this wallet is significantly higher than other wallets in this series. This is consistent with a wallet whose address
circulates within illicit finance networks — phishing operators specifically target high-value addresses and addresses associated with large USDT flows. The operator's

identity has not been publicly doxed.

IN PLAIN ENGLISH

Scammers sent fake tokens to this wallet hoping the operator would interact with them — clicking links, visiting scam websites, or accidentally sending real USDT to a fake
address. This is routine targeting of any high-value TRON address. The wallet owner never responded to any of these tokens, which is the correct behaviour. No funds were

lost to these attacks.

[1] Transfer Data

tronscan.org

[2] TronScan spam token registry
tronscan org
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SECTION 12 — AIRDROP & SPAM TOKEN ANALYSIS

What unsolicited tokens has this wallet received?

TOKEN SYMBOL
trxgift.com

US DT (spaces)
2580k.COM
2580k.com
hal38 com
YZGPFECOM

Telegram?hb369369

GWB /JTK/ SUNFE / GCB / IMU

0COs

ICD

AMOUNT RECEIVED

666,666

1,000,099

10,000

666

138.14

88.89

0.09

Dust

10,000,000

1,396,500

SENDER

Unknown

Unknown

Unknown

Unknown

TREysTVRXEAHD4269SpU. . .

Unknown

Unknown

Various

TGnluvntAVntT1pG8. . .

Unknown

CLASSIFICATION

PHISHING — FAKE GIFT

PHISHING — USDT SPOOF

PHISHING — SCAM EXCHANGE

PHISHING — SCAM EXCHANGE

SPAM — CROSS-SERIES

PHISHING — DOMAIN

PHISHING — TELEGRAM SCAM

SPAM — RECURRING TOKENS

UNKNOWN — APR 2026

UNKNOWN — NON-STANDARD

Zero interaction with any phishing or spam token confirmed. The ha138 com token sender (TREysTVRXEAHD4269SpUZzLHt2QFM2G90n) appears across multiple
wallets in this report series — confirming it as a systematic campaign targeting high-value TRON addresses, not an attack specific to this wallet.

The OCOS inflow (10M tokens, Apr 3 2026) from TGn1luvntAVntT1pG8o7qoKkbViiYfeg6Gjis the most recent substantive event. OCOS is not a mainstream TRON token.
Its receipt by this wallet — after 2+ years of dormancy — may indicate the wallet is being repurposed or that the operator is signalling availability for a new operation.

IN PLAIN ENGLISH

This wallet has been bombarded with fake tokens from scammers — which is normal for any well-known high-value TRON address. The wallet owner correctly ignored all of
them. The most interesting recent event is the 10 million OCOS tokens received in April 2026, which may be a signal that this dormant operation is reactivating.

[a] Transfer Data
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SECTION 13 — SMART CONTRACT & PROTOCOL INTERACTION

What external protocols or services has this wallet interacted with?

CONTRACT / TYPE

USDT (TRC-20)
DelegateResourceContract
TransferAssetContract (TRC-10)
TransferContract (native TRX)
DeFi / DEX / Bridge

Lending / Staking

ADDRESS

TR7NHqjeKQxGTCi8q8ZY4pL8otSzgjLjot

3 external provisioners

INTERACTIONS

49 TriggerSmartContract (a9059cbb)
3 pairs (delegate + undelegate)

117 events

153 events

RISK

Zero DeFiinteraction despite holding ~$212M in USDT across 5 years. No JustLend, no SunSwap, no staking protocols, no bridges. A nine-figure USDT balance with
zero yield-seeking across five years is statistically inconsistent with any legitimate wealth management strategy.

The 117 TransferAssetContract events are almost entirely the wrap token cycling activity (wWST/wUS/wUST/WrapUS/WRAP). These are TRC-10 token transfers — a
lower-level TRON transfer mechanism separate from TRC-20. The use of TRC-10 for the wrap cycle (rather than TRC-20 smart contracts) is a technical detail
suggesting the wrap tokens are simple TRC-10 assets created for volume generation, not sophisticated smart contract instruments.

IN PLAIN ENGLISH

This wallet never used any blockchain financial service — no lending, no trading, no earning interest. For a $212 million USDT holding over five years, this is remarkable. The
only 'interesting' transactions are the fake wrap token cycles, which don't involve any real protocol — they are just transfers of worthless tokens back and forth between the

same two addresses.

[1] Transaction Data
tronscan.org
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SECTION 14 — SECURITY POSTURE

How well-protected is this wallet, and what are the key risks?

Dimension

Operational Security

Energy Management

Phishing Exposure

Address Reuse

Dormancy Risk

Protocol Exposure

Counterparty
Concentration

Assessment
Probe-before-send methodology consistently applied. $1-$2 test sends before large USDT distributions confirmed across
2021 and 2023. Experienced, disciplined operator.

External DelegateResource provisioning through Nov 2024. Technically sophisticated — operator actively managed TRX
energy costs long after the main accumulation phase ended.

High volume of phishing tokens received — consistent with notoriety within illicit networks. No interaction with any phishing
token. Risk is awareness-based not technical.

Single EOA, 1,860 days of use. No address rotation detected. Maximises traceability but simplifies operation — a deliberate
choice.

~$212Min an EOA that has been quiet since 2024. Key management risk for a dormant nine-figure wallet is significant —
hardware loss, succession, or compromise during inactivity period.

Zero protocolinteractions. No DeFi, DEX, or bridge. Protocol risk is nil.

72.8% of inflows from a single unattributed address. If TCXfhTDMuS is identified or sanctioned, the entire inflow history
becomes directly linked.

Risk Level

CONTROLLED

CONTROLLED

NOTED

NIL

HIGH

From the investigator's perspective: this wallet's operator is technically competent and operationally disciplined. The probe transactions, energy management, and
clean exit from large distributions suggest a practised professional, not a retail user. The principal law enforcement leverage point is the TCXfhTDMuS relationship —
identifying that address resolves the majority of both the attribution and provenance gaps.

[

[2]

IN PLAIN ENGLISH

The person running this wallet knows what they are doing. They use test transactions, manage their gas costs, and keep a low profile. From a security standpoint, the wallet
is well-run by its operator. From an investigator's standpoint, that same professionalism is evidence of a sophisticated operation — not an accidental or naive participant.

Transaction Data

tronscan.org

Transfer Data
tronscan.org
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SECTION 15 — AML / RISK ASSESSMENT

How does this wallet score against standard anti-money laundering criteria?

[

[2]

131

CRITERION

1. Sanctions list exposure (OFAC, EU, UN)

2.Scam / fraud report exposure

3.Ransomware / darknet association

4. Mixer / CoinJoin / tumbler exposure

5. Exchange / custodian source verification

6. Structuring / layering (outflows)

7. Third-party risk score

8. Address poisoning / targeted attacks

FINDING

Cannot screen — noidentified legal entity or natural person. Sanctions exposure cannot be confirmed or
excluded.

Multiple phishing tokens received from operators confirmed as scam networks. Wallet address
circulates in illicit finance environments.

Not confirmed. No direct darknet market transactions detected. Cannot exclude given complete
counterparty opacity.

Wrap token artificial volume cycle serves the same obfuscation function as a mixer — creating artificial
transaction count to obscure the origin-to-destination trail.

Noidentified exchange or custodian in the upstream chain. All $228M arrived from unattributed
addresses. No legitimate source of funds established.

CONFIRMED. $111M single inflow + $10.85M partial return to same sender. Wrap token closed-loop
cycle. Apr 2021 simultaneous three-way $467k split. Classic layering typology.

No third-party screening data available. Zero legitimate counterparty identification. All senders and
recipients unattributed — maximum third-party risk.

No traditional address poisoning. Broad phishing airdrops received — passive receipt only, no
interaction. Not a blocking concern.

RESULT

FAIL

INDIRECT

FAIL

CONFIRMED

FAIL

NOTED

CRITICAL — Five confirmed AML typologies: layering, artificial volume generation (wash trading), phishing token facilitation, zero legitimate source of funds,
and zero legitimate economic activity across 5.1 years. This wallet fails every verifiable AML criterion.

IN PLAIN ENGLISH

This wallet fails every money laundering check we can run on it. We cannot confirm sanctions exposure because we cannot identify who runs it — but everything else is clear:
the funds arrived from anonymous sources, they were shuffled through a fake transaction scheme, and they were paid out to more anonymous recipients. This is the

definition of money laundering activity.

WHAT THIS MEANS FOR YOU

If you are a compliance officer reviewing this wallet: this is a Reject under any standard AML framework. File a Suspicious Activity Report (SAR) immediately if you have had
any interaction with this address. The $228M throughput, five confirmed AML typologies, and complete absence of any legitimate counterparty make this one of the clearest
examples of illicit finance infrastructure we have documented in this report series.

Transfer Data

tronscan.org
FATF AML Typologies
fatf-gafi.org/publications/methodsandtrends

Chainalysis Crypto Crime Report 2025
chainalysis.com
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SECTION 16 — NOTABLE EVENTS & ANOMALIES

What specific events stand out as significant or unusual?

Al

A2

A4

A5

A6

A7

A8

EVENT

$111M single USDT inflow (Jan 22 2023) from TCXfhTDMuS: The largest single transaction. Combined with the $10.85M partial return to the
same sender 20 hours later, this is consistent with an institutional layering event. No legitimate commercial relationship of $111M scale leaves zero
public footprint.

Closed-loop wrap token cycle (Feb—Jun 2023): Five variants (wST/wUS/wUST/WrapUS/WRAP) cycled between TCXfhEKNgASdInhP4 and target
with near-perfect symmetry. 19-38 inbound txs per variant, all returned to same sender. Zero economic value. Pure artificial volume generation.

Zero DeFi on $212M across 5 years: Never staked, lent, swapped, or earned yield. Statistically inconsistent with any legitimate use case for a nine-
figure USDT holding across five years on an active DeFi chain.

TJA5EBCYKxRux — 32 transactions in early 2021: Earliest funder. $5.1M across 32 txs at 2—3/day for weeks. Automated layering from wallet
inception — confirms this is not an ad-hoc operation.

Sudden wind-down post-2023: $212M+ accumulated 2021-2023. Near-zero USDT activity from 2024 onward. Energy delegations continued
through Nov 2024. Operator likely migrated to a new address post-accumulation — a standard operational security move for illicit finance operators.

TCXfh address family — shared prefix: TCXfhTDMuS, TCXfhEKNgASdInhP, TCXsSMDFVb share a rare 6-character TRON address prefix indicating
programmatic generation from the same key infrastructure. Same operator controls all three plus target.

212,922,653,485 USDT data artefact (Mar 27 2026): Impossible amount (~70x global USDT supply). Confirmed data error — excluded from all
calculations. Sender TF209ALL not otherwise flagged.

OCOS inflow Apr 2026 — 10M tokens: Latest substantive activity from new counterparty TGn1uvntAVntT after 2+ years of dormancy. May indicate
wallet repurposing for a new operation.

IN PLAIN ENGLISH

SEVERITY

CRITICAL

o

Eight significant anomalies documented. The two most important: first, $111 million in one transfer followed by $10.85 million back to the same address — there is no
innocent explanation for this. Second, a fake transaction scheme using five different worthless tokens, all cycling between the same two addresses hundreds of times. These
are not accidents or coincidences. They are deliberate features of a designed operation.

[

[2]

Transfer Data
tronscan.org

Transaction Data

tronscan.org
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SECTION 17 — OWNERSHIP ATTRIBUTION MODEL

Who controls this wallet, and with what confidence?

No attribution is possible from on-chain data alone. No Arkham labels, no WalletExplorer cluster assignments, no public media mentions, and no exchange deposit
patterns have been identified. The operator profile is defined; their identity is not.
Operator Profile (High Confidence)

Infrastructure Controls at minimum the TCXfh prefix family: TCXfhTDMuS (primary funder), TCXfhEKNgASdInhP (wrap cycler), TCXsSMDFVb (zero-value
sends), and the target wallet. Likely additional addresses not visible in this dataset.

Technical Level Sophisticated. Programmatic address generation, automated wrap cycling, energy delegation management, probe-before-send protocol. Not
aretail operator.

Operational Period March 2021 — late 2023 (active). 2024 onward: maintenance mode. 5+ years of sustained operation.

Scale $228M+ in USDT processed. Minimum 4 controlled addresses. Coordinated multi-address infrastructure.

Attribution Hypotheses

Hypothesis Probability Evidence For Evidence Against
H1: Professional Scale ($228M); sophisticated multi-address infrastructure; bilateral flow (same . . ) .
) o, . X . No confirmed LE designation; exact crime

money laundering 65% operator both ends); zero legitimate economic activity across 5 years; e U
operation automated wrap cycling; deliberate wind-down post-accumulation. '

Receipt from multiple senders + distribution to multiple recipients + partial No public footprint whatsoever; wrap cycling
H2: Unregulated OTC o, . . . o .

25% return to primary sender consistent with OTC aggregation; institutional-scale has no legitimate OTC purpose; zero

desk or exchange e i

flows. exchange deposit fingerprints.
H3: Sanctioned entity / 10% Scale, opacity, and TRON's documented use as a sanctions evasion railmake  Cannot confirm without identity; no direct
sanctions evasion this plausible; cannot be excluded without identity data. OFAC-flagged counterparty identified.

IN PLAIN ENGLISH

We cannot name the person or organisation behind this wallet. What we know: it is run by someone technically sophisticated, who has managed it professionally for years,
and who deliberately structured it to obscure the source and destination of $228 million. The most likely explanation is professional money laundering. The second most
likely is an illegal exchange. Either way, the conclusion is the same: do not engage.

WHAT THIS MEANS FOR YOU

Attribution confidence is LOW for identity, HIGH for illicit classification. The operation's character is confirmed by on-chain data alone — noidentity is required to classify this
wallet as critical risk. If you are considering any business relationship with this address or its known counterparties (the TCXfh family), the answer is no regardless of who
claims to own it.

2] Transfer Data analysis
tronscan.org

2] Transaction Data analysis
tronscan.org
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SECTION 18 — INVESTIGATOR NOTES & RECOMMENDED ACTIONS

Internal notes and next steps for the investigating team.

INTERNAL SECTION — EXCLUDED FROM CLIENT DELIVERABLE

This section contains internal investigator notes and recommended follow-up actions. It is retained in the working document for investigative team use only and is not
included in the client-facing PDF deliverable.

Recommended Actions

Action Priority Owner
. . . L . . . Compliance
Reject any business relationship with this address. File SAR if already engaged. offi
cer
Multi-hop trace on TCXfhTDMuS 6pbfCEoACPcBf2EnnhMAAEW h — identify upstream source of $166.6M inflows. This is the On-chain
single highest-value investigative action. Investigator
Multi-hop trace on TD2BiYkihphjrK35Y Qy1QGxGotS086vVnk — second-largest funder, $30M. CRClEl
Investigator
On-chain
Trace outflow destinations — identify where $15.7M went after leaving this wallet.
fv g - Investigator
On-chain
Investigate OCOS token and TGn1luvntAVntT1pG8 — potential reactivation signal.
g 2 b= g - Investigator
Cross-reference TCXfhTDMuS with Chainalysis / TRM Labs for institutional database hits. AML Tool Operator

[1] Internal analysis
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SECTION 19 — OVERALL CONCLUSION & CONFIDENCE ASSESSMENT

Whatis the final verdict, and how confident are we?

CONFIRMED LAYERING AND ARTIFICIAL VOLUME HUB — CRITICAL RISK — DO NOT ENGAGE

TNig9AXBp9EjUghDhrwrfvAA8BU3GUQZH81 is the highest-risk address investigated in this report series. Unlike the frozen wallet
(TXNYeYdao7JL7wBtmzbk7mAie7UZsdgVjx), which received a Tether enforcement action, this wallet remains technically active and unfrozen. Its critical
classification is based entirely on observable on-chain behaviour — which is unambiguous across five confirmed AML typologies.

Key Verified Facts

1]

12]

First: 2021-03-04 - Last: 2026-04-07 - Age: 1,860 days (5.1 years)

USDT IN (clean): $228,654,371.19 from 60+ senders across 167 real inflows

USDT OUT: $15,731,717.70 to 20+ recipients

Net retained: ~$212,922,653.49 (data-verified)

TCXfhTDMuS: $166.6M in / $11.2M returned — bilateral flow, same operator both ends

Wrap token cycle: ~7.5M units cycled in closed loop with TCXfhEKNgASdInhP4 — five variants, zero economic value

Five AML typologies confirmed: layering, wash trading, phishing facilitation, unattributed $228M, zero legitimate economic activity
Probe-before-send methodology — experienced, deliberate operator confirmed

Zero DeFi, zero staking, zero exchange deposits across $212M and 5 years

Operational wind-down 2024 — energy maintained through Nov 2024 but USDT activity ceased

NOT frozen by Tether as of report date — wallet remains active

Transfer Data

tronscan.org

Transaction Data
tronscan.org
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Confidence Matrix

HIGH
Low
Lo
HIGH
LO
HIGH

HIGH

Confidence levels: HIGH (1.0) - MED-HIGH (0.75) - MEDIUM (0.5) - LOW (0.25) - Per Kallisti standard confidence framework.

IN PLAIN ENGLISH

We are highly confident this wallet is a money laundering hub. We are less confident about who runs it — but that does not change the conclusion. The on-chain record
speaks for itself: $228 million processed through a wallet that did nothing legitimate with it, run by an operator sophisticated enough to cover their tracks. The
recommendation is unambiguous: reject any interaction and report if already engaged.

WHAT THIS MEANS FOR YOU

The verdict on this wallet is not probabilistic — it is confirmed. Five AML typologies are proven from immutable blockchain records. If you are a financial institution: this wallet
warrants immediate SAR filing, asset freezing if you hold any related funds, and notification to your primary regulator. If you are a law enforcement agency: the TCXfhTDMuS
address is the highest-priority target for de-anonymisation — it delivered 72.8% of all inflows and received $11.2M back.

[1] Full source list in Appendix A
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SECTION 20 — EXECUTIVE SUMMARY

TRON Layering Hub — $228M USDT — Critical Risk

TNiq9AXBp9EjUghDhrwrfvAA8U3GUQZH81 - TRON TRC-20 - 2026-04-22

CRITICAL $228,654,371 ~$212,922,653 TCXfhTDMuS $166.6M 5 CONFIRMED

1,860 Days / 5.1yrs 5variants / ~7.5M units ZERO across 5years NOT FROZEN (active) REJECT/ SAR

Five AML typologies confirmed from immutable on-chain data. Layering, wash trading, phishing facilitation, unattributed $228M, and zero legitimate economic activity
across 5.1 years. This is not probabilistic risk — it is confirmed behaviour.

$111 million in one transaction, $10.85M back to the same sender. The primary funder (TCXfhTDMuS) delivered $166.6M total and received $11.2M back. Same
operator controls both ends. No legitimate commercial relationship of this scale and opacity exists.

Closed-loop wrap token artificial volume cycle. Five self-issued tokens cycled between two sister addresses — same entity both ends — generating artificial transaction
count with zero economic value. Classic on-chain obfuscation technique.

Zero DeFion $212M across 5 years. A nine-figure USDT holding that never earned yield, never traded, never used a protocol. This is impossible to explain through any
legitimate use case.

Not frozen by Tether — remains active. Unlike TXNYeYdao (record TRON freeze, $83.7M), this wallet has not been subject to enforcement action. Its $212.9M balance
is technically accessible. Warranting equivalent risk treatment.

WHAT THIS MEANS FOR YOU

Do not engage. Reject any business relationship. File SAR immediately if already engaged — with your local Financial Intelligence Unit (FinCEN, FINTRAC, NCA, or equivalent).
Freeze any related assets. The $228M throughput and five confirmed typologies make this one of the clearest examples of illicit finance infrastructure in this report series.
The priority investigative action is de-anonymising TCXfhTDMuS6pbfCE0ACPcBf2EnnhMAAEWh — that single address holds the key to 72.8% of the attribution gap.

[1] All sources detailed in Appendix A
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APPENDIX A — MASTER SOURCE LIST

All data sources used in this investigation, with access dates and verification notes.

[1] Transfer Data — Transfers_20260422

Provided by client — 438 records, data-verified against all financial figures in this report

Primary source for all USDT flow analysis, counterparty identification, and AML typology confirmation. Generated 2026-04-22.
[2] Transaction Data — Transactions_20260422

Provided by client — 324 records, data-verified

Primary source for transaction type analysis, DelegateResource activity, and method name verification. Generated 2026-04-22.
[3] TronScan — Target Address

tronscan.org/#/address/TNig9AXBp9EjUghDhrwrfvAABU3GUQZH81

Blockchain explorer — address overview, token balances, transaction history. Accessed 2026-04-22.

[4] TronScan — TCXfhTDMuS (Primary Funder)

tronscan.org/#/address/TCXfhTDMuS6pbfCE0ACPcBf2EnnhMAAEWhH

Primary funder address — confirmed $166.6M in and $11.2M out. Accessed 2026-04-22.

[5] TronScan — TCXfhEKNgASdInhP4 (Wrap Cycler)
tronscan.org/#/address/TCXfhEkKNgASdInhP4qdRp5yo6G5WNAAEWhA

Wrap token cycle operator — same address both ends of wST/wUS/wUST/WrapUS/WRAP cycle. Accessed 2026-04-22.
[6] FATF AML Typologies — Layering and Virtual Assets
fatf-gafi.org/publications/methodsandtrends/documents/virtual-assets-red-flag-indicators.html

Framework reference for layering, wash trading, and structuring typology classification.

[7] Chainalysis Crypto Crime Report 2025

chainalysis.com/blog/crypto-crime-report-2025

TRON USDT laundering baseline and typology context.

[8] TRM Labs TRON Risk Documentation

trmlabs.com/resources/blog/tron-blockchain-illicit-finance

TRON illicit finance risk baseline and sanctions evasion context.

For investigative and informational purposes only. Attribution assessments are analytical opinions, not
legal findings.

KBF-2026-004
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APPENDIX B — GLOSSARY OF TERMS

Key terms used throughout this report.

AML (Anti-Money Laundering)

DelegateResourceContract

EOA (Externally Owned

Account)

Layering

SAR (Suspicious Activity

Report)

TCXfh Address Family

TRC-10 / TRC-20

USDT (Tether)

Wash Trading

Wrap Tokens (wST, wUS,
wUST, WrapUS, WRAP)

The set of laws, regulations, and procedures intended to prevent criminals from disguising illegally obtained funds as legitimate income.

A TRON mechanism allowing one address to delegate energy or bandwidth resources to another, enabling the recipient to perform transactions
without holding TRX directly.

A standard blockchain wallet address controlled by a private key, as opposed to a smart contract address.
The second stage of money laundering — moving funds through a complex series of transactions to obscure their origin. Distinct from placement
(introducing dirty money) and integration (returning funds to the legitimate economy).

A mandatory report filed by financial institutions with their national Financial Intelligence Unit (e.g., FINCEN in the US, FINTRAC in Canada, NCA in
the UK) when suspicious transactions are detected.

The group of TRON addresses sharing the rare 6-character prefix TCXfh (TCXfhTDMuS, TCXfhEKNgASdInhP, TCXsSMDFVb), indicating
programmatic generation from the same key infrastructure by the same operator.

Token standards on the TRON blockchain. TRC-20 (used by USDT) is a smart contract-based standard analogous to Ethereum's ERC-20. TRC-10
is a lower-level protocol-integrated token standard used by the wrap tokens in this report.

A US dollar-pegged stablecoin issued by Tether Limited. The TRC-20 version on TRON is the world's most transacted stablecoin by volume and is
extensively used in illicit finance due to TRON's low fees.

The practice of simultaneously buying and selling the same asset (or cycling it between controlled addresses) to generate artificial transaction
volume with no genuine change of ownership.

Self-issued TRC-10 tokens used in this wallet's artificial volume cycle. Not listed on any exchange. No market value. Created solely to generate on-
chain transaction count between two controlled addresses.

KBF-2026-004 Page 26





