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1. Target Identification & Wallet Metadata

Wallet Address TRSKhXD5qSekLUxfwYxR1zA5kwTLhke2Rx

Blockchain TRON (TRX) — Mainnet

Address Type EOA (Externally Owned Account) — TRC-20 compatible

Activation Date 2025-10-21 11:34:18 UTC

Activation Sender TQ4EiPiAuEfYDWx5P47h12k62zzDSNgtdv (60 TRX — automated exchange

provisioning)

Last Activity 2026-02-12 16:20:00 UTC

Wallet Age 114 days (activation to last activity)

Total Transactions 38 (Inbound: 34 | Outbound: 4)

Primary Asset USDT (TRC-20) — contract TR7NHqjeKQxGTCi8q8ZY4pL8otSzgjLj6t

Key Management Backend API automation — java-tron or custom HSM. No manual signing patterns.

Public Attribution Zero. No Arkham tag, Tronscan label, or OSINT footprint on any platform.

2. Financial Overview

Metric Value Notes

USDT Total Inflows $114,650,053.50 5 substantive transfers + dust

USDT Total Outflows $10,000,000.00 Exactly 2 × $5,000,000 to same destination

USDT Net Balance $104,650,053.50 Primary asset — 99.99%+ of total value

TRX Balance 60.000053 (~$5) Deliberate passive lock — see §14

Total Portfolio Value ~$104,650,058 USD Effectively 100% USDT at 1:1 peg

TOTAL RECEIVED CURRENT BALANCE TOTAL SENT

$114,650,053.50 ■■
■

$104,650,053.50
USDT (TRC-20)

■■
■

$10,000,000.00
2 × $5M tranches

3. Asset Portfolio & Coin Provenance

Token Balance Contract (TRC-20) Issuer / Provenance Status

USDT 104,650,053.50
TR7NHqjeKQxGTCi8q8ZY4pL8otSzg

jLj6t

Tether Limited — official

USD-pegged stablecoin
■ LEGITIMATE

TRX 60.000053 Native TRON asset
TRON Foundation — intentionally

minimal
■ LEGITIMATE



Token Balance Contract (TRC-20) Issuer / Provenance Status

AML 1.000000
TU7hYRunAnLd9thTgZDFM9MABMoNM

y1sAY

Unknown — mimics AML compliance

notification
PHISHING

$ USTD 0.160000
TEinnEnPu6fRmWgwgyzVzanAsyoH8

V3rZe
Unknown — visually spoofs USDT PHISHING

Gas01com 8.101001
TUYPcFio7YX8T5DBkSpUxe1T6akuB

gMTwX
Unknown — marketing spam airdrop ■ SPAM

TRC20Uco

m
88.888800

TLQorEuyTfBL8mwXgcfj5mAd3R83A

4rSwe
Unknown — spam airdrop ■ SPAM

Pay.bi 8,888.880000
TFZZuhz59kYnnCYr6L1GGEoRngXbc

bbyhu

Unknown — instant post-activation

spam (21s)
■ SPAM

AML token warning: A token named 'AML' is a known TRON social engineering vector designed to prompt institutional operators

into interacting with its contract under the false impression it is a compliance action. Interaction risks a malicious approval draining

the $104M USDT balance. Zero interaction observed — strong OpSec indicator.

4. Activity Lifecycle Analysis

Phase Date / Time (UTC) Event Amount

Provisioning 2025-10-21 11:34:18 60 TRX activation — automated exchange script 60 TRX

Pay.bi Spam 2025-10-21 11:34:39 Instant spam — 21s after activation 8,888.88 Pay.bi

Genesis Inflow 2025-10-21 11:39:30 $79.65M from TDbvitQ… — 312s post-activation $79,650,037 USDT

Top-Up #1 2025-10-22 10:29:09 FUNDER2 tranche 1 — TWIN funded simultaneously $10,000,000 USDT

Outflow #1 2025-12-03 09:48:24 $5M to TVDUJs88… — 17 min after $10M inflow -$5,000,000 USDT

Top-Up #2 2025-12-03 09:31:12 FUNDER2 tranche 2 — TWIN funded simultaneously $10,000,000 USDT

DXMECZ Wave 1 2025-12-03 09:50 Address poisoning — 3 DXMECz micro-sends $0.65–$5.00 each

Outflow #2 2025-12-29 14:10:06 $5M out — 2m36s BEFORE same-day inflow ■ -$5,000,000 USDT

DXMECZ Wave 2 2025-12-29 14:11–19 Address poisoning — 9 DXMECz micro-sends $0.65–$5.00 each

Top-Up #3 2025-12-29 14:12:42 FUNDER2 tranche 3 — TWIN funded simultaneously $8,000,000 USDT

Top-Up #4 2025-12-30 10:17:21 FUNDER2 tranche 4 (final) — TWIN mirrored $7,000,000 USDT

Spam tokens 2025-12-30 → 2026-02-12 TRC20Ucom, Gas01com, AML, $ USTD Various

Current State 2026-03-14 (today) Wallet dark since 2026-02-12 — $104.65M idle —

■ KEY OBSERVATION: $0 → $79.65M in 312 seconds. Wallet was purpose-built for this capital block before receiving its first

transaction. Not organic growth — scripted provisioning event.



Avg. USDT per inflow $22.9M (skewed by $79.65M genesis; median $9M)

Round-number pattern 100% of large USDT flows are exact round numbers — institutional automation signature

TX Method TriggerSmartContract — method ID a9059cbb (standard TRC-20 transfer)

Inbound / Outbound 34 inbound / 4 outbound across 114-day operational window

Complete USDT Inflow Ledger (CSV-verified)

# Date (UTC) From Amount (USDT) Tx Hash

1 2025-10-21 11:39 TDbvitQBkig…LLQ 79,650,037.00 c90ef304…8c48 ← GENESIS

2 2025-10-22 10:29 TQWWJFsxPSi…b2 10,000,000.00 592840c5…8360

3 2025-12-03 09:31 TQWWJFsxPSi…b2 10,000,000.00 4302736b…97b

4 2025-12-29 14:12 TQWWJFsxPSi…b2 8,000,000.00 3e1ee912…40e

5 2025-12-30 10:17 TQWWJFsxPSi…b2 7,000,000.00 541f9f8f…b3

6–1

7
Dec 03 & Dec 29 DXMECz cluster $0.65–$5.00 ea ■ Address poisoning

Complete USDT Outflow Ledger (CSV-verified)

# Date (UTC) To Amount (USDT) Tx Hash

1 2025-12-03 09:48 TVDUJs88…DXMECz 5,000,000.00 bdb20164…fa

2 2025-12-29 14:10 TVDUJs88…DXMECz 5,000,000.00 58d2e07f…ae

6. Account Structure Engineering

Asset Concentration Single-asset vault — 99.99%+ USDT. Zero diversification.

Strategy Minimises attack surface and on-chain footprint to absolute minimum.

TRX Gas Strategy Gas-inefficient by design. 60 TRX covers rare outbound transactions. ~$5 cost vs $104M

balance. No Energy staking, no bandwidth delegation.

DeFi Interaction Zero. No SunSwap, JustLend, or any TRON protocol. Preservation only.

Governance Zero Super Representative votes. Deliberate minimal footprint.

Key Management Backend API automation — consistent across all wallets in cluster.

7. Transaction Flow Architecture

Primary Funder TDbvitQBkigAiMDdEmCB6MR6AtazzZ8LLQ — $79,650,037 genesis (69.5% of inflows).

Now traced: accumulated $88M over 13 months from 3 upstream sources before sending

to TARGET. Pure pass-through staging wallet.

5.. Transaction Microstructure & Full TX Ledg

Transaction Profile Extremely low-frequency, high-value. Polar opposite of retail activity.

7.1 INFLOW SOURCES



Secondary Funder TQWWJFsxPSiSwHKHq9kCbtZtjQqybCW7b2 — $35,000,000 across 4 tranches (30.5%).

$533M lifetime hub, still active 2026-03-13. Funds TARGET and TWIN in lockstep.

Drip Pattern Secondary funder delivered in 4 tranches: 10M + 10M + 8M + 7M over 69 days. Scheduled

treasury top-ups — same amounts sent to TWIN simultaneously.

7.2 OUTFLOW DESTINATIONS

Sole Destination TVDUJs88qUARLgG9x866qPG7dkjqDXMECZ — received both $5M outflows.

CONFIRMED legitimate cluster wallet — NOT a poisoning address. Activated 4 min before

receiving first $5M. Same provisioning pattern as TARGET.

Outflow Purpose Intra-cluster rebalancing. OUTFLOW forwarded $5M to TSVR6Ro… and $500k in USD

token (non-USDT stablecoin) to two further addresses in Feb 2026.

8. Upstream / Downstream Multi-Hop Analysis

Four tiers of the network resolved across 8 source CSVs.

TIER 0 — Ultimate Sources (2 hops upstream)

Address Role Amount Txs Period

TFUQL7DY7rRr3cktfcLpEfTBN9s9pQKUkS Master feeder → FUNDER2 $351,225,000 79
Aug 2025 → Mar

2026 (ACTIVE)

TKVmyVdv5rtyPefXXzCY2CUnr7YcuS2dXE Source → FUNDER1 $48,000,000 5 Nov–Dec 2024

THLcafhARTPmJpdoMMeFa9yX4jQK8p5MVP
Bridge → FUNDER1 +

FUNDER2
$67,761,402 7 Jun–Oct 2025

THLcafhARTPmJpdoMMeFa9yX4jQK8p5MVP funded BOTH staging wallets — $30M to FUNDER1 and $37.8M to FUNDER2.

This is the confirmed link proving FUNDER1 and FUNDER2 are the same controlled cluster.

TIER 1 — Staging / Accumulation Wallets

Wallet Role USDT In USDT Out Net Active Period

TDbvitQ…LLQ (FUNDER1)
Staging — accumulates

then delivers
$88,000,045 $88,000,037 $8.13 Nov 2024 – Dec 2025

TQWWJFsx…b2 (FUNDER2)
High-freq hub — $533M

throughput
$533,561,912 $474,977,292 $58.6M Aug 2025 → NOW

TIER 2 — Vault Layer: TARGET + TWIN

FUNDER2 sent identical amounts to TARGET and TWIN on the exact same dates, minutes apart. These are sister vaults under

identical automated control.

Date TARGET Amount TARGET Time TWIN Amount TWIN Time Gap

2025-10-22 $10,000,000 10:29:09 $10,000,000 10:27:48 81 sec



Date TARGET Amount TARGET Time TWIN Amount TWIN Time Gap

2025-12-03 $10,000,000 09:31:12 $10,000,000 09:29:36 96 sec

2025-12-29 $8,000,000 14:12:42 $8,000,000 14:14:09 87 sec

2025-12-30 $7,000,000 10:17:21 $7,000,000 10:21:03 222 sec

TARGET and TWIN together received $70M from FUNDER2 — $35M each. Combined with the $79.65M genesis, the cluster

holds at minimum $174M+ across just these two vaults.

TIER 3 — Downstream Distribution

Address Role Received Sent Status

TVDUJs88…DXMECz (OUTFLOW) Intra-cluster relay
$10M from TARGET +

$1.58M from TSVR

$5M to TSVR +

$500k USD token

■ CONFIR

MED LEGIT

IMATE

TYDugKbCKb2MZi11Y9WwMD9w4fde

1DwWcd
Primary dist. node

$368,250,000 from

FUNDER2 (188 txs)
N/A (not in CSV)

UNATTRIB

UTED —

highest

value trace

TSVR6RoTKSNQV8F7XmUUoS4uAuar

HyAAKe
Recycling node $5M from OUTFLOW

$1.58M back to

OUTFLOW

Bidirectional

— same

cluster

Complete Network Map

TIER 0 SOURCES $400M+
TIER 1 STAGING $621M

throughput

TIER 2 VAULTS TARGET +

TWIN $139M held

TIER 3 DISTRIBUTION

$368M+ onward

TFUQL7DY $351M TKVmyVdv

$48M THLcafhA $67.8M (bridge

both stages)

FUNDER1: $88M 13-month

staging FUNDER2: $533M Active

NOW

TARGET: $104.65M (this wallet)
TWIN: $35M (sister vault)

OUTFLOW: $6M → TSVR6Ro

TYDugKb: $368M 188

transactions

9. Funder Attribution & Open Investigative Questions

Address Role Amount Status Priority

TFUQL7DY7rRr3cktfcLpEfTBN9s9pQKUkS Tier-0 master feeder
$351M to

FUNDER2
UNATTRIBUTED CRITICAL

TKVmyVdv5rtyPefXXzCY2CUnr7YcuS2dXE Tier-0 FUNDER1 source $48M UNATTRIBUTED HIGH

THLcafhARTPmJpdoMMeFa9yX4jQK8p5MVP
Bridge — both staging

wallets
$67.8M total UNATTRIBUTED HIGH

TYDugKbCKb2MZi11Y9WwMD9w4fde1DwWcd Primary distrib. node $368M received UNATTRIBUTED CRITICAL

TWrmh883bEyEvcfiWDsyYBhDVbsQDn4cDK TWIN vault $35M (mirror) UNATTRIBUTED HIGH



Address Role Amount Status Priority

TVDUJs88qUARLgG9x866qPG7dkjqDXMECZ OUTFLOW wallet
$10M from

TARGET
RESOLVED ■ CLOSED

Hypothesis A (70%) Large exchange treasury — Binance, OKX, HTX. Supported by $533M FUNDER2

throughput, twin-vault lockstep provisioning, 79-tx automated feeder, $368M downstream

distribution node. TFUQL7DY is the likely exchange hot wallet.

Hypothesis B (25%) OTC / prime brokerage desk — parallel sister vault provisioning and drip-feed patterns are

also consistent with a large OTC operation managing client liquidity.

Hypothesis C (5%) Private fund / asset manager.

Confidence MEDIUM-HIGH. One more hop from TFUQL7DY or TYDugKb almost certainly resolves it.

10. Outflow Analysis — Structuring Assessment

RESOLVED: TVDUJs88…DXMECz is a confirmed legitimate cluster wallet. Activated 4 minutes before receiving TARGET's first

$5M using same provisioning pattern. The $10M in outflows is confirmed intra-cluster movement.

Outflow #1 2025-12-03 09:48:24 — $5,000,000 → TVDUJs88… (Tx: bdb20164…fa) Preceded 17

minutes earlier by $10M inflow from FUNDER2. Relay pattern.

Outflow #2 2025-12-29 14:10:06 — $5,000,000 → TVDUJs88… (Tx: 58d2e07f…ae) ■ Executed

2m36s BEFORE same-day $8M inflow arrived. Confirms TARGET and FUNDER2 are the

same controlling entity or operating under real-time standing instructions.

Structuring Risk LOW. Identical round-number operational rebalancing within a controlled cluster. 26-day

gap not consistent with threshold avoidance. OUTFLOW is cluster-controlled.

11. Address Poisoning Attack — DXMECZ Cluster

■ ACTIVE TARGETED ATTACK: The DXMECZ cluster is conducting a systematic address poisoning campaign.

Attackers chose the DXMECz suffix specifically because the legitimate outflow destination already uses it — making

their spoofed addresses visually indistinguishable in TX history. Automated monitoring confirmed: both attack waves

fired within 1–2 minutes of legitimate outflows. Attack has not succeeded to date — $10M reached legitimate

destination.

Poisoning Cluster Addresses (5 confirmed attack addresses)

Address Sends Total Sent Wave Classification

TVDUDW2mMTtEnPiZq8vvnx2qBdpqDXMECZ 4 $2.60 USDT Wave 2 ■ Poisoning

TD6uDjknXcC3mf8qaieWKnHGnwpTDXMECZ 5 $3.25 USDT Both ■ Poisoning

TVDUMsEM6mDCuqMqis1GEFtNUaEPDXMECZ 1 $5.00 USDT Wave 2 ■ Poisoning

TRfa2RUq1UEQfSiYN6kqNADUJNJADXMECZ 1 $5.00 USDT Wave 1 ■ Poisoning

TVQHU8JPPLxiDfcbaKdk5f7LcTyKDXMECZ 1 $0.65 USDT Wave 1 ■ Poisoning



Attack Cost $18.30 total USDT spent across 12 micro-transactions. Trivial cost targeting $104M.

Sophistication Researched — attacker identified legitimate outflow destination suffix and built lookalikes.

Automated real-time blockchain monitoring confirmed.

Current Status Active and ongoing. No successful interception to date. Operator appears to use address

whitelist rather than copy-paste from TX history.

12. Airdrop & Spam Token Analysis

Token Amount Sender Date Risk

AML 1.000000
TU7hYRunAnLd9thTgZDFM9MA

BMoNMy1sAY
2026-01-30 ■ HIGH — Social engineering

$ USTD 0.160000
TEinnEnPu6fRmWgwgyzVzanA

syoH8V3rZe
2026-02-12 ■ HIGH — USDT spoof phishing

Gas01com 8.101001
TUYPcFio7YX8T5DBkSpUxe1T

6akuBgMTwX
2026-01-01 LOW — Spam

TRC20Ucom 88.888800
TLQorEuyTfBL8mwXgcfj5mAd

3R83A4rSwe
2025-12-30 LOW — Spam

Pay.bi 8,888.880000
TFZZuhz59kYnnCYr6L1GGEoR

ngXbcbbyhu
2025-10-21 LOW — Instant spam

TEinnEnPu6fR… $ USTD phishing sender appears in a prior forensic report on

TG9n9mHxbYfwVjizac1WaEoQ8ELfExPBCp — confirmed systematic campaign targeting

high-value TRON stablecoin holders.

OUTFLOW wallet Also received TRC20Ucom and Gas66com airdrops — bots track and target all wallets in

this cluster simultaneously.

Owner response Zero interaction across all wallets. Consistent institutional OpSec.

13. Smart Contract & Protocol Interaction

USDT Contract TR7NHqjeKQxGTCi8q8ZY4pL8otSzgjLj6t — all transfers via a9059cbb (transfer). No

unusual contract calls across any wallet in cluster.

DeFi / Bridges Zero. No SunSwap, JustLend, cross-chain bridges, or privacy protocols across the entire

network.

USD Token Anomaly OUTFLOW wallet sent $300k + $200k in USD token (not USDT — different stablecoin) in

Feb 2026 to two unidentified addresses. Only non-USDT stablecoin movement in the

entire cluster. Warrants further investigation.

NFT / TRC-721 None detected.

Malicious Contracts No outbound calls to any known malicious contract despite phishing tokens received.



OUTFLOW TRX Balance 100 TRX activation (same automated provisioning pattern). Passive lock maintained

consistently across cluster.

Effectiveness High for automated theft prevention. Insufficient against attacker with private key — they

would simply fund TRX first.

Airdrop Discipline Zero interaction with phishing/spam tokens across all 4 wallets analysed. Strongest single

indicator of disciplined institutional OpSec.

FUNDER2 Status Still active as of 2026-03-13 (yesterday). The broader cluster is live. TARGET may be

entering a longer cold phase while cluster continues operating.

15. AML / Risk Assessment

Criterion Finding Assessment

Sanctioned-address exposure None across entire 4-wallet cluster PASS

Mixer / Tumbler interaction None — all flows direct and traceable across 4 hops PASS

High-risk protocol use Zero DeFi, no bridges, no privacy protocols PASS

Unusual velocity / layering Low tx count relative to volume — not layering PASS

Source of funds Institutional-scale cluster — traceable 4 hops upstream PASS

Round-number structuring risk
2 × $5M documented — intra-cluster operational, not

structuring
MONITOR

Tier-0 identity
TFUQL7DY ($351M feeder) and TYDugKb ($368M

recipient) unattributed
OPEN

Address poisoning
Active targeted attack — 12 micro-sends, 2 timed

waves, not succeeded
REVIEW

USD token outflows
OUTFLOW sent $500k USD token (not USDT) —

anomalous for cluster
REVIEW

Overall Risk Score
LOW-MEDIUM — clean flows, institutional cluster, 2

attribution gaps
LOW-MED

16. Notable Events & Anomalies

ID Event Severity Section

A1
312-second capitalisation: $0 → $79.65M in 5.2 minutes. Wallet purpose-built for this

capital block before first transaction. Scripted provisioning.
HIGH §4, §9

A2

TWIN VAULT DISCOVERED: TWrmh883… received $35M from FUNDER2 in perfect

lockstep — same amounts, same dates, 81–222 second gaps. Same automated

controller as TARGET.

CRITICAL §8

A3
Network scale: $700M+ total throughput across identified cluster. FUNDER2 still active

2026-03-13 (yesterday). Live, large-scale institutional operation.
HIGH §8

14. Security Posture & Passive Lock Analysis

TARGET TRX Balance 60.000053 TRX (~$5). Any USDT outflow requires prior observable TRX top-up —

mandatory two-step alert mechanism for monitoring systems.



ID Event Severity Section

A4
THLcafhA… bridges both staging wallets: Funded FUNDER1 ($30M) AND FUNDER2

($37.8M) — proves they are the same controlled cluster.
HIGH §8, §9

A5

Dec 29 outflow 2m36s before same-day inflow: TARGET sent $5M before $8M arrived

from FUNDER2 — operator and FUNDER2 are the same entity or in real-time

coordination.

HIGH §10

A6

DXMECZ attack is targeted and researched: Attackers chose the legitimate outflow

destination's suffix to build lookalikes. Automated real-time blockchain monitoring. $10M

unaffected to date.

CRITICAL §11

A7
OUTFLOW wallet activated with identical pattern to TARGET: 100 TRX provisioning 4

min before first $5M received. Same automated script. Confirms cluster membership.
HIGH §8

A8
USD token anomaly: OUTFLOW sent $300k + $200k in USD token (not USDT) in Feb

2026. Only non-USDT stablecoin movement in entire cluster.
MEDIUM §13

A9
AML token social engineering: Received Jan 30 — known TRON attack vector targeting

institutional operators. Not interacted with.
HIGH §12

A10 TEinnEnPu6fR… cross-wallet: $ USTD phishing sender in prior forensic report —

systematic campaign targeting large TRON stablecoin holders.
MEDIUM §12

A11 Wallet dark since 2026-02-12: $104.65M idle 30+ days. FUNDER2 cluster still active.

TARGET may be entering extended cold phase.
LOW §4

17. Ownership Attribution Model

Hypothesis Probability Supporting Evidence Against

Exchange Treasury (Binance

/ OKX / HTX) 70%
$533M FUNDER2 throughput, twin-vault

lockstep, 79-tx automated feeder, $368M

dist. node

No Arkham tag on any address

OTC / Prime Brokerage 25%
Sister vault provisioning, drip-feed

settlement patterns, real-time coordination

Less consistent with $368M

single-node distribution

Private Fund / Other 5% Capital scale plausible
Automation and 10-wallet

coordination inconsistent

Attribution confidence: MEDIUM-HIGH. Cluster is too large, too automated, and too precisely coordinated to be anything other

than institutional. TFUQL7DY (the $351M master feeder, active yesterday) is the single highest-value next trace — one hop

from there almost certainly resolves the exchange identity.



2
Trace TYDugKbCKb2MZi11Y9WwMD9w4fde1DwWcd — received $368M from FUNDER2 across 188 txs.

Primary distribution node. Identifying this reveals where money ultimately goes.
CRITICAL

3
Pull CSV for TWIN wallet TWrmh883bEyEvcfiWDsyYBhDVbsQDn4cDK — $35M received in lockstep. Its

outflows may reveal the exchange deposit address.
HIGH

4
Trace THLcafhARTPmJpdoMMeFa9yX4jQK8p5MVP — bridge address that funded both staging wallets.

Submit to Arkham/Chainalysis.
HIGH

5
Investigate USD token outflows from OUTFLOW wallet — $300k + $200k in non-USDT stablecoin in Feb

2026. Anomalous for the cluster.
MEDIUM

6 Do NOT interact with AML token or $ USTD. Risk of malicious contract approval draining $104M. HIGH

7
Blocklist all 5 DXMECz-suffix poisoning addresses. Attacker has automated monitoring — future attack

waves expected when TARGET resumes activity.
HIGH

8
Set TRX top-up monitoring alert on TARGET — any TRX deposit is the leading indicator that a USDT

outflow is imminent.
MEDIUM

9
Monitor FUNDER2 (TQWWJFsx…) — still active yesterday. New outflows to TARGET or TWIN will signal

the cluster is resuming operations and may reveal next hop destination.
MEDIUM

10
Dormancy escalation: If TARGET has no activity by 2026-04-21 (90 days), escalate to dormancy review

protocol.
LOW

18. Investigator Notes & Recommended Actions

# Action Priority

1
Trace TFUQL7DY7rRr3cktfcLpEfTBN9s9pQKUkS — $351M master feeder, active 2026-03-13. One hop

upstream will almost certainly identify the exchange. Single highest-value trace.
CRITICAL



19. Overall Investigation Conclusion & Confidence Assessment

Overall Assessment: LARGE-SCALE INSTITUTIONAL CLUSTER — EXCHANGE OR PRIME BROKERAGE —

ATTRIBUTION PENDING ONE MORE HOP

This investigation began with a single unattributed vault holding $104M. Four hops of upstream/downstream tracing across 8

CSV files has revealed a coordinated multi-wallet network with observable throughput exceeding $700M, still actively operating

as of 2026-03-13 (yesterday).

Key verified facts (all CSV-confirmed):

• Genesis: $79,650,037 in 312 seconds from FUNDER1 — itself accumulated over 13 months

• TWIN vault: TWrmh883… received $35M in perfect lockstep — same entity as TARGET

• FUNDER2: $533M lifetime throughput, still active — 79-tx automated feeder (TFUQL7DY)

• Primary downstream node TYDugKb: $368M across 188 txs from FUNDER2

• Network total observable: $700M+ across identified addresses

• Outflow destination RESOLVED: TVDUJs88…DXMECz confirmed legitimate cluster member

• DXMECZ poisoning: targeted, researched, automated — has not succeeded

• Dec 29 outflow preceded inflow by 2m36s — TARGET and FUNDER2 are same controller

Remaining open items:

• Identity of TFUQL7DY (Tier-0 $351M master feeder) — one hop resolves exchange attribution

• Identity of TYDugKb ($368M distribution node) — reveals downstream endpoint

• USD token anomaly in OUTFLOW wallet — $500k in non-USDT stablecoin unexplained

Confidence Assessment Matrix

Attribute Confidence Basis / Caveat

Wallet Classification HIGH Institutional cluster confirmed by twin vault + multi-hop network

Fund Provenance MEDIUM 4 hops traced; Tier-0 master feeder still unattributed

Outflow Safety HIGH TVDUJs88… confirmed legitimate cluster member

AML Clearance MEDIUM-HIGH Clean flows; USD token anomaly + Tier-0 identity open

Ownership Identity MEDIUM-HIGH 70% exchange / 25% OTC; TFUQL7DY trace will confirm

Security Posture HIGH Passive lock + zero airdrop interaction across all 4 wallets

Data Integrity HIGH All figures verified against 8 source CSVs. Zero discrepancies



RISK VERDICT

LOW-
MEDIUM

This is a legitimate institutional wallet with no illicit activity detected.

The LOW-MEDIUM rating reflects two unresolved attribution gaps (the Tier-0 source and the

primary distribution node) and an active address poisoning attack — not any evidence of

wrongdoing. Once TFUQL7DY is traced, the risk score is expected to fall to LOW.

CURRENT BALANCE TOTAL RECEIVED TOTAL SENT TOTAL TXs LAST ACTIVE

$104,650,053.50 $114,650,053.50 $10,000,000 38 2026-02-12

WALLET AGE NETWORK ASSET RISK SCORE ATTRIBUTION

114 Days TRON TRC-20 USDT Only LOW-MEDIUM 70% Exchange

1 The wallet is clean. No mixers, no sanctions exposure, no illicit activity detected across all four hops of the network.

2
It belongs to a much larger operation. A twin vault (TWrmh883…) received $35M in perfect parallel — same amounts, same

days, seconds apart. Same controller.

3 The network processed $700M+. The primary hub (FUNDER2) is still active and sent funds as recently as yesterday.

4
The $10M in outflows went to a legitimate cluster wallet (verified). It is NOT a poisoning address despite the suspicious suffix

overlap.

5
There is an active, sophisticated address poisoning attack targeting this wallet. The attacker is monitoring it in real-time. It

has not succeeded yet.

EXECUTIVE SUMMARY

TRSKhXD5qSekLUxfwYxR1zA5kwTLhke2Rx · TRON TRC-20 · 2026-03-14 13:14 UTC

WHAT IS THIS WALLET?

This wallet is one node in a large, automated institutional liquidity network — most likely a major cryptocurrency exchange

(Binance, OKX, or HTX) or a large OTC trading desk. It functions as a high-value cold storage vault, purpose-built to hold

$104M in USDT (Tether). It was funded in 312 seconds on October 21, 2025 and has been sitting largely idle since December 
2025. The broader network it belongs to has processed over $700M in observable USDT flows and was still actively operating 
as of yesterday, March 13, 2026.

THE NUMBERS

6
The two funders and the downstream distribution node ($368M) are still unidentified. One more trace (TFUQL7DY) will

almost certainly name the exchange.

7
Security posture is strong — passive TRX lock, zero airdrop interaction across all cluster wallets, automated provisioning, no

human error patterns.

KEY FINDINGS




